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Pienaciga transakciju monitoringa nepieciesamiba
trasta sniedzejpakalpojumu uznemumos Niderlande

Anotacija: Naudas parskaitijuma uzraudzibas procesam (transakciju monitorings) ir butiska loma naudas
atmazgasanas un terorisma finanséSanas apkaroSana. HolandieSu trasta sniedzejpakalpojuma uznémumi ik
dienu izpilda nauda parskaitijumus citu uznémumu varda, tomer ir javers uzmaniba tam, ka ir nepiecieSams
Istenot pienacigas, noteiktas un vienotas polises un proceduras savlaicigas neparasto un aizdomigo trans-
akciju atklasanai, kuras, savukart, nepiecieSams nodot finansSu zinu vakSanas vienibai (FIU) talakai izskati-
Sanai. Efektivam transakciju monitoringa polisem jasatur sistematiskas uzraudzibas, kontroles proceduras,
datu apstrade, analize un datu atbilstiba iespéjamiem risku faktoriem, noteikti pasakumi aizdomigu naudas
operaciju atklaSanas un novérsanas izpildé. Trasta sniedzéjpakalpojumu uznémumiem ir nepiecieSams par-
némt un ieklaut transakciju monitoringu ikdienas uznémeéjdarbiba un pienemt Sadas proceduras un polises
ka neatnemamu uznéméjdarbibas dalu.

Atslegvardi: naudas parskaitijuma uzraudzibas process (transakciju monitorings), neparasts darjums,
trasta sniedzéjpakalpojumu uznémums, naudas atmazgasanas novérdana, atbilstiba (compliance), finansu
zinu vaksanas vieniba (FIU).
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Heo6xoaMMoOCTb HaAAE)KaLLLETO MOHUTOPUHTa
TPaH3aKUUH B KOMNaHUAX, NPEAOCTABAAIOWMNX
TpacToBble ycAyru B Huaepaanpax

AHHoTaums: [pouecc MOHUTOPUHIa AEHEXHbIX NePEBOAOB (TPaH3aKLUMI) UrpaeT BaxHY poAb B 6opbbe
C OTMbIBaHWEM AeHEer U dUHaHCMpoBaHUEM Teppopuama. fTOAMMaHACKME KOMMaHWK, NPEAOCTaBAsIOLLME Tpa-
CTOBbIE YCAYIM €XEAHEBHO BbIMOAHAIOT AEHEXHble TPaH3aKLUMKU U B CBA3K C 3TUM, KOMMNAHUAM HEOobXOAUMO
BHEAPUTb HAaAAEXALLME, ONPEAEAEHHBIE U YHUDULMPOBAHHBIE NMPOLEAYPbI, AN CBOEBPEMEHHOMO BbIABAEHMS
BO3MOXHbIX HEOObIYHbIX U / AW MOAO3PUTEABHBIX AEHEXHbIX Ornepauni, 0 KOTopbiX HeobxoAMMO coobLaTh B
noapasaeneHme duHaHcoBOW pa3Bepkd. dddeKTUBHAA MOAUTUKA MOHWUTOPUHIa TPaH3aKUMMA AONKHA COAEp-
XaTb CUCTEMATUUYECKUI KOHTPOAb, 06paboTKy A@HHbIX, aHAAU3 U COMOCTABAEHUE TaKUX AGHHbIX C BO3MOXHbIMMU
daKTopaMu prcka, onpeAeneHHble Mepbl 0BHaPYXXeHUs Y NPEACTBPALLEHUA BbIMOAHEHWUA TAKUX TPAH3aKLMM.
TpacToBble KOMMNaHUU AOAXHbBI MHTEFPUPOBATL NMOAUTUKY MOHWTOPUHIA TPAH3aKUMM B CBOIO MOBCEAHEBHYO
AEATEABHOCTb M paccMaTpUBaTh €€ Kak HEOTbEMAEMYHO YacTb cBOero busHeca.

KAroueBble cAOBa: MOHUTOPUMHI AEHEXHbIX NEPEBOAOB (TPaH3aKUMK), HEOObIYHbIE M MOAO3PUTEABHBIE AE-
HeXHble NepeBOAbl, TpacToBas KomnaHusa, 6opbba ¢ OTMbIBAHUEM AEHET, COOTBETCTBME NpaBUAaM (KOMMAA-
€HC), noapasaeneHne puHaHcoBor passeaku (FIU).
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The need for proper transaction monitoring in the trust
service provider companies in the Netherlands

Abstract: The transaction monitoring process plays a vital role in combating money-laundering and terror-
ism financing. The Dutch trust service providing companies are dealing with the execution of the transactions
on daily basis and are required to implement proper, defined and uniform policies procedures in order to be
able to timely detect the possible unusual and/or suspicious transactions and report them to the national
Financial Intelligence Unit. The effective transaction monitoring policies should contain systematic controls,
processing of data, analyzing and matching such data with possible risk factors, certain measures for detect-
ing and preventing the transaction being executed. The trust companies should integrate such transaction
monitoring policies in their daily business and consider such compliance policies as integral part of the busi-

ness.
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Introduction

The recent Panama Paper leaks 11.5m files
from the database of the world’s fourth biggest
offshore law firm, Mossack Fonseca [1] contain-
ing personal financial information about some of
the Mossack Fonseca shell corporations, which
were used for illegal purposes, including fraud,
tax evasion, and evading international sanc-
tions, the Russian Laundromat case for launder-
ing of $20 billion in Russian money stolen from
the government by corrupt politicians or earned
through organized crime [2] and the terror at-
tacks of the last few years have placed further
emphasis on anti-money laundering measures
and the prevention of corruption, bribery, mon-
ey laundering and terrorist financing. One of the
vital elements of preventing and tackling with
such crimes is implementation of adequate,
proper and effective transaction monitoring sys-
tems that would be able to detect the possible
suspicious, high-risk, out-of-the ordinary unu-
sual transactions and prevent the transaction
being executed. The effective and proper trans-
action monitoring procedures should be imple-
mented within the Dutch trust service provider
companies that are dealing with the financial
transactions on daily basis.

According to the Forbes list “The Best Coun-
tries of Business 2017” the Netherlands is
ranked No. 7 [3] due to the fact that the Neth-

erlands is a well known country for the interna-
tional entrepreneurs and businessmen with its
strategic location, pro-business climate offering
a solid combination of a stable economy, a re-
liable and favourable tax regime, the excellent
legal and financial infrastructure as well highly
educated and multilingual workforce.

The Netherlands is also familiar with its in-
termediary holding companies. A holding com-
pany is usually private or public company with
limited liability that holds shares on behalf of its
subsidiaries. The main purpose of an interme-
diate holding company is to collect dividends,
royalties and interest payments from its sub-
sidiaries, and channel the money to be paid out
as dividends to a company in a low tax-regime
jurisdiction or simply to pay the final beneficiar-
ies. Often from the tax planning perspective the
holding companies are used in order to gain fau-
vorable tax treatment, as there is no withholding
tax on dividends in most cases, no capital gains
on the sale of shares, and no foreign currency
exchange restrictions. The corporate income
tax in the Netherlands for its worldwide profits
is at a rate of 20% for taxable profits up to EUR
200,000 and at a rate of 25% for taxable profits
exceeding this amount, additionally the partici-
pation exemption regime may be applicable.

The intermediary holding companies are
usually run by so called “trust offices” consisting
of lawyers, accountants, notaries, tax consult-
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ants and secretaries. The trust office offers a
bunch of services compromising from the man-
agement and administration of the company by
one of the employees of the trust company or its
directors, providing domiciliation and suitable
solutions for the daily business, advising on cor-
porate laws and tax benefits, keeping the books,
arranging necessary corporate documentation
and legalization of such documents and finally
executing the financial transactions. The trust
offices are governed by the Dutch Act on the
Supervision of Trust Offices (hereinafter Wtt) [4]
and are supervised by the Dutch Central Bank
(De Nederlandsche Bank, hereinafter DCB).
According to the Wtt the trust offices must set
up their operational management to the effect
that they control identified integrity risks, such
as risks of money laundering, evasion of sanc-
tions regulations and corruption, as well the
trust offices are required to verify the identity
their customers and the origin and designated
use of the assets belonging to these custom-
ers. Based on Article 16 of Money Laundering
and Terrorist Financing (Prevention) Act [5] the
trust office must be able to detect the unusual
and suspicious transactions and report them di-
rectly to the Financial Intelligence Unit (herein-
after FIU) in the Netherlands. In order to detect
the unusual transaction, the proper transaction
monitoring policies and procedures should be
laid down.

Transaction Monitoring

The main goal of the transaction monitoring
policies and procedures is to detect possible
suspicious, high-risk, out-of-the ordinary unu-
sual transaction. The policies and procedures
may vary per country, sector, the company and
its capabilities, as well as choice of the systems
to be used for the transaction monitoring pur-
poses, for instance, atomized computer system
or manual in real-time monitoring.

Based on the reports, research papers,
guidelines and good practices published by the
DCB, the bank calls for implementing the proper
transaction monitoring within the trust sector
which would serve as an effective way for finan-
cial institutions to counter the risks of money-
laundering and terrorist financing.

Systematic transaction monitoring
process

According to the DCB Good Practices [6] it
is advised that the systematic transaction moni-
toring process shall include the following steps:

1. Analyzing the integrity risks on the client’s
level;

The analysis includes the initial client verifi-
cation and identification process. It is necessary
to establish who the client is, what kind of busi-
ness activities are and would take place, where
is the “money” coming from, what type of trans-
actions and amounts are expected within this
client’s portfolio, the residence of the client as
well as its position and initial source of wealth
of the client and accordingly assign the integrity
risk (low, medium, high).

2. Setting up the transaction profile of the cli-
ent, potential transactions that can take place;

Each trust company shall set up the trans-
action profile of the client. The decision on how
it should be done depends on each and par-
ticular company and its resources. The main
types of transaction monitoring are comput-
erized software systems which perform the
transaction monitoring on automatic basis or
hand-draw profiles, where particular responsi-
ble person/s should match the available data
on manual basis. The profiles should be drawn
in such way that it represents a summary of
overview of the client. The profile should in-
clude, but is not limited to, the following ele-
ments:

a. the customers product and activity;

b. the nature, scale and complexity of a finan-
cial institution’s business,

c. the diversity of the operations, including ge-
ographical diversity;

d. whether any intermediaries and/or third
parties are applicable;

e. the maximum and minimum amounts being
transferred;

f. the flow of funds and corresponding parties

sending and receiving the funds;

the frequency of the amounts transferred;

whether countries with low Basel anti-money

laundering index, low corruption perception

index and/or law bribery perception index

are applicable;
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i. whether the financial institution, in particu-
lar case, the trust office, has viewing rights
of the bank accounts.

3. Monitoring of all the transactions that are
taking place;

The most difficult task it to monitor the trans-
action and evaluate the risks before the decision
for the execution of the transaction takes place.
All the available data, supplementing docu-
ments of the transaction should be accessible
to the person reviewing the transaction. Based
on the available data the evaluator should es-
tablish whether there are any possible risks of
money-laundering and/or terrorism financing.
In case of any applicable risks, these should be
processed, analyzed, reviewed, matched, evalu-
ated and finally recorded whether the transac-
tion can take place or not. It should be conclud-
ed in the report whether there are any risks that
can be mitigated or not and why the transaction
can or cannot be executed.

4. Interposing the adequate measures for
keeping the records of transactions and their
monitoring in the client dossier;

The transaction monitoring results whether
these are positive, false positive or negative
should be stored and kept in the client files ac-
cording to the particular countries regulations.
According to Article 25 of Regulation on Integrity
of Business Operations under the Wtt (Regeling
integere bedrijfsvoering Wtt 2014 / Rib Wtt 2014)
[7] the client files should be kept at least for five
years after the termination of providing services
to the client, either electronically or physically.

5. Immediate and complete reporting of the
unusual and suspicious transaction to the FIU.

In case there are any doubts that particular
transaction can be related to the money-launder-
ing of terrorism financing activities or considered
as unusual to the client’s portfolio, the transac-
tion should immediately be reported to the Dutch
FIU mentioning whether the reported transaction
contains subjective or objective grounds.

Unusual and suspicious transaction and
its indicators in the Netherlands

In order to be able to detect unusual and
suspicious transactions it is important to pay
attention to the risks, indicators that are appli-
cable to the current client portfolio, including

geographical location, sector product and trans-
action risk, the products and services known to
have higher risks, frequency of the amounts be-
ing transferred as well as the amounts and the
method of payment, for instance, whether the
payment is in cash of trough wire transfer.

The Dutch law sets two types of indicators
for such transactions, namely, the objective in-
dicators and subjective indicators.

1. Subjective indicator

a. Atransaction for which the entity has reason

to believe that it might be related to money
laundering or terrorism financing.

. Objective indicators

a. A transaction by or on behalf of a person
or legal person resident, or with principal
place of business, or with registered office in
a designated State (as specified in Section 9
of the Wwft Act);

b. A transaction to the sum of €15,000 or
more, paid to or through the entity in cash,
cheques payable to bearer, a prepaid instru-
ment of payment (prepaid card) or similar
means of payment;

c. Itisreasonable to assume that transactions
reported to the police or the Public Prosecu-
tion Service in connection with money laun-
dering or terrorism financing are also report-
ed to FIU-the Netherlands [8].

In case the report falls under one of the
objective indicators, no further assessment is
necessary, the transaction should be reported.
If the report does not fall under any of the ob-
jective indicators, the subjective indicator may

apply.

N

Detection of unusual transaction

The detection of unusual and suspicious
transaction is not an easy task. Based on the
possibilities and capacity of the particular trust
office, usually the transaction monitoring can be
done whether through the computerized tech-
nological software or in hand-drawn profiles.
The choice of the method to be used depends
on the capabilities, the manpower, and the
available financial means for supporting and
maintaining the data as well as on the number
of transactions executed by the particular trust
office. The banks, for instance, use computer
software that allows banks to monitor customer
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transaction on a daily basis or in real-time. Such
systems require entering and combining data
in the “Know Your Customer” database which
automatically analysis the customer’s histori-
cal information and account profile, matches
against public and private information to search
for risk factors, including, but not limited to, po-
litically exposed persons’ status. Such software
is also able to monitor the account activity for
unusual transaction patterns or events that ex-
ceed statistical thresholds within pre-defined
scenarios. However, the banks also use manual
transaction monitoring, especially for very high
risk areas [9]. In this way the software can pro-
vide financial institutions with a “whole picture”
analysis of a customer’s profile, risk levels, and
predicted future activity, and can also generate
reports and create alerts to suspicious activ-
ity [10]. Additionally, the software typically uti-
lizes temporal analysis to evaluate transaction
over multiple dimensions of time. However, the
management of the computer software requires
special knowledge of computerized codes and
analytical skills of the officer entering and re-
viewing data. Determining which codes should
be included or excluded, documenting the an-
ti-money laundering data flow or modification
logic, and establishing a consistent, enterprise-
wide data integrity standard are a few of the ob-
stacles institutions must successfully hurdle to
manage transaction data effectively [11].

On the other hand, the manually drawn up
profiles require much more time, attention to
detail and regular review of the data, as in com-
parison with the computer software, in this case
the compliance officer is responsible for collect-
ing and reviewing the data, matching it to the
possible risks and evaluating and concluding
whether such risks may lead to the detection of
the unusual and suspicious transaction.

In both cases the following tasks should be
performed in order to make sure that all trans-
actions are monitored:

a. drawing-up a risk profile for every client;

b. check if each transaction is in line with the
company’s objective and transaction profile;

c. verify whether sufficient information has
been provided to make a sound judgment;

d. assess whether there are any characteris-
tics of unusual and/or suspicious transac-
tions;

e. check if the transaction is within the compli-
ance framework;

f. if there is any involvement of a politically
exposed person or a sanctioned person/en-
tity/product;

g. whether this is a sound business transac-
tion (understanding the reason for the trans-
action);

h. conclude that money laundering and ter-
rorist financing elements have or have not
been observed.

It is an open question for each trust office
whether the computerized software is much
more beneficial, favorable, proper and less cost-
ly method being used for detection of the unu-
sual transaction than hand-drawn portfolios.
However, it should be noted that even computer-
ized technological software depends on the ac-
curate information timely provided by the client,
its processing and analysis, matching against
the risk profiles.

Main problems

Effective transaction monitoring and vali-
dation have become extremely difficult due to
increasing transaction volumes, expanding
business lines and geographies, and perpetual
changes to the business landscape [11]. Often
the process used for monitoring the transactions
is inadequate for detecting the risks for money
laundering and financing terrorism. The data is
out-dated or not complete. The quality, accura-
cy and completeness of data clearly affect the
quality of the alerts generated by a transaction
monitoring system or hand-drawn profiles [11].
In order to be able to keep information updated,
the regular check-ups should be performed, ed-
ucated manpower should be employed, proper
processing and reporting systems should be
available as well as the willingness of the client
to cooperate and reply should be achieved. The
employees must be trained accordingly in order
to be able to verify, identify and record required
information, thus making it possible to detect in
time the possible unusual or suspicious trans-
action. Inevitably, the trust office should sub-
scribe to a number of databases that contain in-
formation on sanctioned and reported persons
and legal entities. The following databases may
be useful for the verification and identification
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purposes: Relian, World Check, Dow Jones, Ac-
cuity or any other client verification compliance
database, which often are costly for smaller size
trust offices and are hardly accessible for them.
In such case, the alternative way of verification
of the client should be established. Overall, the
proper, defined and uniform transaction moni-
toring policies and procedures should be imple-
mented.

Conclusions

Inevitably, the need for proper, defined and
uniform transaction monitoring policies and pro-
cedures is vital for detecting unusual or suspi-
cious transaction that may lead to the money
laundering and terrorism financing activities. In
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