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Functioning of the system of ensuring the economic security
of the industrial enterprise: conceptual provisions

Abstract

The purpose of the article is the scientific substantiation and further development of the theoretical
foundations and methodology of the system of economic security of an industrial enterprise. Methodology.
The methodological bases are the provisions of security theory and the laws of the market economy. In the
study the system method was used to reveal the essence of the mechanism of functioning of the economic
security system; methods of logic, qualitative analysis and synthesis were used to structure the mechanism
of functioning of the economic security system; economic and logical methods were used to establish
the nature of the functioning of the economic security system of an industrial enterprise; the integrated
method was used to substantiate the concept of "economic security system of an industrial enterprise".
Results. Approaches to the functioning of the economic security system of an industrial enterprise in terms
of management processes, management objects and elements are proposed. The locus in ensuring the
functioning of the economic security system is the mechanism. The classification of methods of economic
security management of the enterprise is given. The conceptual bases of functioning of the system of
economic safety of the industrial enterprise are developed. A scheme is proposed in order to determine
the nature of the functioning of the economic security system of an industrial enterprise, which takes into
account the attributes: capabilities, possibilities, desires, interests and aspirations. Practical implications.
The practical significance of the obtained results lies in the enrichment of the practice of economic security
of an industrial enterprise with scientifically substantiated proposals to improve the functioning of its
system. The use of the proposed conceptual provisions and the appropriate algorithm to establish the
nature of the economic security system can increase the efficiency of the economic security system in the
economic practice of enterprises. Value/originality. The scientific novelty of the obtained results lies in the
development and working out of theoretical and methodological principles of functioning of the system of
economic security of an industrial enterprise in accordance with the requirements of market situations.
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Industry plays an important role in ensuring the stable
economic growth of any country. For example, in Germany,
the share of industry in gross value added is almost 23%,
in the Czech Republic 18.7%, in Poland 14.2% (UNIDO,
2020). Increasing competition, growing uncertainty
and increasing difficulties faced by Ukrainian industrial
enterprises lead to the need to use innovative methods
in managing their activities. Statistics shows that the
growth rate of unprofitable industrial enterprises reach
12.3% (Ukrstat, 2020). This has a particularly negative
impact on their financial and economic condition and the
economic situation in Ukraine as a whole. Based on the
thesis of the combination of efficiency as a consequence
of market relations and enterprise management, industrial
enterprises are particularly sensitive to the influence of
economic and social factors. An important condition for
the sustainable development of an industrial enterprise

in the long run is the availability of a relevant knowledge
base and its effective use in management through a system
of economic security. Today, in world practice, most of the
theoretical and methodological provisions of economic
security remain controversial and insufficiently covered.
There is a lack of research in the theory of economic
security, substantiation of the conceptual foundations
of building a system of economic security of adequate
composition and structure of tasks facing the management
of industrial enterprises of Ukraine. The tools for assessing
the effectiveness of the economic security system need
additional argumentation. The effective functioning of the
system of economic security of an industrial enterprise
is an indicator of adaptive ability and allows developing
and implementing a flexible strategy for its sustainable
development. However, enterprises, as a rule, do not have
sufficient experience in developing and implementing a
system of economic security. It functions in fragments and
its main task is to solve current problems.

37



Economics & Education 2021 06(02) August

The relevance of this study is due to the theoretical
and practical significance of issues related to ensuring the
functioning of the economic security system of an industrial
enterprise. This allows the company's management to be
sure that all management influences have achieved their
goal and all instructions are followed.

The purpose of the article is the scientific substantiation
and further development of the theoretical foundations
and methodology of the system of economic security of an
industrial enterprise.

2 The system of economic security of the enterprise

In the process of economic activity industrial enterprises
operate in conditions of fierce competition and make
decisions in a state of uncertainty. This causes a high degree
of risk of economic activity (Shcarlet, 2007). An effective
system of economic security of the enterprise is the
integration of two components: ensuring the effectiveness
of a set of measures to achieve it and the ability to respond in
a timely manner to identified threats from the external and
internal environment (Ilyashenko, 2015). The discussion
about the structure of the economic security system at the
enterprise has led to the presence of a significant number
of elements (Vasiliev, 2013). There are differences in
scientific views on the objects, the subjects of the system,
the principles of formation, etc. (Zachosova, 2016). Changes
in the behavior of business structures in accordance with
the external conditions of operating require clarification
of the elements of the structure of the economic security
system. Also, it emphasizes the importance of optimizing
the number of functional components in the context of the
implementation of the functions of the economic security
of the enterprise in combination with the necessary tools
(Sherman, 2015). The importance of the mechanism for
ensuring the functioning of the economic security system
of the enterprise was reported. The mechanism is defined as
one of the most important elements of the security system
of the enterprise. During the discussions, the components
of the mechanism are defined as a set of legislative acts,
methods, means by which the achievement of security goals
and the solution of the set tasks is ensured (Kvasniy, 2015).

3 Current approaches to the functioning
of the economic security system

The synopsis of approaches to economic security of
the enterprise, in the light of the last scientific researches,
indicates an accurate and systematic tendency to its
improvement. Research results confirm that the system of
economic security is becoming an object of management.
This situation is explained by arguments:

- ensuring of economic security requires the use of a
significant number of employees working in various
departments of the enterprise (Kolpakov, 2007);

- economic security is provided by various resources:
personnel,  technical, technological, financial,
intellectual and others (Kudelya, 2014);

- ensuring of economic security requires constant
management influence through the procedures of
planning, organizing, motivating, controlling and
regulating (Garkusha, 2018);

- needs of proper accounting and analytical support
(Iershova, 2016).
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As an object of management, economic security is
studied using scientific approaches. A systematic approach
to the functioning of the economic security system (which
is the most common among scientists) involves taking
into account the real conditions of the enterprise. In this
case, the system of economic security is a subsystem in the
system of general management of the enterprise (Danilova,
2020). With the separation of such a subsystem, the overall
management system of the enterprise becomes complex
and flexible. When developing practical provisions for
the organization of economic security of the enterprise,
the functional approach becomes relevant (Dub, 2016).
According to this approach, ensuring economic security
is based on the distribution of functions that must be
performed while implementing the tasks. With the help
of functional connections among the most important
structural units of the enterprise it is possible to describe
the activities of the enterprise at the generalized level.
The functional approach is complemented by the activity
approach (Karkovska, 2018). Based on the activity
approach, the zones of responsibility are delineated in
accordance with the principle of significance of the objects
of protection. Indeed, the functional responsibilities
of employees must meet the overall goal to ensure the
sustainable and safe development of the enterprise.
Changing of the behavior of the enterprise models
in a competitive environment has contributed to the
development of an integrated approach to ensure the
economic security of the enterprise (Moroz and others,
2010). Scientists A. Melikhov and E. Kamyshnikova in their
research proposed "the logic of distinguishing between the
concepts of ensuring" the economic security of enterprises
"and" economic security of enterprises "according to the
scheme" activity — the result of activity ".

4 Research methodology

Issues of ensuring the economic security of industrial
enterprises in the chaotic emergence of internal and
external threats determine the possibility of achieving
sustainable development and increasing the level of
competitiveness including the effective functioning of the
economic security system. In this study, we proceed from
the idea the economic security is an inherent property of
the management system of the enterprise. That is, security
is a systemic type of economic activity that permeates all
management processes, including components of strategy
and operational plans. Effective functioning of the economic
security system of the enterprise is possible on the basis of
an integrated approach using special technologies, methods
and tools. The synergistic effect of their use is to achieve
a positive end result that is stable and secure operation of
the enterprise as an economic system. Approaches to the
functioning of the economic security of the enterprise are
given in table 1.

The functioning of the system of economic security of
the enterprise provides a mechanism that must have clearly
defined elements, the scheme of their action and interaction.
The structure of the mechanism of economic security of the
enterprise consists of several blocks (Figure 1).

Improving of management, forming an effective
system of economic security, eliminating unnecessary
links, duplicating of communication channels, overcoming
resistance in changing is possible through research on
the relationship of economic security functions. The
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TABLE 1 Approaches to the functioning of the economic security system of an industrial enterprise

Approaches

. In terms of management processes : ) ;
: i security of the enterprise

. In general, the system of economic security of the enterprise is convenient to divide into separate subsystems
. for different objects (resources, activities). Such a division will ensure better and timely management.

. Such elements include: purpose, objectives, principles, functions, object and subject, tools, methods, regulations

: In terms of elements

The essence of approaches

It is advisable to distinguish the processes of development, implementation and management of the economic

Source: developed by the author

implementation of the mechanism of economic security of
the enterprise is possible due to some methods. Methods
are ways and techniques of influencing the management
system of economic security on the managed one at
different levels and sections of government (economic
security system in general, subsystem, unit, etc.). All
methods of economic security are dialectically related to
their functions. Methods of economic security function as a
holistic system consisting of interacted and interconnected
elements, not a separate and independent means of
influence (Table 2).

Formalization of methods of economic security
management contributes to their transformation into
management decisions and allows to ensure their qualitative
impact. From the control system to the controlled direct
communication channels come the methods of economic
security, transformed into management decisions. At the
same time, the necessary managerial influence is carried
out, which ensures the implementation of operations to
ensure the economic security of the enterprise.

The development of a conceptual framework for
economic security, its organization and implementation
in practice is based on a reasonable set of conceptual,
theoretical and applied principles relating to the structure,
functions, principles, organizational issues and methods for
a particular enterprise (Figure 2).

To ensure the effective functioning of the economic
security system of an industrial enterprise, the following
tasks must be performed:

- selection of components and development of
technology for organizing the functioning of the
economic security system;

- management of components of the economic security
system, which provide cost optimization;

— development and implementation of adequate
methods of economic security for these purposes;

— organization of relevant service work;

— development of information and methodological
support for the mechanism of economic
security;

o Regulation )

Figure designation 1:

Preparation and implementation of
management decisions

MSESE — managed system of economic security of the enterprise; A — ways of implementing
economic security, B — entrance: internal ideas; C— system of information collection and storage;
D — exit: implemented ideas; R — entrance: external ideas; x — economic security subsystem

feedback

PUa—
f— direct connection

FIGURE 1 The mechanism of functioning of the system of economic security
of an industrial enterprise

Source: developed by the author
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TABLE 2 Classification of methods of economic security management of the enterprise

Classification features Essence

: Direction of impact

:onth d object :
; on the managed objec : formation of psychological climate, etc.).

Material methods of influence (take into account the property and financial interests of employees). :
i Moral methods of influence (aimed at increasing socio-economic activity; include ethical norms, moral incentives, etc.).

. The method of taking
into account the interests
: of employees in the field

© of economic security

Methods of direct influence (directly affect the managed system: orders, directives, instructions, regulations, etc.).
: Methods of indirect influence (create conditions for influencing the managed management system: selection of staff,

: Methods of government influence (aimed at streamlining the functions and responsibilities of employees of the
i economic security system, rationing and regulation of their activities: staff lists, contracts, orders, reprimands, etc.).

: Quantitative (estimates, calculations, prices, budget, material incentives, etc.).
¢ Qualitative (indications, instructions, moral incentives, etc.).

: Economic (due to various economic factors through which the collective and individual satisfaction of needs at all levels :

of communications management is achieved).
i Technological (provide the impact on employees of the economic security system through documents that define

. The nature of the impact  the technology of processes.

: processes of the team.

i — Socio-psychological (a set of psychological ways of influencing interpersonal relationships and connections, social

i — Administrative (cover such methods of influence as: organizational, administrative and disciplinary).

Source: developed by the author

- setting deadlines for the introduction of information
and methodological support for the mechanism of
economic security;

- creation of an effective system of control over
compliance with the requirements for the organization
of economic security.

The functioning of the system of economic security of
an industrial enterprise is influenced by factors: capacity,
opportunities, desires, interests and aspirations. The
influence of these factors determines the nature of the
functioning of the economic security system of an industrial
enterprise: active, passive (Figure 3).

Lack of (-) capacity, opportunities, desires, interests and
aspirations determine the passive nature of the system of
economic security of an industrial enterprise. The presence
of (+) these arguments determine the degree of interest
of the owner, management and individual employees in
the development of quality parameters of the enterprise

from the standpoint of security. Based on the study, we
propose to consider the system of economic security of
industrial enterprises (SEB) as an integrated system of
services and departments of the enterprise, which on the
basis of a certain mechanism, tools and methods forms and
coordinates a system of management decisions to ensure
safe development. Such activity is a functional support,
a service function of the management system of the
enterprise to ensure or enhance its efficiency.

5 Findings

From the point of view of the integrated approach the
system of economic safety of the industrial enterprise
is integrated into a complex of management of the
enterprise. SEB is defined as consisting of interrelated
elements that are developed and used by the owner or
management to ensure the sustainable development of

Development of a system
mechanism for ensuring
economic security

The complex system
is result-oriented

Strategic, operative

Resources, activities,
indicators

Goal Objectives Formation period
- Methods and tools of ;
Object Subject

management to ensure
economic security

Services and departments

v

v

Coordination
organization of relations

Planning, organization,
motivation, control,
regulation

General, partial

Subject

Functions

Principles

FIGURE 2 Conceptual bases of functioning of the system of economic safety
of the industrial enterprise

Source: developed by the author
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Presence of a set of

opportunities, relationships and

Activity
ESS

Decisive focus on
achieving the goal

+ Interest-

1

1

! . .

| organizational and other
1

1

|

values

Objectively existing and
internally conditioned state in
its incomplete and potential
development

i___

Moderate degree of
. expression of a will
! between an ordinary will
and a well-considered
decision or choice

Passivity
ESS

Quality associated
with research and
training to achieve

results

ESS.

Factors influencing the functioning of the economic security system (ESS). Condition causes of the

The nature of ESS, which affects the efficiency of management activities.

FIGURE 3 Determining the nature of the functioning of the economic security system
of an industrial enterprise

Source: developed by the author

the enterprise. The locus of functioning of the economic
security system is a mechanism that is implemented
through methods. Formalization of methods of economic
security management contributes to their transformation
into management decisions and allows to ensure their
qualitative impact. The nature (active/passive) of the
system of economic security of an industrial enterprise is
determined by certain factors.

6 Conclusions

The development of the conceptual basis for the
functioning of the system of economic security of an
industrial enterprise is based on a reasonable set of
conceptual-theoretical and applied principles. They relate
to the structure, functions, principles, organizational
issues and methods for a particular enterprise. The
practice of industrial enterprises shows that the need of
the effective functioning of the economic security system
arises in connection with changes in the external and
internal environments of the organization. Therefore,
the effective functioning of the economic security of
the enterprise is possible on the basis of an integrated
approach using special technologies, methods and tools.
The approaches to the functioning of the system of
economic security of an industrial enterprise proposed in
the research are differentiated in terms of management
processes, management objects, elements. This provides
an opportunity to develop the theoretical foundations of
economic security of the enterprise.

We consider the mechanism as a concept of functioning
of the system of economic security of an industrial
enterprise. Practical implementation of the mechanism

is provided by some methods. The proposed classification
of methods of economic security management of the
enterprise provides an opportunity to obtain a synergistic
effect from their use. The result is the achievement of a
positive final result, stable and secure operation of the
enterprise as an economic system. The number and types
of methods to be used are determined by the responsible
person or management, taking into account the specifics
of the enterprise.

The variety of economic relations in which the
company is in the process of its economic activity, leads
to a large number of factors influencing the economic
security of its activities. Therefore, we have identified the
tasks that determine the practical effectiveness of the
economic security system of an industrial enterprise. We
note that the structure of the economic security system
of a particular industrial enterprise should be aimed
at promoting ordered, economic, efficient activities in
accordance with the mission and purpose of the enterprise;
holding to regulations, as well as orders and instructions
of management. The main conclusion in this regard is that
the combination of principles and methods of organizing
the functioning of the economic security system in an
industrial enterprise should be implemented in the
form of an order on economic security policy in practice.
In such a document a separate section should define the
form of organization and type of organizational structure
of the apparatus of economic security; communication
system with other divisions of the enterprise; formation
of a system of protection of confidential information in
the system of economic security; the monitoring of the
reliability, efficiency, quality of the economic security
system.
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