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METAVERSE: MODEL CRIMINAL CODE
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Abstract. The Scientific and Technical Revolution 5.0 and WEB 3.0 technologies create conditions for the
renovation of various forms of social relations with the use of virtual and augmented reality technologies in the
metaverse. According to the proposed theory, the legal regulation of social relations in the metaverse requires
the development of a comprehensive electronic jurisdiction based on the latest basic legislation. The formation
of legal regulation of the metaverse is a prerequisite for the need to form an electronic jurisdiction of the
metaverse, which will include sectoral Metaverse Codes. The metaverse, as the electronic society of the future,
does not yet have clear legal boundaries, and the task of scholars is to predict and outline with sufficient
certainty the future contours of legal authority for virtual environments. Today, discussions in the scientific
community about the feasibility and necessity of legal regulation of the metaverse often revolve around several
key issues. First, there is the question of what legal framework should be applied in the metaverse and how
conflicts between different legal systems should be resolved. Second, there is a debate about whether current
regulatory bodies in the physical world have the capacity to effectively regulate the metaverse through existing
laws and regulations. Third, there is the question of how to deal with offences committed in the virtual
environment, and whether they should be dealt with under existing tort or criminal law, or whether a separate
cross-border electronic jurisdiction should be created. The regulation of social relations in the metaverse should
focus on one central goal: to clearly define the status of electronic entities, subjects and objects, to establish
their rights, duties and responsibilities, and to define the different types of relations between virtual entities,
subjects and objects within a given metaverse, as well as between different metaverses within an electronic
jurisdiction and in a cross-border context. An essential component of the Metaverse Electronic Jurisdiction is
a Metaverse Model Criminal Code that will outline the norms and offences applicable to analogue, hybrid and
electronic jurisdictions. This code will define the types of socially harmful acts or crimes and the corresponding
criminal penalties that will be applied within the metaverse. The formation of the electronic jurisdiction of
the metaverse and the development of a Metaverse Model Criminal Code is a current scientific and legal issue.

Key words: metaverse, metaverse electronic jurisdiction, Metaverse Criminal Code, avatar, electronic personality,
electronic humanoid, identification data, blockchain, Al, cryptocurrency, virtual objects, ownership of virtual
objects, intellectual property, cybercrime, virtual crime, legal regulation of the metaverse.
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1. Introduction

The need for legal regulation of the metaverse is
closely related to the need to formulate a theory and
model of electronic jurisdiction for the metaverse,
which will include industry-specific Metaverse
Codes. By recognising e-jurisdiction and e-justice as
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important components of social relations in the
Metaverse, the grounds for developing a comprehen-
sive e-jurisdiction based on new legislation are seen.
The metaverse space creates the possibility to create
and use avatars, electronic humanoids (personalities),
other objects or subjects with or without special status.
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The virtual identities of an individual may be
fundamentally different from the main identification
image registered on the current platform, but they
will be more independent, have their own image
and personality, form their own social relations, etc.,
forming a multi-vector identity system in the metaverse
that can establish electronic social relations with
other virtual objects. These relations, based on the
essence of humanity, will not always be positive,
and therefore it is necessary to develop rules of
conduct and legal norms that will prevent destructive
influence, the violation of which will result in the use
of various measures of state coercion.

2. General Approaches to the Legal
Regulation of Metaverse

The technological revolution 5.0 has given rise to
the metaverse era, which is today shaping new social
relations and confronting existing legal systems with
the challenge of "broken windows" and ‘"creative
destruction” (Ma Changshan, 2018). The new
challenges posed by metaverse technologies require
constant innovation and improvement of national
legal doctrines and international law to address new
legal issues.

Proposals for the formation of levers of legal
regulation of the metaverse and virtual legal relations
are not uncommon (Aynur Aydin, 2023; Beliakov,
2016; Jinhee Kim, Arnaldo R. Ramos, Michael
Kramer, Ray Gigliotti, 2021; Junhyoung Lee, Heungki
Min, 2022), but more pragmatic is the vision of
creating an electronic jurisdiction and the Model
Metaverse Criminal Code as its main element. Modern
legal practice shows that laws developed for material
property and pre-digital "offline” or analog social
relations with the use of technology cannot regulate
dematerialised digitalisation in the metaverse. The
dematerialisation and anarchy of the virtual electronic
environment generates many processes, both positive
and destructive, that negatively affect humanity.
The opposite movement is quite relevant and natural
in a human-centred society: dematerialisation,
ie, the introduction of law, including criminal
law, and power in the metaverse and other virtual
environments (Aristova, Baranov, Dz'oban, Beliakov,
2019; Guido Noto La Diega, 2021).

The formation of law enforcement practice,
including judicial practice, in relation to these social
relations has already begun in various jurisdictions
around the world. In addition, the following non-
governmental organisations are working on technical
regulation and the creation of Metaverse standards:
The Metaverse Standards Forum, XRSI Child Safety
Initiative, W3C, Virtual World Society, Computer
Technology Association, Institute of Electrical and
Electronics Engineers, International Organization for

Standardization, International Telecommunication
Union, The Open Geospatial Consortium, Association
"Metaverse-UA", World Economic Forum and others.

Today, scientists from different countries are
considering several possible areas for legal regulation
of the metaverse.

The first direction is based on the method of
"symbiosis” of analogue legislation and legal norms
to be applied in virtual environments, based on
the similarity with the relevant analogue norms.
This approach excludes the possibility of granting
metaverse objects and subjects an independent or
special legal status. Instead, it is proposed to give
them the status of "services” and to base their legal
regulation on the same principles and foundations
used to regulate social relations in analogous
legislation (Donets, 2022; Li Yingchun; Lessig, 1999).

The second area is based on the theory and model
of the metaverse electronic jurisdiction and the
Metaverse Codes (Kostenko, Furashev, Zhuravlov,
Dniprov, 2022; Kostenko, 2022). According to
the proposed theory, the legal regulation of social
relations in the Metaverse requires the development
of a comprehensive electronic jurisdiction based
on the latest basic legislation, which should include
the following key parts: the Metaverse Constitution
(the Magna Carta); the general rules, the composition
of the laws of the Magna Carta; the Metaverse
Common Law; the Metaverse Judicial System; the
Code of the Metaverse Grand Electronic Court
of Justice; the Act on the Metaverse Electronic
Chancery; the regime of cross-border interaction
between different metaverses and the analogue world;
the Metaverse Code of Fundamental Technical
Regulations; the Metaverse Identity Data Management
and Security Act; the Code of Non-Proprietary
Electronic Assets and Intellectual Property; the
Metaverse Electronic Criminal Code; the Metaverse
Code of Cyber Defence Regulations; the Metaverse
Military Regulations, etc. (Barlow, 1996; Lessig, 1998).

The third direction is based on the corporate
metaverse, and the determination of the jurisdiction
whose law will apply to relations in the metaverse
will depend on the place of incorporation of the
service provider company and the location of the
users accessing the metaverse (Zlatin, 2023).

In accordance with the principle of nationality,
all legal actions taken in the metaverse by citizens
of a particular state, even if they are not physically
located in that state, are governed by the laws of
the territory of the state where the key nodes of the
system are located, or where they are registered as
alegal entity or business.

The next direction is limited legal interventionism
and consists of combining various industrial policies
(standards) (The Metaverse Standards Forum, 2023)
and specific (departmental, corporate) legislation
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to regulate the metaverse. However, the cycle of
standards development from technical concept
to commercial application is unpredictable, and
legislation does not have time to respond to the
challenges of the metaverse, and drafting laws
"in advance" may become too active an interference
in industry technology and business development
(Zhao Jingwu, 2022; Chongqing, 2022).

Another direction of metaverse legal regulation
is its decentralisation, but not simple, "brutal"
decentralisation, but multi-vector decentralisation.
In this version, decentralisation and centralisation
are not binary concepts and are often interchangeable.
It is proposed to apply to the structure of the
metaverse the practice of building multi-ranking
networks, according to which vertical centralisation
leads to the levelling of the network structure and its
horizontal decentralisation. Such an algorithm will
facilitate the creation of new independent vertically
and horizontally integrated networks and nodes of
different ranks. However, such multi-vector decen-
tralisation is difficult to implement (Ding Xiaodong).

The metaverse, as a futuristic electronic society,
does not yet have clear legal boundaries, and the
task of legal scholars is to predict and outline with
sufficient certainty the future contours of legal
authority for virtual environments. The following
issues are the subject of extensive academic debate:
what law should be applied in the metaverse and
how conflicting legal conflicts should be resolved;
whether governmental regulators in the analogue
world are capable of regulating the metaverse by
applying existing rules; whether offences in virtual
environments should be dealt with within the
current framework of tort or criminal law, or whether
a separate cross-border electronic jurisdiction
should be created.

3. Legal Issues of Using Blockchain
and Cryptocurrencies in the Metaverse

Blockchain technology is an emerging field that
is still in the process of being regulated in the US,
EU and other countries. Researchers (Tapscott,
2017) point to five basic principles of blockchain:
computational logic, peer-to-peer transfer, irrever-
sibility of records, distributed database, transparency
of pseudonyms (account owners) (Victor Chang,
Patricia Baudier, Hui Zhang, Qianwen Xu, Jingqi
Zhang, Mitra Arami, 2021). The basic standards for
blockchain technology are approved by ISO/TC307.

The legal landscape surrounding blockchain
technology (Kostenko, Radutnyi, 2022) is complex
and varies significantly across jurisdictions in the US
(Primavera De Filippi, Morshed Mannan, Wessel
Reijers, 2023), the EU (Shaping Europe's digital
future, 2021; Blockchain Strategy, 2021), China
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(Blockchain in China, 2022; China will soon start
regulating blockchain companies, 2019; Opinions
of the Supreme People's Court, 2022) and the UK
(United Kingdom: Blockchain, 2021; Victor Chang,
Patricia Baudier, Hui Zhang, Qianwen Xu, Jingqi
Zhang, Mitra Arami, 2020). Some countries have
established technical standards for blockchain
technology to ensure compliance with laws and
regulations, while others have banned all blockchain-
related applications of cryptocurrencies (ICOs).
However, there is still no adopted blockchain
platform on which industry hubs and their
application layer podcasts should be based, and
the distributed nature of blockchain technology
poses a challenge to the application of laws across
jurisdictions. Most countries are still in a "legal fog",
as their regulators do not have " Blockchain White
Papers”, "Blockchain Development Strategies" or
"Concepts for the Implementation of Blockchain
in Electronic Public Services" (Zhao Lei, Shi Jia, 2020).

Jurisdiction is important in the resolution of
blockchain disputes, especially when regulating
cross-border transactions. The principles of personal
and territorial jurisdiction can be extended to apply
to blockchain disputes over the location of real nodes
and virtual blockchain property (Zhihu, 2021), but
only from a corporate perspective or within a
totalitarian state (Tang Jing, 2019).

In the United States, the use of cryptocurrencies
is attracting significant attention from local and
federal governments (Kara A. Kuchar, Steven T,
2022). There are two approaches to regulation:
some states promote the technology by introducing
favourable rules for the use of cryptocurrencies,
while others prohibit it. For example, the state of
Wyoming has passed legislation (Joseph A. Castel-
luccio, Matthew Bisanz, Andrew Olmem, 2023) to
create a new type of bank to store digital assets and
facilitate the creation of DAQOs (Stable Token Act)
(Special Purpose Depository Institutions Act, 2021;
Gray Derrick and J. Scott Searl, Baird Holm, 2022).
The Virginia legislature passed a bill (HB 263)
that allows local banks to provide virtual currency
storage services as long as the bank has appropriate
protocols in place for effective risk management and
legal compliance (Troutman Pepper, 2022). Nebraska
passed the Nebraska Financial Innovation Act, which
regulates the creation of digital asset depository
institutions and allows them to obtain a state bank
charter (Casey W. Kidwell, 2022; Anthonia Isichei,
2021). Arizona State Senator Wendy Rogers
introduced a bill (SB 1235) (Joshua Ramos, 2023)
to make bitcoin legal tender in the state (Alys Key).

At the federal level, the focus is on the
administrative and agency levels, including the SEC,
CFTC, FTC and the Treasury Department through
the IRS, OCC and FinCEN. At the same time,
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despite the significant activity of these agencies in
the cryptocurrency space, no real legal regime in the
form of regulations has yet emerged. The US Congress
has introduced several federal bills to bring more
clarity to the cryptocurrency sector. For example,
the Responsible Financial Innovation Act (RFIA),
which aims to provide regulatory clarity for agencies
overseeing digital asset markets. Another bill,
known as the Patrick Toomey Stablecoin Bill, would
allow three options for issuing payment stablecoins.
Another interesting bill is the Virtual Currency Tax
Fairness Act, which would simplify the use of digital
assets for everyday small purchases.

The lack of a unified view of blockchain regulation
creates a situation where assets created on the basis of
blockchain and outside the corporate metaverse are
assessed as "investments", which are already regulated
and may be subject to traditional financial regulatory
regimes such as securities, banking, money trans-
mission, etc. In the United States, the FARA Division
has issued an opinion that a US online platform
must register under FARA in order to "create a virtual
entity presence” for a foreign government agency
and ‘'reflect that presence” on the company's
platform (Robert Kelner, Brian D. Smith, Alex Langton).

The European Union is developing legislation to
require cryptocurrency service providers to detect
their illegal use. This is particularly relevant to the
fight against terrorist financing and other crimes.
The draft laws have not yet been adopted, but are
already being discussed at various levels of EU
government, such as the "Proposal for the Regulation
of Cryptocurrencies" (EUR-Lex; Omri; Hadar
Y. Jabotinsky). Recently, the EU Parliament and
Council approved the Markets in Crypto Assets
(MiCA) law, which lays the foundation for a single
legal framework for crypto asset markets in the
EU, covering a wide range of digital assets,
including utility tokens and stablecoins, and their
licensing in any EU country. For the first time in the
world, the EU will have a single framework for the
regulation of digital assets, which will significantly
enhance Europe's ability to compete in innovation.
The rules for stablecoins will enter into force in
mid-2024, while more comprehensive rules for
cryptocurrency service providers will enter into force
in January 202S.

The People's Bank of China and seven ministries
and commissions issued the "Announcement on
Preventing Financial Risks of Token Issuance"
(Announcement by seven departments, including
the People's Bank of China), and the National
Development and Reform Commission and other
departments specifically issued the "Notice on
Correcting Virtual Currency "Mining" Activities”
(Notice of Correction of Virtual Currency Mining
Activities, 2021) and the "Notice on Further

Preventing and Combating the Risks of Rush in
Virtual Currency Transactions” (Notice on Further
Prevention and Combating the Risks of Rush in
Virtual Currency Transactions, 2021). The People's
Bank of China's 2021 Notice states that commercial
activities related to cryptocurrencies are illegal financial
activities (David 2023; US. 2015), and foreign
cryptocurrency exchanges that provide services to
Chinese citizens are also engaged in illegal financial
activities (Xiao Naying, Feith, Yu Leimin, Wang
Yufeng, 2023).

One of the main problems associated with the
use of cryptocurrencies in the metaverse is the
complexity of their decentralisation and regulation,
which makes it difficult to trace ownership
(Tarakgioglu, 2021; Tom Sadon S Kinds of Crypto
Crimes and How to Investigate Them, 2021) and thus
encourages criminals to use them for illegal financial
transactions and other crimes (Arianna Trozze, Josh
Kamps, etc., 2022; Delton Rhodes, 2018).

4. Legal Issues of Using Smart Contracts
and NFTs in the Metaverse

Smart contracts are autonomous contracts in
which the terms of the agreement between the parties
are written directly in code (Sinclair, 2023). In the
metaverse, smart contracts can be used for various
purposes in online services, such as trading, finance,
real estate, healthcare, elections, virtual assets,
intellectual property for virtual assets and objects,
etc. However, the legal status of smart contracts in
the metaverse is still unclear. In some countries,
smart contracts are considered legally binding, while
in others they have not yet achieved the status of
legal contracts. As the use of smart contracts in
the metaverse continues to grow, there is a need to
develop a clearer legal framework to regulate their
use, as case law shows that the scale of crimes
involving their use is increasing (Smart contracts:
peculiarities of legal support. Hillmont Partners,
2021; SEC Emergency Action Halts ICO Scam).
NFTs (non-fungible tokens) are technical elements
(code, electronic key) that record a specific state of
the blockchain under the control of a specific smart
contract (Rakesh Sharma, 2023). The transfer of
ownership of an NFT means the transfer of private
keys to access and control the NFT smart contract,
or a conditional guarantee that the ownership of an
NFT is the ownership of an item associated with
the NFT (Michael D. Murray, 2022). An NFT is
a digital asset that indicates ownership of a unique
object or content (a brand), such as a work of art
or virtual property. The legal status of NFTs in the
metaverse is still uncertain. In some countries, NFTs
are considered property, while in others they are
not yet recognised as legal assets. NFTs related to
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expressive content may infringe or weaken an existing
trademark through minor changes (variations),
leading to legal disputes over the legality of the
trademark (Michael D. Trademarks, 2022).

S. Legal Issues of AI Application in Metaverse

It should be noted that the need for legal
application of Al in the metaverse has not yet been
raised. At the same time, the issues of technical and
legal regulation of AI have been on the public agenda
for a long time and are reflected in numerous national
strategies for the development of AI (Kostenko,
2022). The key vector of the vast majority of these
strategies is the development of scientific potential
and the use of AI as a tool for the development
of ecology, medicine and education. Of greater
concern, however, is the uncontrolled proliferation
and use of Al in both civilian (Clark J., 2023) and
military (Kostenko, 2022) spheres.

Currently, there is no single national or international
legislative act that provides a model (typical)
definition of AI and regulates all issues related to
its use (Kostenko, 2022). At the same time, the EU
is developing a set of general documents aimed at
starting to regulate the scope of Al applications and
introducing ethical and legal restrictions (Regulation
(EU) 2022/2065; Proposal for a Directive of the
european parliament; Document 32022D2481).

However, in 2023, after the introduction of
ChatGPT (an extended set of machine learning
algorithms called Generative Pre-trained Transformer),
the most pressing issues of legal and technical
regulation of Al technologies, especially in the area
of artificial intelligence-generated content (AIGC),
became more relevant. For example, with regard
to the regulation of AIGC, the People's Republic
of China has introduced mandatory labelling, and
violation of this requirement is criminalised as the
production and distribution of counterfeit banknotes
(Rita Liao). Legislators should pay particular attention
to the need to immediately establish legal, technical,
physical and other restrictions and controls on
military autonomous artificial intelligence systems
(AAIS), as well as advanced artificial intelligence
systems (AGI) and super intelligence systems (ASI),
which may be delegated the rights of a military
commander to identify and independently destroy
targets, including non-military ones (Kostenko, Jaynes,
Zhuravlov, Dniprov, Usenko, 2022).

A separate global issue is the legal regulation of the
development and application of certain Al elements,
namely neural networks such as convolutional
networks (CNN) (TechUkraine), recurrent networks
(RNN) (Belsky, 2020) and deep belief networks
(DBN) (Deep belief network, 2023), as their
algorithms are no longer subject to the "countdown".
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The problem of legal regulation of Al is extremely
relevant today, as it has gone beyond the application
sphere and is beginning to have a profound impact on
all spheres of society. Of particular concern is the lack
of control over the loading of "poisonous input data" or
the input of "poisonous data" into deep Al algorithms,
both at the stage of algorithm development, at the
stage of data processing, and in the mode of generating
an output forecast/answer (now commonly referred
to as "decision making"), which can lead to a
destructive scenario.

6. Legal Problems of Using Virtual Objects
in Metaverse

The metaverse is constantly evolving and forms
many virtual objects in relation to which legally
significant actions are performed: creation, purchase,
sale, exchange, lease, gift, bequest, destruction, change
of form and appearance, advertising, pledging for
loans, sale or licensing of intellectual property rights
and related trademarks, copyrights or patents (Safari
Kasiyanto, Mustafa R. Kilinc, 2022).

In general, virtual property in the metaverse faces
two main problems: a) what legal instrument to apply
to determine whether a virtual object belongs to
virtual property and to determine the right of
ownership in the metaverse; b) what legal instrument
to apply to regulate the relationship of ownership
and possession of virtual objects (Buletsa, 2022).
There is a scientific position on the expediency of
applying the numerus clausus principle in property
law with regard to virtual objects (Maidanik, 2019;
Nekit, 2019; Joseph Raczynski, 2021). It should be
noted that virtual objects can be original and unique
products, or they can be reliable electronic copies
of real physical objects. Today, this is a promising
area of technology and business development,
allowing cities to be "cloned”, for example, the
Chinese company 51World has created digital twins
of Shanghai and Singapore. NASA successfully uses
electronic twins to test and monitor the performance
of its spacecraft. Dassault Systémes has created
a virtual model of the human heart, which is being
used to develop new medical devices and analyse drug
safety. China's Tencent has created a digital twin of
Shanghai's hospital network (Amy Frearson).

An integral part of the general legal issues in
the metaverse is the need for clear regulation
of intellectual property rights such as patents,
copyrights and trademarks for intangible objects
(assets) in the metaverse, as well as taxation of virtual
assets (Jacob). The problem is that today's traditional
analogue ownership of physical objects (assets) is
limited in its application to virtual objects, as they
are inherently not tangible. However, enforcing
intellectual property rights in the virtual environment
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can be challenging due to difficulties in establishing
ownership and proving unauthorised use. The current
legal framework needs to be carefully reviewed and
adapted to the legal and regulatory challenges of the
metaverse (Kostenko, Golovko, 2023).

It is important to create a clear legal framework that
protects the rights of intellectual property owners
and the freedom of users to create and interact with
virtual objects in the metaverse. These rules should
be fundamental and affect the use of virtual objects,
clarifying their legal status and ownership, which is
necessary to avoid legal problems.

7.Legal Problems of Using Virtual Subjects
with Special Status — Avatars, Electronic
Personalities or Electronic Humanoids

An electronic avatar is data in electronic form that
is sufficient to reproduce a prototype of a person —

the owner of an electronic avatar — in the metaverse
with maximum accuracy and with rights established
by law (Kostenko, Mangora, 2022). Electronic avatars
or electronic personalities have become a real object
of virtual worlds, which can legitimately claim to be
a "subject with a special status” in the near future.
Today, the scientific community is considering
two hypotheses regarding the status of an avatar:
according to the first, avatars can acquire a special
status of "electronic legal entity" (Stefania Lucchetti),
borrowing concepts from the existing principles
of the law of physical companies in general analogue
law, and according to the second, a special status of
"electronic person/digital humanoid”, which will be
formed in a common international Metaverse Code.
Although both options provide avatars with the
property of meta-interoperability and legal subjective
unambiguity in the cross-border interaction of
analogue and electronic jurisdictions, the authors
believe that the special status of an "electronic
legal entity" is likely to be applied in the first place,
which is still quite logical in accordance with the
overall technological and evolutionary development
of the metaverce.

Today, there is no general concept for the use of
avatars in metaverse and other virtual spaces. Most
avatars are animated or stylised using visualisation
tools provided by metaverse technology platforms.
At the same time, avatars that can reproduce a human
prototype already have a narrow application in
medical research (Ali Nasrallah, Eric Sulpice, Farah
Kobaisi, Xavier Gidrol, Walid Rachidi). At the same
time as expanding the range of avatars, Chinese
tech giant Tencent announced a programme to
generate digital human twins based on the Cloud TI
machine learning platform as part of the AI+ Digital
Intelligent Human Factory project. The digital twin
synthesis process is based on real human video and

audio data and takes about 24 hours. Five types of
digital avatars are offered: 3D realistic, 3D semi-
realistic, 3D cartoon, 2D real person and 2D cartoon
(Tencent unveiled a platform for creating digital
people, 2023).

The problem of legal compliance of the synthesised
avatar of an ‘electronic humanoid” with a real
individual prototype naturally arises. It is especially
necessary to regulate the issue of ownership and
intellectual property of an avatar of an "electronic
humanoid", since the avatar may be the personal or
joint property of an individual/legal entity or
a corporation that provides resources for the
functioning of avatars (Tania Su Li Cheng, 2006).

There is a need for appropriate legal regulation
of the reaction of the state, regulatory authority or
other authorised body to cases of actions directed
against the avatar, but which may affect the subject
of legal relations (individual, group of individuals,
legal entity or association of them, etc.) that is actually
behind the avatar, as well as to regulate actions taken
by the avatar that may affect other avatars or other
subjects of legal relations. When avatars interact,
situations may arise in which the law (of a sovereign
state or of the metaverse) is violated, just as it would
be between legal entities in the real world. Such
incidents may constitute a violation of tort or
criminal law (Ben Chester Cheong, 2022). This means
that the human prototype of the avatar must agree
that his or her avatar has a legal personality that is
subject to both the laws of the sovereign state and the
laws of the metaverse. It is assumed that the separate
legal personality of an avatar will not be taken into
account in the case of crimes or torts. Instead,
the human owner of the avatar prototype, if he or she
is the direct ultimate owner, will be determined to
have legal personality after the entire complex of
damages has been established, both in the analogue
world and in the metaverse.

If an avatar has artificial intelligence capabilities,
including the ability to make decisions, enter into
contracts and control others in the metaspace, there
are grounds for arguing that avatars should be given
legal personality in the metaspace (Bettina Chin, 2007).

Avatar technologies allow individuals to create an
"electronic humanoid” in a form and with functio-
nalities and features of psycho-emotional develop-
ment fundamentally different from the prototype,
which is impossible to achieve or create in an
analogue environment. In other words, a human
prototype in the metaverse can have one realistic
(official) avatar and many anonymous futuristic
avatars at the same time. It is the uncontrolled
use of anonymous avatars that can lead to
many destructive actions for society (Joanna
Bryson, Mihailis E. Diamantis, Thomas D.
Grant, 2017).
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It is clear that the law will be modernised or created
to regulate the use of avatars (Yogesh K. Dwivedi,
Nir Kshetri, Laurie Hughes, 2023). The regulation
of social relations in the metaverse should solve the
main task of clearly defining the status of avatars
as electronic subjects, as well as their rights, duties
and responsibilities.

8. Legal Issues of Using Identification Data
in Metaverse

Access to virtual environments is still a simplified
process that does not require the fundamental
technical and organisational solutions typical of
WEB 2.0 technologies. However, the metaverse is
a different structural space in which the source of
data are virtual subjects or objects, and the key to
the metaverse is their identification data. It is
through identification data that the wuser is
given rights, duties and responsibilities in the
metaverse.

The essence of identification is that a subject
or object possesses or is endowed with a certain
identifier (attribute) or identifiers (attributes), which
it provides to prove its identity. In other words,
identification is the process of collecting, verifying
and establishing the validity of the attributes of the
identification data of a particular subject or object,
which results in the unambiguous identification of
the subject or object (Kostenko, 2020).

Identification data management is the processes,
functions and procedures for obtaining, verifying,
registering, storing, using, protecting and destroying
identification data of subjects and objects. The
subjects of identification data management are
natural persons, legal entities or representatives of
a legal entity, and the objects of identification data
management are artificial intelligence systems and
IoT devices (Kostenko, 2021).

Identifying data directly linked to an individual's
bio-data (physiological and biological attributes)
are of particular legal and social importance, and
these data go beyond the traditional understanding
of 'personal data’ as defined by the General Data
Protection Regulation (GDPR), whose main
objective is to give individuals control over their
personal data and simplify the regulatory environment
for international business by unifying regulation
across the EU (EU-2016). Technical progress and
modern technologies will soon create technical IoT
devices (Kostenko, 2021), which will be able to
test physiological and biological characteristics of a
person online to create a full electronic copy of
a person, on the basis of which avatars or electronic
humanoids will function and provide a reliable way
of identifying and accessing a person to virtual
spaces and virtual property.
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Identification data and rights to them are the main,
most important and fundamental resources and
powers of the metaverse, and the structure of
cyberspace allows to separate a person's real identity
from his or her virtual one. Therefore, professional
and scientific debates are intensifying on how to
protect identification data, how to analyse and
process them, how to determine the subject of
collection, analysis and processing of such data, etc,,
which will lead to proposals for legal regulation.

9. Problems of Application
of Law in the Metaverse

Today, the rules and norms of behaviour in the
metaverse are still created based on the projection of
the physical world and are corporate in nature.
However, there is a tendency for public morality to
migrate and legal norms to be translated into the
metaverse by simulating cosmopolitan electronic
social relations in the absence of clear attributes of
the electronic state and the metaverse state structure
(Zhihu, 2021).

The key problem of the legal regulation of the
Metaverse is the need to create a separate global
electronic jurisdiction — a new branch of law acceptable
to all users, regardless of actual citizenship and
registration in a physical country, which will form
a two-stage jurisdiction, where the highest level
solves the general legal problem inherent in the social
relations of the metaverse, and then at another level
the legal regulation is completed in the jurisdiction
of a particular state or group of states.

Currently, the legal institutions of national legal
doctrines have separate levers to regulate the overall

processes of digitalisation of society. Different
legal doctrines, different jurisdictions, cultural
peculiarities and government priorities lead to

significant differences in court decisions on virtual
technologies.

The judicial system considers cases of "electronic
offences” through the projection of current legislation,
thus forming the basis for the future electronic
jurisdiction of the metaverse.

The factor of restraining the "unethical” develop-
ment of artificial technologies is still conditional.
However, concerns about the uncontrollability
of research in artificial intelligence and neural
networks have already moved from discussions to
the formation of real levers of restriction.

Today, social relations are developing simulta-
neously in three conditional dimensions: social
relations in the analogue world with the use of
virtual technologies, social relations in virtual spaces
(metaverse), and social relations formed in the
common space of the analogue and virtual worlds,
taking into account the expansion of the role
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possibilities of individuals through the use of avatars
or electronic humanoids.

In light of the above, it is advisable to develop
Metaverse Law in the following areas:

1. Regulation of social relations between physical
entities created in the modern physical (analogue)
world with the use of virtual technologies, within
current jurisdictions and in a cross-border mode.

2. Regulation of social relations between physical
entities created in the modern physical (analogue)
world with the use of virtual technologies, and
between virtual entities and objects of the corporate
metaverse within current jurisdictions and in a
cross-border mode.

3. Regulation of relations between virtual entities
and objects of a single metaverse and between
metaverse of different formations within the
electronic jurisdiction and in a cross-border mode.

As mentioned above, a key element of the metaverse's
legal regime is the technologically and legally
guaranteed identification of an individual and his
or her electronic identity — an avatar or an electronic
humanoid. To some extent, this can also be applied
to metaverse objects in terms of securing their
technological and legal status as virtual non-property
objects.

The legal problem will be the formation of
metaverse crimes by modelling possible crimes
exclusively in virtual space and types of state coercion
for their commission, as well as the interpolation
of classical types of crimes to crimes committed in
virtual reality environments (Pinar Bacaksiz).

In fact, today's legal scholars need to personally
immerse themselves in one of the available metaverses
and study the processes and relationships in the
virtual world from the inside of the object of study.
Only in this way can a realistic vision be formed
of the whole spectrum of social, technical,
technological, legal and ethical issues that need to be
rationalised and regulated as soon as possible.

10. Metaverse: Model Criminal Code

The current stage of legal development is
characterised by the fact that, in the age of
information, criminal law is gradually ceding its role

to various specialised laws. Of course, the role of
criminal law is not diminished by the delegation of
criminal law to other areas of specialised law, but
this trend is not entirely optimistic. This was effective
in the times of the scientific and technological
revolution 4.0 and WEB 2.0. With the development
of information and communication technologies and
WEB 3.0 technologies, it has become evident that
the dispersion of criminal law norms creates a legal
dysfunction that does not contribute to the quality
legal regulation of modern social relations. The

Metaverse Model Criminal Code should concentrate
the most necessary legal norms for regulating
relations in virtual environments (Won Sang Lee,
2022), and it is not exclusively identified with
cybercrime laws and does not duplicate traditional
criminal codes. The Model Metaverse Criminal Code
should be composite, combining many components
with significantly different properties, which, when
combined, will lead to the emergence of a new
sphere of legal regulation of relations that are
impossible in the analogue world. In addition, the
Metaverse Model Criminal Code will explore the
emergence of new torts in the virtual world and
their consequences for the subjects and objects of
the virtual world and the legal landscape.

Currently, it is difficult to predict the full range
of socially dangerous acts and harms that will be
perpetrated in the metaverse, and whether the
misdemeanours of a human, human prototype,
avatar, electronic personality, electronic subject
and object will have the elements of a criminal
offence. There is no understanding of what types of
punishment or state coercion should be applied
to socially dangerous acts of a human, human
prototype, avatar, electronic personality, electronic
subject and object in the metaverse.

Thus, the Metaverse Model Criminal Code may
consist of several basic parts, which in turn will
consist of relevant sections and articles (Figure 2):

Part 1 — Glossary or list of technical, technical-
legal and legal concepts, rules and terms used in
metaverse and related specific areas of law.

Part 2 - The law of the metaverse cross-border
regime defines the mechanisms for the establishment
of jurisdictions of various types, the interaction
between analogue jurisdictions, between analogue
and electronic jurisdictions, and between electronic
jurisdictions.

Part 3 - The general part of the Metaverse
Criminal Code defines the types and stages of crimes
in analogue, mixed and virtual worlds, subjects and
objects of crimes, guilt and its forms, complicity
in crimes, punishment and its types, exemption
from criminal liability, sentencing, criminal record,
repeated crimes, peculiarities of criminal liability of
electronic subjects, avatars, electronic humanoids, etc.

Part 4 — The norms and torts of analogue, mixed
and electronic jurisdictions define the types of
socially dangerous acts or crimes, as well as the
criminal penalties to be applied to persons, entities,
avatars, electronic humanoids.

Part 5 - Transitional provisions contain interpre-
tations and procedural algorithms for making
additions, amendments, application of archaic,
national, cross-border legal norms, etc.

Part 1 is intended to form the conceptual and
categorical apparatus used in areas of law related to
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the metaverse. It is obvious that the vast majority of
terminology is of a technical nature and content that
does not correlate with legal norms. It is advisable to
form an interdisciplinary conceptual and categorical
apparatus that will become a single base of norms
and definitions, which will facilitate the development
of model legal acts for their simultaneous use in
different jurisdictions and will encourage national
legislators to revise legislation.

Part 2 aims at formulating the main mechanisms
for determining or establishing a regime of cross-

border interaction between information and
communication systems and virtual spaces of
different territories and jurisdictions. First and

foremost, such mechanisms or algorithms should
ensure simple and reliable identification and
classification of events in electronic environments,
which will allow them to be categorised by territory,
physical and electronic jurisdictions. This approach
will not only facilitate the identification of
jurisdictions, but will also contribute to the
transformation of national legal systems by creating

Part 1 Glossary I
-
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appropriate legal institutions to operate in the
metaverse.

Part 3. The general part of the Metaverse
Criminal Code  should contain  provisions
establishing the principles and general provisions
of criminal law, the validity of criminal law in space
and time, the definition of the concept of crime,
the stages of intentional crime, the characteristics of
the subject of the crime, the content of guilt, the
concept of complicity, types of multiple crimes,
circumstances excluding the criminality of an act,
grounds for exemption from criminal liability and
from punishment and its serving, general principles
of sentencing, etc.

Part 4 is made up of sections (sections which
bring together a certain group of offences contained
therein and which are similar in terms of the general
object of the offence), each of which is a separate
criminal provision containing an independent corpus
delicti. The provisions of Part 4 define what socially
dangerous acts are criminal offences and what
penalties are provided for their commission.

Glossary or list of technical, technical, legal, kegal concepts, norms and t
enms used in the Metaverse and in related specific areas of knowladge

Establishment of jurisdictions

Part 2 The right of cross-border regime

Interaction between analogue jurisdictions

Interacion beatween analogus and electronic jurisdictions.

Part 3 General part

.'l. -
14

.';'r Guilt and its forms in the analog, mixed and virtual worlds

{f

Criminal Code Metaverse

Part 4 Laws of Torts l

/

N

imleraction between @lectronic jurisdictions

Stages of crimes in the analog, mixed and virtual worlds.

[ Subjects and objects of cime in the analog, mixed and viriual worlds

Funis hmentand Its types , imposition of punishmaent in the analog, mioe
and virual worlds

\ Peculianties of ciminal hability of electronic subjects, avatars, electronic
\\ humangids, etc.

Crimes against humanity, humanity, peace {(all types of jurisdictions )

War crimes with the use of ARWR technolegies (all types of
Jurisdicions)

Erimes with the use of ARWR technalogies (all types of jurisdictons )

Crimes against eleclrionic s ubjects, electronic avatar cbjects or
elactronic humanoids
crimes againstblockehain, Al, eryplocurrencies and other lechnologies

Cybercrime

Crimes against the Metaverse

Other types and varielies of crimes that may arise in the near future

Algonthms for making addiions and amendmenis o the curent legislat

Part 5 Transitional provisions

lon Metaverse

Proceduras. for renovation of archaic, nafional, and cross -border lagal m

Figure 1. The Metaverse model criminal code
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According to the authors, Part 4 should contain the
following mandatory sections, the details of which
are still subject to legal drafting, namely: crimes with
the use of AR/VR technologies (all types of
jurisdictions); crimes against people, humanity, peace
(all types of jurisdictions); war crimes with the use
of AR/VR technologies (all types of jurisdictions);
crimes in the field of electronic subjects, electronic
objects of avatars or electronic humanoids; crimes
in the field of blockchain, Al, cryptocurrencies and
other virtual reality technologies; metaverse
cybercrime; crimes in the field of identification
data; crimes in the field of virtual property, virtual
and intellectual property, trademarks, copyrights;
crimes against the metaverse; ethical crimes; crimes
related to the distribution of drugs, weapons, child
pornography, emotional violence; crimes based on
racial, national, religious, linguistic and other types of
hatred, etc.

The last, Sth Part is intended to formulate
instructions, interpretations, algorithms, procedures
and other issues of legislation aimed at standardising
legislative processes in the field of metaverse
electronic jurisdiction, formalising the processes of
introducing new regulations, additions, amendments,
applying archaic, national, cross-border legal norms etc.

11. Conclusions

The digitalisation of social life and the widespread
adoption of metaverse technologies provide users
with many opportunities to do electronically what is
impossible to do in real life. Among these possibilities
are new variations of crimes and offences that
cannot be committed in physical reality because of
their virtual nature and essence.

The metaverse is no longer just a popular platform
for social interaction, commerce and entertainment.
Today, the metaverse is beginning to cover more
and more areas of human life and influence social
relationships. As the metaverse expands and
evolves, it creates legal issues that require innovative

solutions. It is obvious that social relations in
the metaverse are different from the traditional
ones inherent in the analogue world. Electronic
social relations are in the process of emergence and
formation. It is difficult to foresee the full range of
legal issues that will need to be addressed by various
branches of law, including criminal law. However,
with some experience gained in the WEB 1.0-WEB
2.0 era, legal scholars and lawmakers can form a basic
vision of the Metaverse Criminal Code model for
further development and adaptation in accordance
with the formation of virtual spaces.

New torts and their consequences for subjects
and objects of the virtual world are emerging. The
emergence of new entities such as avatars, electronic
humanoids, electronic objects such as crypto-
currencies, virtual land, virtual real estate, virtual
intellectual property rights, etc. requires new legal
approaches and a comprehensive analysis of legal
issues in the metaverse and effective proposals for
their solution. The development of e-jurisdiction
and the Metaverse Model Criminal Code is one
such solution that can help create a legal framework
for regulating social relations in virtual environments
and create a new legal landscape.

This requires legal scholars and scientists from
different fields to combine approaches to the
legal regulation of different spheres of human life,
especially those social relations that are being created
today through the use of metaverse technologies.

The Metaverse Criminal Code is a complex and
extended legal framework designed to prevent,
investigate and prosecute criminal activity that
takes place in virtual worlds. As the use of
information and  communication  technologies
continues to grow, the need for a comprehensive
legal framework to regulate virtual world crime
becomes increasingly important to improve
understanding of virtual world crime and its impact
on society. Legal regulation in the metaverse still
requires a great deal of work and research.
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