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Abstract. The rapid digitalisation of economic relations and the growth of e-commerce have fundamentally 
changed business models, financial transactions and consumer behaviour. However, alongside these positive 
developments, digital markets have also become increasingly vulnerable to sophisticated fraud exploiting 
information technologies, online payment systems, virtual assets and cross-border electronic communications. 
Consequently, fraud in electronic commerce has evolved from being merely a criminal law issue to becoming a 
significant factor affecting the economic security, investment attractiveness and sustainable development of digital 
markets.
The purpose of this study is twofold: first, to identify the main issues surrounding the criminal law qualification 
of fraud in electronic commerce in the context of digital transformation; and second, to evaluate the economic 
implications of these issues for the development of the digital market. The study takes a multidisciplinary approach, 
combining doctrinal legal analysis with the principles of law and economics. A comparative analysis of legal, 
formal-legal, institutional and case law is employed to examine Ukrainian criminal legislation, judicial practice 
and contemporary scientific approaches to cyber fraud. The research also considers the economic consequences 
of legal uncertainty for electronic commerce, such as increased transaction costs, reduced consumer confidence, 
higher compliance expenditure and obstacles to the development of the digital market.
The findings show that the lack of a comprehensive legal definition of cyber fraud, inconsistent judicial 
interpretations and outdated legislative terminology make it much more difficult to qualify fraudulent conduct in 
electronic commerce as a criminal offence. Particular difficulties arise in distinguishing between fraud and civil law 
disputes, unauthorised electronic transactions, theft involving payment instruments and offences relating to virtual 
assets. The research also shows that legal uncertainty has a negative impact on the functioning of digital markets, 
increasing business risks, discouraging investment and undermining public trust in online commercial transactions.
The study concludes that improving criminal legislation should be regarded not only as a means of strengthening 
the criminal justice system, but also as an important tool for promoting economic security and fostering the growth 
of a sustainable digital market. Legislative modernisation, harmonisation of judicial practice, clearer qualification 
criteria, and improved international co-operation in digital evidence collection would contribute to reducing 
transaction costs, strengthening legal certainty, and increasing the competitiveness of the digital economy.

Keywords: electronic commerce, fraud, cyber fraud, criminal law qualification, digital economy, economic security, 
digital markets, transaction costs, virtual assets, cybercrime, pre-trial investigation, evidence, proving, crimes, 
unsolved crimes.
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1. Introduction
Digital transformation is one of the key factors shaping 

the development of modern economic systems. The 
growth of e-commerce, online financial services, digital 
platforms and automated payment systems has greatly 
improved the efficiency of economic transactions 
and broken down traditional barriers between market 
participants. While digitalisation contributes to 
productivity growth, innovation development, and 
the creation of new forms of economic activity, it also 
generates new risks related to cybersecurity, consumer 
protection, and trust in digital environments (OECD, 
2019).

Electronic commerce relies on economic actors 
being able to interact remotely via digital platforms, 
without direct personal contact. While this provides 
significant economic advantages, it also creates 
conditions for fraudulent behaviour. The absence of 
physical interaction, information asymmetry between 
participants, user anonymity and dependence on 
technological infrastructure provide offenders with 
opportunities to manipulate digital transactions and 
exploit weaknesses in verification systems.

From an economic perspective, fraud in electronic 
commerce incurs additional costs for businesses, 
consumers and public institutions. These include 
investments in cybersecurity technologies, transaction 
monitoring systems, compliance procedures, insurance 
mechanisms and legal protection measures. According 
to institutional economic theory, uncertainty increases 
transaction costs because market participants must 
allocate additional resources to mitigate the risks of 
incomplete information and opportunistic behaviour 
(Williamson, 1985).

The problem of electronic fraud has become 
particularly important because traditional criminal law 
was developed primarily for physical economic relations. 
The traditional definition of fraud as the act of obtaining 
property through deception or abuse of trust becomes 
more complicated when illegal activities involve 
automated systems, electronic payment platforms, 
artificial intelligence technologies or blockchain-based 
assets.

In Ukraine, as in many other jurisdictions, the 
criminal law surrounding fraud remains based on 
general legal principles. Article 190 of the Ukrainian 
Criminal Code defines fraud as the acquisition of 
another person’s property or rights through deception 
or abuse of trust. However, this provision does not 
fully reflect the technological characteristics of modern 
fraudulent schemes, making it difficult to qualify and 
collect evidence.

A significant challenge lies in distinguishing between 
criminal fraud and civil law disputes arising from online 
transactions. In electronic commerce, non-delivery of 
goods, failure to provide services or refusal to return 

payments may constitute either a contractual violation 
or an intentional fraudulent scheme. The main criterion 
for criminal prosecution is establishing criminal intent 
when property is obtained; however, proving such 
intent in a digital environment is considerably more 
difficult due to the fragmented and volatile nature of 
electronic evidence.

Another important issue is fraudulent activity 
involving electronic payments and virtual assets. 
While the development of cryptocurrency markets 
and blockchain technologies has created new forms of 
economic value, it has also introduced additional risks 
relating to anonymity, cross-border transactions and the 
difficulty of recovering illegally obtained assets (Böhme 
et al., 2015; Foley et al., 2019).

Therefore, electronic fraud should be considered 
not only as a criminal law issue, but also as a factor 
that affects the way digital markets function. The level 
of protection against fraudulent behaviour directly 
influences consumer trust, business activity and the 
sustainable development of electronic commerce.

2. Literature Review 
The theoretical foundations of digital market 

development and electronic commerce are closely 
linked to the concepts of trust and information 
asymmetry. According to Akerlof 's theory of 
information asymmetry, insufficient information about 
market participants can result in inefficient economic 
outcomes and create opportunities for opportunistic 
behaviour (Akerlof, 1970). This theoretical approach 
is particularly relevant to electronic commerce, given 
that consumers often make decisions without having 
any direct knowledge of the sellers, the quality of the 
products, or the security of the transactions.

Research on electronic commerce confirms that 
trust is one of the main factors influencing consumers' 
willingness to engage in online transactions. Gefen, 
Karahanna and Straub (2003) demonstrated that trust 
significantly influences acceptance of online shopping, 
and Pavlou (2003) emphasised the relationship 
between perceived risk, trust and adoption of electronic 
commerce.

Research into cybercrime is increasingly focusing 
on the economic consequences of digital fraud. 
Anderson et al. (2019) emphasise that cybercrime 
results in significant financial losses for individual 
users and entire economic sectors. Wall (2017) 
observes that technological advancements have 
transformed the structure of traditional crime by 
creating new opportunities for financially motivated  
offences.

The issue of organised cybercrime has also 
received considerable attention from academics. 
Leukfeldt, Lavorgna and Kleemans (2017) contend 
that contemporary cybercrime frequently entails 
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a combination of technological expertise and  
traditional criminal structures, rendering investigation 
and prevention more challenging.

Cryptocurrency-related fraud is another important 
area of research. Böhme et al. (2015), for example, 
analysed Bitcoin as a new financial technology, 
emphasising both its economic potential and the 
associated regulatory challenges. Meanwhile, Foley, 
Karlsen and Putniņš (2019) demonstrated that, due 
to their pseudonymous nature and global accessibility, 
cryptocurrencies may also be used for illegal economic 
activities.

International organisations have increasingly 
recognised electronic fraud as a threat to the development 
of the digital economy. Studies by the OECD emphasise 
that consumer confidence and effective protection 
mechanisms are essential for the long-term success of 
electronic commerce (OECD, 2016; OECD, 2022). 
Reports from the FATF and Europol highlight the 
growing complexity of cyber-enabled financial crimes 
and the need for international co-operation in tackling 
them.

At the national level, Ukrainian researchers have 
focused mainly on criminal law qualification issues. 
Recent studies examine problems of applying Article 
190 of the Criminal Code of Ukraine to fraud involving 
electronic technologies, digital evidence, and virtual 
assets (Reznichenko & Chekmarova, 2024; Usmanov, 
2024; Lypkan, 2025). However, the economic 
dimension of electronic fraud and its influence on 
digital markets requires further research.

3. Methodology
The study's methodological framework is based 

on an interdisciplinary approach that combines legal 
and economic analysis. The research uses institutional 
economic theory to investigate the impact of legal 
uncertainty and fraud risks on transaction costs and 
market efficiency.

A comparative legal analysis was conducted to 
examine international regulatory approaches to 
electronic fraud, digital consumer protection, virtual 
assets and cybersecurity. The formal legal method was 
then applied to examine the provisions of Ukrainian 
criminal law governing fraud and related offences.

The study employs a systematic analysis of academic 
literature, international reports and regulatory 
documents issued by the OECD, the FATF, Europol 
and European Union institutions. This approach 
enables common trends in digital fraud regulation to 
be identified and directions for improving national legal 
mechanisms to be determined.

The combination of legal and economic approaches 
enables the consideration of electronic fraud not 
only as an individual criminal act, but also as a factor 
influencing trust, investment activity, transaction 

costs, and the sustainable development of digital 
markets.

4. Results and Discussion

4.1. Criminal Law Qualification of Fraud in 
Electronic Commerce and Its Impact on Digital 
Markets

The development of electronic commerce has 
significantly altered the traditional methods of 
exchanging property and conducting financial 
transactions. While digital platforms, online 
marketplaces and electronic payment systems have 
created new economic opportunities, they have also 
given rise to a wider range of fraudulent practices that 
exploit technological and informational vulnerabilities.

Unlike traditional forms of fraud, electronic 
commerce fraud is characterised by the absence of 
direct contact between offender and victim, the use 
of digital communication channels and the ability to 
conduct transactions across different jurisdictions. 
These characteristics make it difficult to establish the 
elements of a criminal offence, particularly when it 
comes to identifying the offender, determining how 
property was obtained, and establishing intent.

From an economic perspective, electronic fraud 
undermines one of the fundamental building blocks of 
digital markets: trust. Online commerce depends on 
consumers having confidence that digital transactions 
are secure and that market participants are honest. 
A decrease in trust leads to higher transaction costs, 
as businesses and consumers need to invest more in 
verification mechanisms, cybersecurity tools, insurance 
and dispute resolution procedures (Pavlou, 2003).

The main difficulty in qualifying criminal behaviour 
lies in distinguishing fraud from ordinary contractual 
violations. In electronic commerce, situations in which 
a seller fails to deliver goods or provide services can 
have different legal ramifications, depending on whether 
the seller initially intended to steal another person’s 
property.

The decisive criterion is the subjective element of 
the offence: direct intent to obtain property through 
deception. If a person receives payment while intending 
not to fulfil their contractual obligations, this may 
constitute fraud. However, if the inability to fulfil 
obligations arises after the agreement is made due to 
objective circumstances, the dispute generally falls 
under civil law.

This distinction is particularly important in digital 
markets, as excessive criminalisation of ordinary 
commercial disputes could hinder entrepreneurial 
activity, while inadequate criminal law protection could 
undermine consumer confidence. Therefore, legal 
regulation must be balanced and based on clear criteria 
for distinguishing between criminal and civil liability.
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The Supreme Court of Ukraine has repeatedly 

emphasised that the key factors that distinguish fraud 
from civil law violations include the intention to 
obtain property, when the intention was formed, the 
nature of the actions performed by the individual and 
whether the dispute can be resolved through civil law 
mechanisms. This approach aligns with international 
practices, in which fraudulent intent and dishonest 
behaviour are central to the qualification of economic 
crimes.

4.2. Electronic Payment Fraud and the 
Problem of Distinguishing Fraud from Theft

One of the most controversial issues surrounding 
digital fraud is the use of electronic payment 
instruments, such as bank cards, online banking systems 
and payment platforms, for unlawful operations.

The traditional criminal law concept of fraud is based 
on the idea that the victim voluntarily transfers property 
as a result of deception. However, in cases involving 
unauthorised access to electronic payment systems, the 
offender is more likely to interact with an automated 
technological system than a person.

This raises theoretical and practical questions about 
whether such actions should be considered fraud or 
theft. The main argument in favour of classifying them 
as theft is that automated systems cannot be deceived 
because they lack consciousness and the ability to form 
mistaken perceptions. In such cases, the offender obtains 
property without the owner's voluntary participation 
(Shkuta, 2025).

Meanwhile, another approach suggests that digital 
fraud may involve indirect deception, whereby 
the offender manipulates information systems by 
impersonating an authorised user or providing 
false authentication data. This approach reflects the 
transformation of economic relations, in which digital 
identity becomes an important property right.

The problem is both theoretical and economic. 
Payment fraud results in substantial financial losses 
for banks, payment providers and consumers alike. 
According to international studies, cyber-enabled 
financial crime incurs substantial costs for the global 
economy, necessitating ongoing investment in 
technological protection and regulatory compliance 
(Anderson et al., 2019).

Therefore, criminal law should move beyond 
traditional concepts based solely on physical interaction 
to consider the functional role of digital technologies in 
modern economic transactions.

4.3. Outdated Legal Concepts and the Need  
for Technologically Neutral Regulation

One significant obstacle to the effective legal 
regulation of electronic fraud is the use of outdated 

technological terminology. In particular, the definition 
of 'electronic computing technology' in Article 
190 of the Criminal Code of Ukraine does not reflect 
contemporary technological realities.

Modern fraudulent schemes often involve artificial 
intelligence, automated scripts, phishing platforms, 
deepfake technologies, malware, blockchain 
technologies, cloud infrastructure and decentralised 
financial systems. Traditional legal categories cannot 
always adequately describe these technologies.

From a digital economy regulatory perspective, 
legislation should be technologically neutral. While 
excessively narrow definitions may quickly become 
obsolete due to rapid technological development, broad 
but clearly formulated categories allow legal systems to 
adapt to new forms of criminal behaviour.

The European Union's approach demonstrates 
a tendency towards technologically neutral regulation. 
Rather than focusing on specific technologies, the 
Digital Services Act and the Digital Operational 
Resilience Act ensure the transparency, security and 
accountability of digital service providers (Regulation 
(EU) 2022/2065; Regulation (EU) 2022/2554).

Similar principles should inform the development of 
criminal law mechanisms designed to combat digital 
fraud. Regulation should not seek to describe every 
possible technological method of committing fraud; 
rather, it should establish effective legal criteria based 
on the social danger of the act.

4.4. Virtual Assets, Cryptocurrency Fraud  
and Economic Challenges

The emergence of virtual assets has created a new 
dimension of economic relations, while also generating 
new forms of fraudulent activity. Cryptocurrencies 
such as Bitcoin and Ethereum, as well as stablecoins, 
represent digital economic values that can be 
transferred globally without the need for traditional 
financial intermediaries.

However, their technological characteristics present 
significant challenges to criminal law enforcement. The 
pseudonymous nature of blockchain transactions, the 
absence of central control and the ability to transfer 
assets across jurisdictions make it difficult to identify 
offenders and recover illegally obtained property 
(Shkuta, 2024).

From an economic perspective, uncertainty 
surrounding the legal status of virtual assets makes the 
market less predictable and increases regulatory risk. 
To prevent money laundering, fraud, and illegal asset 
transfers, the financial sector must develop additional 
compliance mechanisms (FATF, 2021).

One of the major problems is establishing the 
value of virtual assets for the purposes of criminal 
classification. Due to significant price volatility, the 
value of cryptocurrency at the time of the offence 
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may differ substantially from its value during the 
subsequent investigation or judicial proceedings. This 
makes it difficult to determine the amount of damage 
caused and classify the offence according to its severity.

International practice is increasingly recognising 
virtual assets as objects of economic value that require 
legal protection. The FATF's recommendations 
emphasise the importance of integrating virtual asset 
service providers into financial monitoring and risk 
management systems (FATF, 2021).

Therefore, the regulation of criminal law should 
recognise virtual assets as a distinct form of economic 
value, establishing mechanisms for their seizure, 
preservation and evaluation.

4.5. Digital Evidence and the Transnational 
Nature of Electronic Fraud

Another major challenge is the collection and 
evaluation of digital evidence. Unlike traditional physical 
evidence, digital traces are characterised by volatility 
and the potential for rapid modification, as well as their 
dependence on technological infrastructures.

Investigating electronic fraud often requires analysing 
IP addresses, payment histories, communication 
records, cloud storage data and blockchain transactions. 
However, identifying offenders is complicated by the 
use of VPN services, anonymisation technologies and 
cross-border digital infrastructures.

Due to the transnational nature of electronic 
commerce, offenders, victims, payment providers 
and data storage locations may be situated in different 
jurisdictions. Consequently, effective investigations 
require international co-operation and mechanisms for 
the rapid exchange of electronic evidence.

The Budapest Convention on Cybercrime and the 
international co-operation mechanisms developed 
by Europol and UNODC both demonstrate the 
importance of a coordinated approach to combatting 
cybercrime.

According to Europol (2023), cybercriminals are 
increasingly combining technological tools with 
traditional financial schemes. These schemes include 
the use of intermediaries and money mules, as well as 
cryptocurrency conversion and complex transaction 
chains. These methods make financial investigations 
and asset recovery significantly more complicated.

Therefore, the effectiveness of combatting electronic 
fraud depends not only on criminal law provisions, but 
also on institutional capacity, technological expertise 
and international co-operation.

5. Discussion: Economic Consequences  
of Electronic Fraud for Digital Markets

Electronic fraud should not merely be considered 
as an individual criminal phenomenon, but also as 

a factor that influences the overall development of 
digital markets. Fraudulent practices affect consumer 
behaviour, business strategies and regulatory policies.

The first major consequence is a reduction in 
consumer trust. Trust is a fundamental economic 
resource in electronic commerce, since consumers 
cannot evaluate sellers or products physically before 
completing transactions. High levels of fraud increase 
perceived risk, which reduces participation in online 
markets (Gefen et al., 2003).

The second consequence is an increase in transaction 
costs. Businesses are forced to invest in cybersecurity 
systems, authentication technologies, monitoring 
procedures and compliance mechanisms. These 
additional costs can reduce competitiveness, particularly 
for small and medium-sized enterprises.

The third consequence is the need for stronger 
regulatory institutions. In order to prevent fraudulent 
behaviour, digital markets require a combination of 
legal regulation, technological protection and economic 
incentives.

Thus, effective counteraction to electronic fraud 
should be integrated into broader digital economy 
policies. The protection of digital markets requires 
not only criminal prosecution but also the creation 
of reliable institutional environments that encourage 
innovation and secure economic interaction.

5.1. Statistical Scale and International 
Comparison of Economic Losses

Recent official statistics confirm the economic 
consequences of fraud in the digital environment. 
According to the FBI's Internet Crime Complaint 
Center (IC3), reported losses from internet crime 
in the United States increased from 4.2 billion USD 
in 2020 to 16.6 billion USD in 2024. Consequently, 
within a period of five years, the reported financial 
losses increased almost fourfold. Despite the fact that 
the IC3 indicator encompasses internet crime in a more 
extensive manner than electronic-commerce fraud 
alone, it furnishes a reliable macro-level measure of the 
expanding economic burden engendered by digitally 
enabled criminal conduct. The sustained upward 
trajectory is presented in Figure 1.

The scale of losses is also evident in consumer 
protection statistics. In 2024, the U.S. Federal Trade 
Commission reported consumer fraud losses totalling 
more than 12.5 billion USD, which was 25% higher than 
in 2023. Investment scams accounted for 5.7 billion 
USD, while imposter scams generated approximately 
2.95 billion USD in reported losses. These figures 
demonstrate that the economic effects of fraud 
extend beyond the direct loss of property, increasing 
costs related to verification, cybersecurity, insurance, 
compliance, and dispute resolution throughout digital 
markets.
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Figure 1. Reported Internet Crime Losses in the United States, 2020–2024 (billion USD)

Source: compiled by the authors on the basis of FBI IC3 data

An international comparison confirms that the 
problem is not confined to a single jurisdiction. 
However, direct comparisons require caution, 
as national and supranational institutions apply 
different reporting methodologies and cover different 
categories of fraudulent conduct. In the European 
Economic Area, the EBA and ECB have estimated that 
the total value of payment fraud will reach 4.2 billion 
EUR in 2024, up from 3.5 billion EUR in 2023. In 
the United Kingdom, UK Finance reported that more 
than 1 billion GBP was stolen through payment fraud 
in 2024. Unauthorised fraud alone generated losses of 
722 million GBP, while losses from remote purchases 
approached 400 million GBP. These figures suggest 
that digital fraud imposes a significant economic 
burden on mature digital markets, even where strong 
authentication and advanced payment security 
mechanisms are widely used.

Therefore, the comparison should be interpreted 
as evidence of the transnational scale and economic 
significance of fraud, rather than as a strict ranking 
of jurisdictions. Differences in currencies, reporting 
thresholds, institutional mandates, victim reporting 
behaviour, and the legal classification of fraud prevent 
the direct comparison of absolute values. Nevertheless, 

Table 1 
Selected international indicators of the economic losses caused by fraud in 2024

Jurisdiction / source Reference period Reported losses Scope / methodological note
United States – FBI IC3 2024 16.6 billion USD Complaint-reported internet crime losses
United States – FTC 2024 12.5 billion USD Consumer-reported fraud losses
European Economic Area – EBA/ECB 2024 4.2 billion EUR Payment fraud reported by payment service providers
United Kingdom – UK Finance 2024 > 1 billion GBP Payment fraud; includes authorised and unauthorised fraud

Source: compiled by the authors from FBI IC3, FTC, EBA/ECB and UK Finance official data

all the selected datasets indicate substantial direct 
losses, as well as additional indirect costs, for financial 
institutions, online platforms, businesses, consumers 
and public authorities.

6. Conclusions
The digitalisation of economic relations and the rapid 

expansion of electronic commerce have fundamentally 
transformed the mechanisms of market interaction, 
creating new opportunities for economic development 
while simultaneously generating new forms of criminal 
threats. Electronic fraud has become one of the most 
significant challenges for digital markets because it 
directly affects consumer confidence, business activity, 
and the stability of online economic relations.

The findings of the research demonstrate that the 
traditional criminal law model of fraud qualification 
is not sufficiently adapted to the characteristics of the 
digital environment. The absence of direct interaction 
between participants, the anonymity of users, the 
use of automated systems, the cross-border nature 
of transactions, and the volatility of digital evidence 
significantly complicate the establishment of the 
objective and subjective elements of fraud.
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One of the key issues that remains is how to distinguish 

between criminal fraud and civil law violations in 
electronic commerce. For criminal qualification, the 
decisive factor should be the intention to unlawfully 
obtain property when receiving funds or other assets. 
At the same time, digital forms of interaction require 
clearer criteria to be developed for identifying fraudulent 
intent, taking into account technological characteristics 
and the specifics of online transactions.

The study confirms that the terminology used 
in criminal legislation is in need of improvement. 
Concepts based on outdated technological categories, 
such as 'electronic computing technology', do not 
accurately reflect the modern methods used to commit 
fraud. Adopting technologically neutral legal concepts 
related to digital technologies and computer systems 
would enable criminal law to respond more effectively 
to technological developments.

Qualifying fraudulent actions involving electronic 
payment systems and virtual assets remains particularly 
problematic. The growth of the cryptocurrency market 
and blockchain technology requires a unified legal 

approach to recognising digital assets as objects of 
economic value, calculating damages and ensuring 
the effective seizure and recovery of illegally obtained 
assets.

From an economic perspective, electronic fraud has 
significant negative consequences for digital markets. 
It increases transaction costs, reduces consumer trust 
and forces businesses to invest additional resources in 
cybersecurity. It may also slow down the development 
of electronic commerce. Therefore, combatting 
digital fraud should be considered not only a task for 
the criminal justice system, but also an important 
component of digital economic policy.

Effective prevention of electronic fraud requires 
a comprehensive approach that combines criminal law 
instruments, cybersecurity mechanisms, consumer 
protection measures, financial monitoring systems and 
international co-operation. The future development 
of digital markets hinges on legal and economic 
institutions' ability to foster an environment that is both 
technologically innovative and secure, offering robust 
protection against criminal risks.
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