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Summary

The article examines how the rapid expansion of digital technologies has increased vul-
nerabilities related to personal identity in online environments. It highlights that as users rely
more heavily on digital platforms for communication, commerce, and social interaction, their
personal data becomes a valuable target for cybercriminals. Digital risks such as data breaches,
identity theft, phishing, and unauthorized surveillance can significantly undermine an individ-
ual’s sense of security, privacy, and trust in digital systems. The article emphasizes that user
identity is no longer limited to basic personal information but includes behavioral data, digital
footprints, and online reputations.

When these elements are compromised, users may experience financial loss, reputational
damage, psychological stress, and long-term consequences for their digital presence. The arti-
cle also discusses how inadequate security practices, lack of user awareness, and weak regula-
tory frameworks exacerbate these risks.

Furthermore, the authors stress the shared responsibility of users, organizations, and
governments in mitigating digital risks. Strong authentication methods, data protection poli-
cies, cybersecurity education, and ethical technology design are presented as key strategies to
protect user identity.

Overall, the article concludes that safeguarding digital identity is essential for maintain-
ing trust in the digital ecosystem and ensuring sustainable technological development in an
increasingly interconnected world.

Key words: user identity, cybersecurity, data privacy, identity theft, data breaches, digi-
tal footprint, online security, personal data protection, cyber threats.

DOI https://doi.org/10.23856/7302

1. Introduction

The rapid expansion of the digital environment has fundamentally transformed contem-
porary society, affecting not only social and economic processes but also the psychological
well-being and identity of individuals. The growing integration of digital technologies into
everyday life has led to the emergence of new digital risks that influence users differently
depending on their age, level of digital involvement, and psychological characteristics. This
makes the study of digital risks highly relevant, particularly in the context of increasing digital-
ization, early digital initiation, and the diversification of online practices.

The scientific novelty of this study lies in a comprehensive and stage-based analysis of
digital risks that affect users’ cognitive, physiological, emotional, communicative, and identi-
ty-related characteristics. Unlike many existing studies that focus either on global technolog-
ical risks or on isolated psychological effects, this research integrates empirical data with a
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differentiated model of digital stages, allowing for a more nuanced understanding of how digital
risks manifest and evolve.

The aim of the article is to analyze the impact of key digital risks on users at different
stages of digital integration and to identify their relationship with psychological characteristics.

The objectives of the study are: to systematize existing approaches to the classification
of digital risks; to empirically examine cognitive, physiological, communicative, emotional,
and identity-related risks in the digital environment; to identify stage-specific features of users’
responses to digital risks; and to substantiate the need for psychological support and risk man-
agement strategies for users in the digital environment.

2. Categorization of digital risks

We believe that an analysis of digital risks must begin with their categorization. In the
scientific literature, they are presented in two categories: risks affecting global changes
in society as a whole and risks affecting individuals based on their characteristics. Some
researchers classify global risks as those related to the development of science and technol-
ogy, the fusion of humans and machines, a global crisis in human biology, the risks of posthu-
man development, digital «slavery», excessive brain activity in the digital environment, and
the difficulties in human-machine interaction (Zhuk et al., 2014). 1t is worth noting that such
conclusions have not been empirically confirmed and, in our opinion, are not amenable to
study at this stage. However, it is important to note existing research on the positive impact of
digitalization on individuals — the automation of extensive manual labor, the development of
new digital systems capable of processing large databases, the development of robotics that
contribute to the improvement of mental and psychological well-being, and others (Gubbi et
al., 2013).

It is important to note here that we do not insist on solely considering the positive impact
of the digital environment on individuals. As noted previously, the digital environment remains
ambivalent and influences users based on their psychological characteristics. Therefore, it
becomes important to study the impact of digital risks on users of various types and digital
stages. We hypothesize that, depending on the severity of certain digital markers, risk percep-
tion and responses to them may have different characteristics. To this end, we conducted an
additional analysis of the scientific literature on types of digital risks and a clarifying empirical
study of the relationship between these risks and the psychological characteristics of digital
users.

3. Various types of digital risks

The first digital risk is determined by the decreasing age of digital initiation (Livingstone
etal., 2018). This refers to the increasing amount of time that modern users, especially children,
spend in the digital environment. While we acknowledge the importance of considering this
risk, we note several contradictory nuances. Firstly, such interaction with the digital environ-
ment is often not fully conscious — the individual lacks their own meaning in the digital envi-
ronment and does not perceive the digital environment as a living space. Accordingly, the user
can abandon their digital activities without much difficulty or switch to other activities. Sec-
ondly, the conscious use of digital resources is literally a requirement of modern society — the
availability of technology and digital resources can impact not only an individual's productivity
but also the specifics of their interactions and communication with society.
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The second digital risk is associated with changes in the user’s cognitive development.
This digital risk typically impacts an individual's social and emotional intelligence and leads
to a decline in cognitive processes in general, including speech. It is important to note that the
diverse research on the impact of the digital environment on an individual's cognitive devel-
opment has not yet allowed a unified conclusion about the possible consequences, and at this
stage, addressing this issue remains difficult (Kharchenko, 2025). Our study did not reveal a
deterioration in cognitive functions in real life with active use of the digital environment.

However, the following features have been clarified: firstly, a deterioration in cognitive
activity is possible in the initial stages of digital adoption, with stable indicators in subsequent
stages. Secondly, with active and multifaceted use of the digital environment, cognitive neo-
plasms are possible in the user's psyche, which, in our opinion, does not have a negative impact,
but, on the contrary, contributes to the comprehensive development of the individual. At the
same time, a deterioration in cognitive activity in the initial stages negatively affects the indi-
vidual and their dynamics in the digital environment, and therefore, we believe it is necessary
to consider cognitive risk in the digital environment within the experimental study.

The third digital risk is related to the physical health of digital users (Ghadge, 2024).
Indeed, as the empirical study showed, changes in well-being indicators, neuropsychic ten-
sion, and psychophysiological indicators of stress were detected during digital activity among
respondents of different ages and digital stages. Most likely, such changes are associated with
other digital behavioral markers, as well as with the individual’s overall activity. It is important
to note that existing studies of physical risks do not take into account a number of features,
including the ability of users at different stages to stabilize their condition and the varying
severity of these risks. Therefore, we believe it is important to include a physiological risk
indicator in the experimental study.

The fourth digital risk is associated with the user’s communicative competence (Narayanan
et al., 2016). The impact of this risk leads to changes in the individual’s relationship with soci-
ety, as well as changes in socio-cultural practices. However, it is difficult to say unequivocally
whether these changes are negative or positive. Accordingly, such conclusions require empirical
confirmation. Furthermore, in addition to studying the user's general communicative competen-
cies, it is important to examine their possible constructive and destructive orientation in the dig-
ital environment (using digital communication resources as an example). To achieve this goal,
respondents were randomly selected from groups of users at different stages, and a battery of
diagnostic tools was administered: the author's research questionnaire «Tendency to Cyberbully-
ing» — to study the tendency toward aggression in the digital environment; The author's research
questionnaire «Attitudes to Trolling» — to study the tendency toward provocative behavior; a sur-
vey to identify destructive forms of communicative behavior, including shoplifting, data leaks,
cyberattacks, harassment, extortion, group bullying, and others.

Thus, as the stage of an individual’s digital integration changes, so does the severity of
destructive forms of communicative behavior in the digital environment. However, it should be
noted that this dynamic occurs as a result of an individual’s familiarity with digital resources
and their perception of the digital environment as a living space. It is also important to note that
the severity of destructive forms of behavior remains at a trend level within groups, suggesting
the role of users’ personal characteristics in the digital environment.

It is important to note that the data obtained should also be considered in a psychological
support program and the presence of digital communicative risk should be clarified.

The fifth digital risk is defined as the risk of identity loss (Zhurba et al., 2022). This
risk is associated with identity change, the formation of an uncertain identity, including gender
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roles, and the threat of losing one's self. While acknowledging the significance of these find-
ings, we note a number of contradictory features. Our study analyzes the relationship between
the real and the self-image in the digital environment. While these images are indistinguishable
in the initial stages of digital identity, in later stages a new self-image, distinct from the real
one, may develop.

It is important to note that such an image is coherent and not «blurred», which refutes the
assumption of a loss of self. Furthermore, we note that the influence of the digital environment
on the formation of an undefined identity is unproven. Most likely, the «blurring» of identity
occurs in the postmodern world as a whole. In some ways, the resources of the digital environ-
ment may contribute to its strengthening.

The sixth digital risk is associated with the strengthening of psychological defense mech-
anisms (Kremen et al., 2022). This digital risk is associated with escapism, when an individual
prefers the digital environment to real space, leading to isolation and loneliness. It is important
to note that the empirical study identified users’ meanings associated specifically with digital
communication. Furthermore, the cognitive forms of group interaction among users were also
studied. The findings refute the assumption that the digital environment influences the devel-
opment of a desire for isolation and loneliness. At the same time, in order to expand the under-
standing of the aforementioned variables, an additional study was conducted using the random
number method and a battery of diagnostic tools: an adapted version of the methodology for
the digital environment by D. Russell, M. Fergusson — to study the experience of subjective
loneliness.

4. Study of the impact of digital risks on users

The study results revealed no significant differences in the severity of subjective lone-
liness across the sample groups. However, a trend toward lower high and moderate levels of
loneliness is noteworthy across users at different stages: users in the digital adaptation, hybrid,
and digital self-realization stages exhibit lower percentages of these variables. These results are
likely related to the specific nature of the digital environment itself: the diversity of commu-
nication resources and the overall accessibility of communication allow users not only to find
groups with similar interests but also to build deep interpersonal connections.

Furthermore, the overall severity of isolation among users at various stages is low. These
results indicate, firstly, a standard distribution curve for the mental defense mechanisms of the
respondents’ environment, and secondly, the absence of a negative impact of the digital envi-
ronment on the mental defense mechanisms of users at various digital stages. Certainly, lone-
liness and isolation are possible in the digital environment. However, the diversity of digital
resources and variations of digital activity can compensate for these user characteristics.

The seventh digital risk is associated with destructive emotional patterns of users (Zhuk
et al., 2014). In our study, we noted the severity of frustration, aggression, anxiety, and emo-
tional rigidity among users at various stages, which arise when confronted with the character-
istics of the digital environment.

At the same time, our previous studies have highlighted the importance of studying
the emotional patterns of a user’s personality, which will allow us to clarify the character-
istics of their emotional state when interacting with digital resources. We emphasize the
importance of studying this indicator specifically at the experimental stage, as we consider
emotional schemas to be one of the destabilizing manifestations requiring intervention. To
study the severity and type of users’ emotional schemas, respondents representing various
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digital stages were randomly selected, and a questionnaire adapted for the digital environ-
ment was implemented.

Accordingto our study, pre-digital users exhibitemotional schemas of duration (Hamp=22,
with p £0.05), low consensus (Hamp=19.500, with p < 0.05), rumination (Hamp=31.401, with
p <0.05), and blame (Hamp=18, with p < 0.05). The emotional schema of duration is a person's
belief that the emotions they experience from interacting with the digital environment will be
stable over time. Typically, this schema arises in a digital environment when users encounter
new digital resources that are difficult to use but necessary. This is associated with a person's
low instrumental literacy. The low-consensus emotional schema reflects an individual's feelings
about their inability to effectively use the digital environment and, consequently, a perception of
themselves as misunderstood and experiencing a unique range of emotions.

The rumination emotional schema is the belief that when interacting with the digital
environment, one must dwell on negative emotions and experience them until digital experi-
ence expands. The prohibition on positive emotions in this case is associated with the belief that
it is impossible to be happy if one fails at something. The blame emotional schema is associated
with the search for external culprits for the individual’s failure. For example, if such a user fails
to interact with a digital resource, the developer of the digital resource, who created a complex
algorithm, is to blame. Typically, such users with a high expression of this emotional schema
may refuse to interact with the digital resource and feel destabilized for a long time.

Table 1
Emotional schemas of users during the digital immersion stage (first position)

Emotional schemas Presence of schema in respondents (total — 43 people)
Invalidation 55.81% (24 people)
Loss of control 72.09% (31 people)
Duration 51.16% (22 people)
Rumination 67,44% (29 people)
Blame 58.14% (25 people)

According to the results presented in Table 1, users at the digital immersion stage are
more likely to exhibit the following emotional schemas: invalidation (Hamp=44, with p <0.05),
loss of control (Hamp=31, with p < 0.05), duration, rumination, and blame. It is worth noting
that invalidation as a user's emotional schema represents the individual's belief that other users
do not understand the specifics of their emotional state and are unable to provide any help.
We hypothesize that the severity of this schema may be related to a lack of familiarity with
digital resources where like-minded individuals and people capable of providing assistance
and support communicate. In this case, the individual may feel uncomfortable and lonely in
the digital environment; however, as their digital immersion stage increases, such experiences
may change. Conversely, the emotional schema of loss of control is expressed as a belief in
the need to control or suppress emotions. This emotional schema in the digital environment
can likely develop as a result of several factors. First, unfamiliarity with digital language and
reduced operational skills (e.g., typing speed) can hinder users' emotional responses. Second,
individuals initially adopting digital technologies may encounter fraud and provocation in the
digital environment, and lack of experience in such situations leads to excessive caution when
expressing their feelings. We hypothesize that this emotional schema can be reduced through
the implementation of a psychological support system.
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Table 2
Emotional schemas of users at the digital architecture stage (first position)
Emotional schemas Presence of schema among respondents (total — 33 people)
Devaluation 57.58% (19 people)
Duration 66.67% (22 people)
Simplified view 78.79% (26 people)

According to the results presented in Table 2, users at the digital architecture stage exhibit
emotional schemas based on the devaluation, duration, and simplified view types (Hamp=16;
Hamp=37.500, with p < 0.05). The devaluation emotional schema indicates a rejection of their
emotions when interacting with the digital environment. For example, the user does not believe
that digital resources or other users can influence them. Therefore, respondents tend to down-
play the emotional states they experience in the digital environment. The simplified view emo-
tional schema is characterized by an aversion to mixed feelings or emotional ambivalence in the
digital environment. However, digital resources and trends often contain ambivalent messages
and emotions, which are more accessible to experienced users. Therefore, users at this stage do
not recognize certain digital codes.

The emotion schema of insensitivity is characteristic of respondents who believe they
lack strong emotional reactions. These users tend to believe that digital content does not and
cannot have a strong influence on them. Furthermore, despite the ability and desire to establish
interpersonal connections in the digital environment, they harbor ideas about the possibility of
emotionally disengaging from these connections. The emotion schema of excessive rationality
indicates a tendency to believe in the predominance of reason over emotion. Such users typically
try to perceive information and digital actions logically. Furthermore, they tend to criticize any
incoming information and seek evidence for it. Thanks to their developed instrumental skills,
respondents are able to use a variety of digital resources to refute or prove certain information.

Thus, analysis of focus group data allowed us to determine the cognitive, physiological,
and communicative risks for each user group.

It is worth noting that users in the pre-digital, digital immersion, and architectural stages
exhibited cognitive risks, unlike other groups.

It's worth noting that the emotional and behavioral risks of users at various stages were
studied. Interestingly, early-stage users tend to experience fear of not being able to cope with
digital risks and frustration, which suggests that digital risk management methods are being
integrated into psychological support programs for individuals in the digital environment.

5. Conclusions

The conducted study provides a comprehensive analysis of digital risks in the context
of users’ stage-based digital integration and their psychological characteristics. On the basis of
theoretical generalization and empirical evidence, it has been demonstrated that digital risks are
multidimensional in nature and manifest differently depending on the level of digital involve-
ment, users’ experience, and individual psychological traits.

The findings confirm the ambivalent nature of the digital environment: alongside poten-
tial threats, it offers significant resources for the development of cognitive, communicative, and
identity-related capacities. Cognitive risks are most pronounced at the early stages of digital
integration and tend to decrease as users’ digital competence increases, indicating the adaptive
potential of the human psyche under conditions of digitalization.
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Physiological and psychophysiological risks manifest through increased tension and
changes in well-being; however, their intensity is determined not only by the duration of digital
activity but also by users’ behavioral patterns and their capacity for self-regulation. Commu-
nicative risks do not exhibit an unequivocally negative character: destructive forms of digital
behavior remain at a trend level and are largely associated with personal characteristics rather
than with digital interaction itself.

The assumptions regarding a direct link between digital engagement and increased
isolation, loneliness, or identity loss were not empirically confirmed. On the contrary, digital
resources may compensate for deficits in social interaction and contribute to the formation of
a coherent, albeit distinct, digital self-image. At the same time, the emotional sphere appears
to be the most vulnerable domain, particularly at early and transitional stages of digital inte-
gration, where elevated levels of frustration, anxiety, rumination, and emotional rigidity are
observed.

Perspectives for further research include the expansion of longitudinal studies to exam-
ine the dynamics of digital risks across the life span and to clarify causal relationships between
digital engagement and psychological changes. Future research should also focus on cross-cul-
tural comparisons in order to identify sociocultural factors that mediate the perception and
manifestation of digital risks. An important direction involves the development and empirical
validation of targeted psychological support and digital risk management interventions tailored
to specific digital stages. Additionally, further studies may explore the role of individual differ-
ences — such as personality traits, coping strategies, and emotional regulation styles — in mod-
erating users’ vulnerability or resilience to digital risks. Finally, the rapid evolution of digital
technologies necessitates continuous revision of digital risk classifications and the inclusion of
emerging phenomena, such as artificial intelligence-—mediated communication and immersive
virtual environments, into psychological research frameworks.
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