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THEORETICAL APPROACHES TO CRISIS MANAGEMENT  
DURING THE INFORMATION WAR
Yelyzaveta Mykhailova1, Stanislav Mykhailov2

Abstract. The study is devoted to crisis management in information warfare. Modern society, transformed into 
an information society, together with access to information and knowledge has received new threats to personal 
and national security. Information and communication are realized in the information space, which is a social or 
geographical space within which typical communication processes take place. Its subjects are individuals, social 
groups and organizations, and its objects are information or those who receive this information. The field of 
information warfare is constantly expanding, but its main part remains the media and the Internet. The purpose 
of the research is to describe and analyze the methods of crisis management of any organization in conditions of 
information warfare. Methodology. Since crisis management is seen as a process of interrelated functions, at the 
pre-crisis stage of its formation it is necessary to find out the factors that can prevent a crisis situation, to develop 
strategic business marketing plans, control risk factors to avoid possible losses and negative consequences. When 
developing strategies and management methods that prevent a crisis situation (pre-crisis management), preference 
is given to factors and tools that can activate the exit from the crisis (crisis management), and then to strategies 
aimed at renewal and post-crisis management systems. Results. Considering that information warfare is universal 
and can be implemented in all spheres of life, including economic, it affects the efficiency of the enterprise. In such 
a situation anti-crisis management is used, the purpose of which determines its stages: planning of strategies and 
programs; organization of optimal structure; motivation of personnel; control of timely changes. In accordance with 
the purpose of crisis management, its positive results can be observed in: restoring the financial equilibrium of the 
enterprise; alignment of imbalances of internal and external parameters of the enterprise; ensuring the financial 
stabilization of enterprises; ensuring and maintaining the viability of the enterprise. Another aspect of crisis 
management is public administration, which is implemented in the creation of a system of interaction between the 
state and the market economy, with the ability to overcome macro- and microeconomic crises, provided through 
financial and legislative regulation, industrial policy and income redistribution.
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1. Introduction
As modern society has been transformed into an 

information society, with access to an infinite amount 
of information and knowledge, there are new threats 
to individual and national security. In a society where 
information has become global, there is a need for  
a new decision-making mechanism for dispute reso-
lution and coordination.

However, in the information society, where any 
process takes place in the information space, where 
economic, political, cultural and even psychological 
impact occurs through information, a new phenomenon 

of "information warfare" has emerged. The works of  
such scientists as E. Aronson (2007), S. Grinyaev 
(2001), H. Kissinger (2017), O. Kurban (2016), 
M. Libicki (2007), E. Toffler (2000) were devoted to 
the problem of information wars. 

A striking example of the modern development 
of information warfare technology, marked by the 
emergence of specialized strategies, methods and 
tools, was the war in Iraq (2003). During this armed 
conflict, separate military units were created to conduct 
psychological operations (PSYOPS), which specialized 
in influencing emotions, motives and objective  
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thoughts through the use of certain information, and 
since 2010 it has been called "Military Information 
Support Operation" (MISO).

At the present stage, and especially in the infor- 
mation society, there are problematic crisis processes  
and phenomena, which are associated with the 
movement of information in the economic system of 
the country and in a particular economic sphere. The 
consequences of external and internal information 
influences lead to the destruction of the functioning 
system, which, in turn, requires the improvement of 
anti-crisis management mechanisms.

2. Trends and trends in information warfare
Crises in any organization, especially in a state 

organization, in the face of information challenges 
can arise systematically and suddenly, in the form of  
growing conflicts that lead to disintegration. The 
obsolescence of the technologies used and the loss 
of competitive advantages, a significant outflow 
of resources are also signals of a growing crisis.  
In addition, in addition to external influences, any  
acute disputes arising within the organization are in one 
way or another related to its financial and economic 
activities. That is why crisis management is aimed at 
eliminating and preventing gaps in the allocation of 
resources and optimization of economic activity.

In a time of information warfare that is unfolding 
within the information space, where information 
is exchanged through the media, the media is 
a major tool for shaping human thinking. Therefore,  
the current Ukrainian situation, in which the 
main subject of the information and psychological  
impact is the media, is more relevant than ever 
(Samokrutova, 2017). Because of its ability to create 
reality, the media becomes an arena of struggle and 
propaganda. 

By creating different kinds of tactics that play on 
prejudice and emotion, modern propagandists exploit 
two basic human tendencies: the desire to exploit  
mental stereotypes and the rationalization of behavior. 
Modern propaganda p refers to "workarounds" of 
persuasion and aims to benefit at the expense of most 
people's limited cognitive ability to process information. 
Today's information environment, saturated with 
messages, advertisements, etc., minimizes the oppor-
tunity for in-depth understanding of important 
problems and solutions (Bogush, 2007).

Typical information warfare strategies include:
1) the ability of a self-learning information system to 
purposefully reprogram another similar system; 
2) the need to reprogram the system to search the 
outside world or create an information system that 
would be similar; 
3) the ability of the information system to "look at the 
world through the eyes of others; 

4) the usage effective areas, such as culture, art,  
religion for the rapid and mass reprogramming;
5) the ruination the most important basic elements  
for preliminary chaos (Samokrutova, 2017, p. 100).

3. Anti-crisis management  
in information warfare

System analysis of specific signals allows us to  
identify a number of parameters that serve as indicators 
of crisis phenomena in the conditions of information 
warfare. But it is worse to emphasize that this 
methodology is effective at the stages of early diagnosis 
of crises, when the goal is to prevent their occurrence,  
to prevent further deterioration of indicators:

1. Falling demand for the organization's goods, 
decreasing purchasing power of the population, 
increasing demand for competitors' goods.

2. Deterioration of the parameters of production 
factors, such as a reduction in the supply of raw  
materials, an increase in the price of raw materials  
and equipment, an increase in the cost of licenses.

3. Reduction of production in related industries, 
stagnation of their scientific, technical and economic 
potential, growth of prices for infrastructure services.

4. The proximity of competition when the competitive 
status of the organization, the active "switching" of 
customers to substitute products, price wars.

5. Adverse changes in the activities of state and 
governmental structures: an increase in tax rates and  
the introduction of new taxes, adverse changes in 
exchange rates, customs duties, changes in civil 
and commercial legislation, state control over price 
fluctuations.

6. Random events: location of the organization in 
a region prone to natural disasters; instability of foreign 
policies of foreign business partners, demographic 
shocks; unexpected scientific and technological 
breakthroughs presented by competitors.

7. Deterioration of technical resources of the 
organization: wear and tear of technological equipment, 
use of outdated service stations.

8. Worsening parameters of technological resources: 
lack of opportunities for systematic scientific research; 
use of technology that does not allow to effectively 
change the generation of products within a single life 
cycle.

9. Reduction of human resources: employees are 
focused on the use of command and administrative 
methods of management, performance of traditional 
types of work due to the stability of technology; 
ensuring technical, social and environmental safety is 
not of paramount importance.

10. Lack of flexibility in the organizational structure: 
its stagnation and focus on functions, bureaucratization.

11. Financial policy is characterized by the systematic 
attraction of borrowed funds (Avdoshina, 2018).
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The main features of anti-crisis management in the 

conditions of information warfare, which are observed 
in the process of withdrawal of the company from the 
crisis, are based on the implementation of programs 
to improve competitiveness and financial recovery. In 
addition, the main distinction of this type of manage-
ment is the company's ability to respond constructively 
and quickly to changes and threats arising from the 
information impact. Moreover, the ability to develop 
optimal ways out of the crisis, to determine the priority 
values of the enterprise during the information war,  
to promote effective work in extreme conditions  
should predict and prevent the insolvency of the 
enterprise in advance (Kovalevsjka, 2016).

In accordance with the definition of the concept  
and directions of crisis management in the information 
war, it is possible to identify the following functions:
– planning covers the process of defining the 
organization's goals and their changes, strategies and 
programs to stabilize the crisis, and resources to achieve 
them;
– the organization forms the optimal structure and 
volume of used funds, management personnel and 
staff for the efficient use of labor, material and financial 
resources;
– motivation includes a system of incentives and 
sanctions, which will interest the entire team and each 
employee in improving the efficiency of the enterprise 
in order to exit the crisis as soon as possible;
– control is aimed at predicting deviations from set  
goals in order to make timely operational changes 
to improve the effectiveness of anti-crisis measures 
(Ghasanov, 2012, p. 49).

The economic mechanism of crisis management in the 
information war consists of the following basic elements 
that make up the system of crisis management: diagnosis 
and forecasting of financial condition; evaluation of the 
company's business and its development; evaluation 
of external and internal marketing environment; 
development of organizational, industrial and strategic 
management; personnel management; development of 
financial management system; availability of anti-crisis 
investment policy; implementation of measures in crisis 
business planning, organizational measures for the 
liquidation of the company (Rodin, 2015, p. 4).

Implementation of crisis management in information 
warfare at the micro level can be ensured by sequential 
implementation of the following steps:

Step 1. Creation of a specialized group based on 
a matrix management structure, consisting of company 
employees and invited specialists, for the period of 
a potential or real crisis.

Step 2. Monitoring and evaluation of the feasibility 
and timeliness of implementation of crisis management 
measures.

Step 3. Justification of expediency and timeliness 
of the use of rational methods and techniques of 

crisis management and implementation of anti-crisis 
solutions.

Step 4. Forming a set of measures to resolve conflicts 
of interest on the part of third parties.

Step 5. Analysis of the implementation of manage-
ment measures in accordance with the planned and 
actual indicators in the course of crisis management.

Step 6. Developing measures to anticipate future 
crises and creating preventive measures (Rodin, 2015, 
p. 12).

In the system of crisis management, the state plays 
two roles, which correspond to its two functions in 
the system of social relations: civil-law and public-law. 
The public-law role of the state is observed in providing 
legislative regulation and administrative management, 
taxation, organization of the financial system of the 
state, issue of national currency, support of its rate.  
The role of civil law is manifested in the participation 
of the state in civil relations (Subachev, 2016, p. 31). 
The role of the state in the crisis management system 
is realized in the creation of a system of interaction 
between the state and the market economy, ensuring 
the overcoming of macro- and microeconomic crises. 
At the same time, state regulation of crisis situations 
is characterized by a significant variety of models  
and types. 

4. Conclusions
Thus, information and communication, which form 

the basis of information warfare, are realized in the 
information space, which is a social or geographic 
space within which there are typical communication 
processes, the subjects of which are individuals, 
social groups, (organizations), and the object – the 
information or those who receive this information. Since 
information warfare is universal, it can be implemented 
in all spheres of life, including the economy. Infor- 
mation warfare affects the efficiency of the enterprise, 
the decline of which is expressed by certain indicators 
that precede the crisis. In accordance with the purpose 
of crisis management are defined its functions: planning 
strategies and programs; organization of the optimal 
structure; motivation of staff; control of timely changes.

Given the purpose of crisis management, its positive 
results are manifested in: restoring the financial 
equilibrium of the enterprise; alignment of imbalances 
of internal and external parameters of the enterprise; 
ensuring the financial stabilization of enterprises; 
ensuring the viability of the enterprise; maintaining the 
viability of the enterprise.

A separate aspect of crisis management is public 
administration, which is implemented in the creation  
of a system of interaction between the state and the 
market economy, with the ability to overcome macro- 
and microeconomic crises, implemented through 
financial and legislative regulation, industrial policy and 
income redistribution.
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