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SPECIAL EQUIPMENT APPLICABLE
IN ADMINISTRATIVE ACTIVITIES OF LAW ENFORCEMENT
AUTHORITIES AS A LEGAL CATEGORY

Kharaberiush I. F.

INTRODUCTION

The existence of offenses and their destructive influence on almost all
processes occurring in the state, and encourages state law enforcement
agencies to continuously improve methods and measures to counteract these
negative phenomena.

Such reaction of law enforcement agencies is necessary to ensure public
and personal security of society as a whole. Reckless disregard for even
minor administrative violations by law enforcement leads to a decrease in
confidence in the system of protection of citizens, legal nihilism, growing
crime, and other related negative social phenomena.

The formation of Ukraine as democratic, social, rule of law largely
depends on the stability of social relations, protection of rights, freedoms
and interests of man and requires effective law enforcement. The contents of
administrative law enforcement activities is the performance of duties on
protection of public safety and order, combating crime and crime prevention,
as well as creating conditions for the realization by individuals of their rights
and legitimate interests®. Essential in the process of becoming a democratic
state and efficient administration of law enforcement agencies is played by
scientific and technical means that we collectively are defined as a special
technique of law enforcement.

Interdisciplinary legal category of “a special technique of law
enforcement™ brings together all the technical tools that are used in law
enforcement activities, and divided according to their professional
spraymount on the forensic (investigative activities), operational
(operational-search activity) and organizational (administrative activities).

If forensic and surgical technique have quite a developed system of
studies and emerged as a separate category of law — the organizational
machinery for such a system does not and requires separate consideration.
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Research the use of scientific and technical means of law enforcement have
been studied by many scientists. But there is still no clear conceptual and
structural certainty of special equipment used in administrative activities, the
definition of its system, the interpretation of it as a legal category. We need
to determine the location of special equipment used in administrative
activities, to determine its system, to provide a General characterization of
the organizational technique and describe its classification.

1. The concept of organizational technology as a legal category

One of the components of the law enforcement activities of the police is an
administrative activity, which differs in scope and content tasks the relevant
agencies and police departments. Administrative activities are carried out
through legal and administrative means and are aimed at protecting public order,
ensuring public safety’. One of the effective means of realization of
administrative activity there is a special technique of law enforcement.

The necessity of using special equipment in law enforcement bodies of
Ukraine and administrative activities in particular due to many factors:

— the use of special equipment greatly expands the physical capabilities of
man, which in turn improves the performance of official and social activities of
employees in all areas of the operation of law enforcement bodies;

— the use of special equipment in the process of improving the information
support of law enforcement activities, the entire information infrastructure of law
enforcement agencies of Ukraine leads to increased efficiency of management
decisions, the optimal number of law enforcement units;

— in the process of law enforcement activities on the prevention of crime,
collection of primary data, the use of special equipment makes it possible to
avoid influences of subjective factors and significantly increases the level of
objectivity of such data;

— the use of special technical systems allows to significantly increase the
reliability of separate continuous functions of law enforcement agencies
(security systems, alarm systems, video surveillance systems, and the like);

— effective counteraction to modern criminal gangs, neutralization and
prevention of their activity is impossible without special equipment, which is
a consequence of the high technical equipment of such groups®.

We previously argued that the concept of “special equipment” is generic,
and is most useful to classify its activities, which also contributes to the
system of the current legislation governing the use of special equipment for
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various services. Thus, a special technique can be classmed for operative-
investigative, mvestlgatlve and administrative activities®.

However, recognizing such a division of special equipment in the direction
of law enforcement agencies, scientists in the future does not explore
systematically the conceptual-structural complex of special equipment General
and office equipment in particular. Individual scientists define special equipment
as the system hardware and relevant tactical techniques, which are applied by the
bodies of internal Affairs in strict compliance with the law in the fight against
crime, ensuring public order and perform other duties assigned to them. While
the technical means they include seven major classes: communication; alarms
and industrial television; operational-technical means (tools unofficial
photography and video recording, means of covert recording, search devices;
night surveillance; special chemicals); reconnaissance and technical information
protection; forensic engmeermg, information systems; means of individual
protection and active defense®. In this definition, special machinery tracked the
main directions of the use of technology in activities of internal Affairs bodies,
but there is no clear clasific these means used in administrative activities.

Some scientists consider special equipment within all law enforcement
agencies’, but also do not lead to a logical conclusion the legal definition
that we are considering.

In works of scientists sometimes found the definition of art that is used
for administrative activities, is a set of technical means applied in a
transparent manner, to ensure the protection of public order and public
safety. Technical tools, devices, and methods for their use are developed or
adapted depending on the direction of administrative activities of internal
Affairs bodies and goals of their application. These include tools, office
equipment, special vehicles, technical means of traffic control, etc. the
Application of this technology is regulated by norms of administrative law®,
In this work there is also uncertainty regarding organizational technology
and its precise classification.

Question the usage of the special equipment in administrative law
enforcement activities, we try to consider based on the content of administrative
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activity of the police is to fulfil the responsibilities to ensure public safety and
order, fight against crime and crime prevention, as well as creating conditions for
the realization by individuals of their rights and legitimate interests. The
administrative activities of the police is divided into two types:

1) in-system. Snooty administrative activities aimed at ensuring the effective
functioning of all departments and services, efficient work of employees, as well
as the rational use of energy and resources. It includes: definition of the
structure, States, work planning, control and verification execution of, the
dissemination of good practices, placement and training of personnel,
certification of personnel, record keeping. This activity applies to paparatto-
rovanie divisions and has a subsidiary character in relation to the external.

2) external (law enforcement). External administrative activities outside
of the police system and applies to napedowy her state and public
organizations, and citizens. Following her directions:

— the protection of public order;

— ensuring public safety (rules of the permit system, road safety);

— protection of property;

— licensing activities;

— protection, maintenance, and escorting persons;

— the functioning of the special institutions of the police;

— preventive work®.,

To determine the scope of the concept of “organizational technique”, we
apply the method of selecting criteria. When defining organization
techniques as a basis we take the following indications:

— interpretation of the definition of “organization” (from the Greek.
Spyavov — tool) as a target to achieve a certain goal. The term “technique”
refers to, firstly, the totality of the instruments of labor, tools with which to
create something, and secondly, directly to the machines, tools, devices, and
thirdly, a body of knowledge, tools, methods, and techniques used in some
cases™’. “Specialty” organizational technology in this case is determined by
its target priznachennya™ and allows the total Arsenal of scientific and
technical means to allocate funds and methods to ensure the solution of
problems of administrative law enforcement;

— requirements for the use of organizational and technical means. Due to the
nature of the application to meet such requirements of scientific validity that
must be provided by a system of state standards and certification of related
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equipment; the reliability, i.e. the ability of long-term work (including offline) in
any climate and weather conditions; safety, i.e. avoidance of harm to the life and
health of people and the environment, and the like;

— the subject of the application, which are the law enforcement agencies
that implement the administrative function. In this vipadku as subjects, we
consider the relevant authorities and police units that perform administrative
activities, which differs in scope and content of the tasks. Administrative
activities are carried out through legal and administrative means and are
aimed at protecting public order, ensuring public security. The law of
Ukraine “On the National police” from 02.07.2015 and regulations of the
National police from 28.10.2015 identify the key measures that make the
National police of Ukraine in the framework of the administrative activities;

— the conditions of application of the organizational machinery.
Organizational-technical means can be divided in relation to areas of
administrative activity, carried out in accordance with the rules of
administrative law (through the services of public order protection,
protection of objects, etc.);

— the direction of application of the organizational machinery for the
implementation of the functions of protection of public order, ensuring
public safety, protection of property, maintenance works and the like.

Based on the recognition of the definition of “special technique” as a
generic, generic concept, we can say that organizational technology is a
special technique wused in administrative activities. Organizational
technology can be defined as a set of organizational and technical means and
methods of their legitimate use in order to fulfill the tasks of administrative
activities by law enforcement agencies. Organizational and technical means,
according to this definition, include — technical, software and software tools,
special devices, substances, automated and intelligent systems. The
methodology of application of organizational technology is a scientifically
grounded tactical techniques, methods and information technologies.

2. System-structural structure of organizational technique

Further development of our study should be the definition of the system-
structural structure of the organizational equipment of law enforcement
agencies as a scientific category according to selected criteria.

For this we turn to the classical theory of organization. A significant role
in the development of organization theory played a German sociologist
M. Weber, who described the ideal organizational structure that ensures the
optimization of all structural Association (e.g. law enforcement authority).
He believed that such basic elements of organizational structure as the
division of labor by functional specialization, hierarchical system of power
distribution, formalized system of procedures, rules and regulations to
determine rights and obligations of employees and their behavior in specific
situations, the recruitment and promotion of employees in accordance with

534



their competence and domestic needs, the anonymity of the relationship, will
provide the speed, precision, order, certainty, continuity and predictability of
the structural activities of the Association. A system built in accordance with
these principles, called hierarchical structure®. In accordance with the
pp. 3.5.1 ISO 9000 “Systems of quality management. Basic provisions and
vocabulary”, the system is a set of interrelated or interacting elements.
Standardization contributes to the combination of institutional elements, in
our case a law enforcement Agency that performs administrative functions,
sistematski relationships, thus creating preconditions for the emergence of
synergetic effect'. The hierarchical structure of law enforcement units
carrying out administrative activities (mainly the police) will serve as the
basis of systematization of the organizational machinery.

By analogy with the special equipment, organizational technique as a branch
of knowledge represents the totality of knowledge, which in a certain sequence
according to their importance, relationships and relationships. Like every
science, organizational technique has its own system, which has evolved over
time and requires a clear definition with regard to the requirements™.

Using the deductive method, we can say that the system of organizational
technology, as a section of special technics of law enforcement agencies, is
composed of elements that include general provisions and branches of
organizational technology. General provisions should define the basic concepts,
system, principles of use, tasks of organizational technology, the general
characteristics of organizational equipment, techniques and methods of their
application, legal regulation in solving problems of administrative activities.

The branches of organizational technology of law enforcement agencies
should consist of the main directions of its use in administrative activity.
According to the directions of use, it can be considered in relation to the
management of the activities of law enforcement agencies — management,
security and public safety — security, property protection — security equipment.

Tools office equipment, we believe, can be classified according to the
following criteria: the source of origin; application.

Regarding the sources of funds, the organizational techniques can be
divided into three large groups: General use (adapted) for General use with
minor alterations (modified) and specially designed (unique).

The purpose of the organizational-technical means can be considered,
given their technical capabilities, which are used to implement
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administrative forms of law enforcement. On purpose they are, we believe,
are divided into; a means of recording information; means of organization of
management (communication, speech amplification system of collection,
accumulation and analysis of information); technical security equipment;
search equipment; monitoring and control; protection and the like.

Given the fact that we are a General characteristic of the special
techniques of law enforcement and its components has been discussed
previously™ we elaborate on the areas of organizational equipment.

Administrative law as an integral part of the legal system of the state is
characterized primarily in that it acts as a regulator of a special category of
social relations, namely relations that develop within the field of public
administration. The term “administrative” in Latin means “manage”.
Therefore, the phrase “administrative law” it is quite natural to interpret it as
a “management right”, and the term “administrative law enforcement” as
“administrative law enforcement”. The term “management” means activities
to guide something. In the literature there are several definitions of the
essence of management. Most often it is understood as an activity which
directs and regulates social relations; the set of instruments and mechanisms
which result in movement of the machine; units in the system of the
institution; the kind of syntactic dependencies and the like®®.

Control system pravoohranitel bodies as every control system has four
elements: management subject — the one who leads; a control object — that is
guided by the subject of management; a direct link is the influence of the subject
on object of management; feedback is informing the object of control in
appropriate form about the perception or rejection of the governing influence of
the subject of management. In this system, the channels and organize the means
of support of management activity — management techniques.

Control technology is designed to provide uninterrupted connection of
subject and object control. In its composition, we believe, include:
communications, enhance speech, surveillance, information and intelligent
systems.
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In the explanatory dictionary of the Ukrainian language States that “the
public” is what takes place in the presence of ?eople the public; intended to
visit or use the broad masses; public; public'’. And a category of “public
safety” reflects current trends of social and state development in a direction
that corresponds to the priority of Ilfe health and personal safety of man and
citizen, its prosperity and well-being™

So under public safety and can understand the preservation of the rule of
law from threatening events and values of the citizens of the state and
society as a whole, as well as the actual condition which makes it impossible
for their normal functioning, implementation of guaranteed by law nghts
freedoms and interests, preservation of property, health and life of people®.
The effectiveness of protection and ensure public safety is largely dependent
on the tools that guarantee the safety of the personnel of law enforcement
bodies performing protection of a public order and traffic, namely, safety.

Safety, we can mclude special tools, a means of recording and
monitoring, search tools?, controls of road safety®.

An explanation requwes an approach to the election and use of means of
control of road safety and the dissemination of this approach to other tools of
organizational engineering. So the measurement tools used to monitor the road
safety (alcohol testers, gas analyzers, speed meters, flaw detectors, etc.), in
accordance with the Law of Ukraine “On Metrology and metrological activity”
dated 05.06.2014, N 1314-VI, subject to certification (art. 16) and periodic
verification and verification after repair (art. 17).Therefore, the only and
decisive requirement of the current legislation for measuring equipment that
has already been introduced or is about to be put into operation is the need for
their certification and periodic verification. We believe that this approach
should be extended to other law enforcement special equipment in general and
to organizational technology in particular.

The essence of the application of technical means for the protection of
various objects is quite simple. It consists in equipping the protected object
with devices capable of recording any unauthorized attempts to penetrate the
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yni@egacumemy. 2014. Bum. 29. 4. 2. T. 3. C. 84-86. C 85.
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object or causing a fire at the object and automatically generate an alert
(alarm) of the security personnel, which we define as security equipment.

Security equipment is a set of certified security equipment (intruder alarm)
and methods that are lawfully used for the detection, recording, research,
evaluation and use of information for the protection of objects. System
security technology is determined by two criteria: by application; by functional
purpose. In the application of technical means of security technology is
divided into three groups: security; fire; fire. Functionally, they are classified
into two groups: — detection equipment (sensors) that can be used to obtain
information about the status of the monitored parameter; technical means of
notification intended for reception, conversion, transmission, storage,
processing and display of information coming from the sensors®.

Considering organizational technique as a set of organizational and
technical means and methods of use of these funds, we can’t ignore the
prospect of its development. We see this process in the development and
implementation of intelligent systems that improve the efficiency of
administrative activities.

The concept of “intelligent systems” is derived from the category of
“intelligence” (lat. Intellectus — mind; thinking abilities) and it is associated
with the concept of “artificial intelligence”. In the contemporary
philosophical literature, it is considered as a set or system of cognitive
abilities of the people, manifested in ease of learning, ability to quickly and
easily acquire new knowledge and skills in overcoming unexpected
obstacles in the ability to find solutions to non-standard situations, ability to
adapt to complex, changing, unfamiliar environment, deep understanding of
what is happening, in the works®.

Modern understanding of intelligent systems emerged in the process of
development of theoretical bases of Cybernetics modern control theory, theory
of algorithms, development of new information technologies and the
generalization of the accumulated scientific knowledge, methods and tools in the
field of artificial intelligence. It should be noted that the modern theory of
artificial intelligence and established on the basis of intelligent systems and
technologies was produced by the labor of many researchers over many years.

In the literature of the theory of artificial intelligence and intelligent
systems associated with the work of Alan Turing, in which he showed the
possibility of creating a universal computer, able to solve mental tasks, and
proposed a criterion test of his intelligence. Criterion has been considered
the computer with the help of correspondence to convince the jury that he is
a man. This criterion was later named “Turing test”. This is an example of
the definition of intelligence as the ability to simulate human actions. This
idea of intelligence is a characteristic of the entire early history of artificial

22 XapaGepromm 1.d. Criewiansua TexHika B IpaBOOXOPOHHIH AisUTBHOCTI : HABYAIBHHIL
nocioxuk. Mapiynons : Map/lV, 2017. 311 c. C. 230-231.
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intelligence and became the starting point for the development of dlscu55|ons
about the possibility of artificial intelligence and intelligent systems?*.

Further research in the field of artificial mtelhgence greatly mfluenced
the work of D.A. Robinson and other scientists®. The value of these works
lay in the fact that the main attention in art|f|C|aI intelligence research has
shifted from developing techniques to play in the computer of the human
mind to develop a machine-oriented methods of solving practical problems
(functional approach). Functional approach to artificial intelligence research
remained mostly up to date.

The concept of “artificial intelligence” is usually interpreted as a
property of information systems to take on certain functions of human
intelligence, namely the following intellectual functions:

— communicative abilities — a way of interaction of the system with the
end user and with another intelligent system;

— analytical capabilities — solving complex poorly formalized tasks that
require the construction of a solution algorithm, depending on the specific
situation, which is characterized by the uncertainty and dynamic of the initial
data and knowledge;

— the ability to self-study — the ability of the system to automatically
acquire knowledge from experience and apply them to solve problems;

— adaptability — the ability of the system to develop in accordance with
objective changes in the field of knowledge;

— the ability to self-esteem — possession of the means to evaluate the
results of their own work;

— creativity — covers the compllatlon of poems, computer music, games,
the invention of new objects®.

Each of these features is conditionally responsible for its class of
intelligent systems. Different systems may have one or more intellectual
traits with varying degrees of manifestation.

On the basis of generalization of research results in the field of
intelligence and intelligent systems in law enforcement we have to
understand that the process of providing law enforcement in General and
administration in particular systemic properties of intelligence. This process
should serve as a factor of intensive development and a tool to improve
efficiency in administrative activities through the development and
implementation of new technologies in the following areas:

— information-analytical support of law enforcement. An example of
such an intelligent system can be Integrated information retrieval system of

% Xapa6eprom 1.d. [HTeIeKTYa bHI CHCTEMH B MPAaBOOXOPOHHIH AisIbHOCTI. Bichuk
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the internal Affairs bodies of Ukraine?”, which is designed to support the
operational activities of bodies and divisions of internal Affairs and other
cooperating law enforcement agencies, a substantial strengthening of their
capacities for combating and preventing crime, which requires development
and improvement to the Single computer information system for law
enforcement agencies on combating crime;

— informational support of law enforcement activities. This direction of
development of intelligent systems is associated with the emergence of
geographic information systems, which provide information about spatial
arrangement of objects using maps or plans.

— the development of intelligent video surveillance systems. The
functionality of the whole object of the software of intelligent video surveillance
systems is divided into two large groups: the recognition and classification of
objects of surveillance; tracing the object of surveillance. This area requires
improvement and development in the law enforcement system;

— protection of objects. This type of systems include systems centralto
protection of objects of “Orlan”, “KRONOS”, “Al-Grifon” and so on, which
is essentially a set of technical means and software for centralized
monitoring devices, burglar and fire alarms using the GSM network-
900/1800 and wire lines of the telephone exchange;

— creation of departmental specialized intelligent information systems.
Examples can be: for the border service Integrated information system
“Arkan” and “Garth”; for the Ministry of revenues and duties is a
multifunctional integrated information system “Electronic customs”, etc.;

— implementation and development of intelligent educational information
systems: modeling knowledge, communication, interpretation, self-
improvement; interaction.

Such systematization of intellectual systems used in administrative
activity is, in a sense, rather conditional. We have just outlined the most
promising areas for law enforcement agencies to use intellectual systems to
systematically organize the process of countering administrative offenses. In
the long term, all systems used to combat administrative offenses should be
integrated and comprehensively used to rank information access levels.

Summing up, we can say that organizational technique is a set of
organizational and technical means and methods of their lawful use in order
to perform law enforcement tasks of administrative activities. To
organizational-technical means, technical, software, hardware and software,
special devices, substances, automated and intelligent systems. Methods of
applied organizational technology is scientifically based tactics, techniques,
and information technology.

The system office equipment are items, which includes General
provisions and office equipment. General provisions should define the basic
concepts, system, principles of use, tasks, organizational techniques, General

%7 XapaGepromm 1.d. Criewianbha TexHika B IPABOOXOPOHHIH JisUIHOCTI : HABYAILHHUIL
nocionuk. Mapiynoss : MapZlV, 2017. 311 c.
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characteristics of means of organizational equipment, techniques and
methods of their application, legal regulation in solving problems of
administrative activities.

The branches of organizational technology of law enforcement agencies
should consist of the main directions of its use in administrative activity.
According to the directions of its use, it can be considered in relation to the
management of the activity of law enforcement agencies — control
technology, safety and public safety — security technology, property
protection — security equipment.

The only definitive requirement of the current legislation to means of
organizational equipment, which has already entered or planned to enter into
operation, is the need to implement certification and periodic calibration.

The process of increasing the efficiency of administrative activities
should be developed by intensive development, the development and
implementation of new information technologies and intelligent systems.

CONCLUSIONS

Problems of the use of technical means in administrative activity is a
fundamental multifaceted problem, which can be found only through the
development of a set of interdependent measures based on a common
understanding of the essence of organizational technology, the role and place
of this technology in the activities of law enforcement units.

However, the use of organizational technology is defined not only by
expediency and efficiency of administrative punishment. This should be
evaluated also from the point of view of legality. This means that in all cases
it should be strictly based on the norms of law and subordinate regulations,
and any operational, organizational and other considerations justified to be.
The legality is determined by one of the main principles of organization and
activity of law enforcement bodies on the use of organizational techniques.

The principle of legality in law enforcement activities is the main idea of
the position, expressing the content of law in the use of organizational
techniques, which include:

1. The legitimacy of the use of organizational equipment. The main
condition for the legality of the use of funds office equipment to perform the
tasks of administrative activities is the use of every kind of means and
methods in strict accordance with the Laws of Ukraine and requirements of
the regulations and departmental normative acts by unauthorized persons.

2. Strict observance of the rights and interests of citizens guaranteed by
law. The use of funds office equipment should not humiliate the honor and
dignity of citizens, to cause physical harm, harm to their health.

3. The scientific validity of the potential of the organizational machinery.
The contents of this requirement includes the need to use scientific-technical
means, which are based on well understood phenomena and processes have
been certified and tested, providing the objective, reliable data. The accuracy
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of obtaining the results includes obtaining each time the same results in
similar conditions.

4. The actual grounds for the application of organizational engineering.
The use of organisational techniques should be carried out only if there are
sufficient grounds for the application, for example, of special means of
active defense.

5. Targeted applications organzation technology. The use of
organisational techniques should be aimed at protecting the interests of the
state, rights and freedoms of citizens from encroachments on the part of
offenders.

6. Documentation of the use of organizational techniques and of the
obtained results.

In general, compliance with the law when using organizational
technology is:

— in the obligatory adoption of measures stipulated by the norms of the
laws that regulate the sphere of activity of administrative bodies;

— in implementation of these measures in strict accordance with the
provisions of laws and by-laws of the departmental normative acts;

— inadmissibility of actions, unforeseen by the law, and even more so,
which contradict it.

SUMMARY

The article deals the role and place of technology used in the
administrative activities of law enforcement agencies as a separate category
of legal science. The factors that determine the need to use special
equipment in the administrative activities of law enforcement agencies are
identified. It is based on the doctrine of special equipment of law
enforcement agencies, which we considered in previous studies. According
to the theoretical conclusions about the branches of special equipment of law
enforcement agencies, the equipment used in administrative activities is
defined by us as organizational. The method of criterion selection is used to
determine the scope of the concept of “organizational technique”. The
semantics of the phrase stand out from the criteria; subject, conditions and
direction of application; system; classification; practical meaning. It is
proved that the system of organizational equipment, as a section of special
equipment of law enforcement agencies, consists of general provisions and
areas of organizational equipment. Branches of organizational equipment of
law enforcement agencies consist of the main areas of its use in
administrative activities. By areas of use, it is considered in relation to the
management of law enforcement agencies — management techniques,
protection and public safety — security, property protection — security
equipment. Means of organizational equipment are classified by source of
origin and purpose. The only and defining requirement of the current
legislation for organizational equipment that has already been introduced or
is planned to be put into operation is the need for their certification and

542



periodic  verification. Perspective directions of development of
organizational equipment are defined — development and introduction of
intelligent systems.
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