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Abstract. The subject of the study is transportation by waterways, in 
particular, the activity of sea and river transport in conditions of occurrence 
of unfavorable conditions, the interaction of the ship’s crew and the 
behavior of ship personnel when making decisions on water transport, 
manifestations of risky events and negative consequences on waterways, 
decision-making by the boat master in stressful, force majeure, regular and 
emergency situations.

Methodology. The activity of water transport is inherently a complex 
system. At the same time, it is even more complex than the organization of 
IT technologies. Given this, the methodology for studying water transport 
risk factors is comprehensive. Among the constituent elements, we note: 
An interdisciplinary approach using the methods of risk theory, Probability 
Theory, risk management theory, transport law theory, IT law theory, 
psychology, etc.

The aim of the study is to find out the risk factors inherent in the water 
transport industry.

Risks in water transport are difficult to predict since foresight is not 
always an objective category. The objective side of risk in this case is 
manifested in the fact that it reflects real-life phenomena, processes, and 
aspects of life. The objective side of risk is since the risk exists regardless of 
how it is realized, considered, or ignored. The objective side is determined 
by the probabilistic nature of many processes, and the multivariance of 
relations. In addition, the risk remains associated with the choice of certain 
alternatives, calculating the probabilities of their outcome. So, from this 
understanding it follows that its nature is broader and is associated with 
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the laws of development of the external and internal environment of 
the organization, as well as with the presence of contradictory trends, 
imperfection, spontaneity and randomness of events and phenomena. This 
means that there is and manifests another side of risk – the subjective one. 
It is obvious because people perceive the same state of risk differently 
due to different psychological, moral, ideological, religious principles and 
attitudes. Here, the manifestation of the subjective side is also not in doubt. 
At the same time, the operation of water transport in a modern economic 
format requires anticipating and preventing crisis phenomena, reducing the 
negative consequences of internal and external factors. For an objective 
assessment of the risks of water transport activities, it makes it necessary 
to choose effective methods of managing them and requires an adequate 
scientifically based classification of risks, taking into account the specifics 
of the functioning of water transport enterprises. The scientific novelty is 
as follows: for the first time, risk factors in water transport are analyzed; 
for the first time, it is proposed to consider the behavior and necessary 
competencies of a ship operator when operating a ship in an emergency 
situation from the point of view of social engineering; the previously 
proposed indicative risk factors associated with maritime navigation are 
supplemented; it is proved that the risks that arise during navigation are 
fundamentally related to unfavorable living conditions (functioning of the 
team organization under the sole chairmanship of the captain, as well as 
his ability and the ability of ship officers to make the right decisions not 
only in regular situations but also in force majeure conditions (emergency 
situations). Risks in navigation in emergency situations are caused by 
dangerous phenomena (force majeure) in the natural, man-made and social 
environment caused by negative trends in the development of events that 
lead to dangerous crisis situations when it becomes necessary to take the 
right actions to overcome the danger.

1. Introduction
Transport ensures the development of international economic relations, 

contributing to a mutually beneficial exchange between different countries. 
Sea transport was formed as one of the most important components of the 
economy of a developing state based on a highly developed economic 
and social base. It ensures the normal functioning of the economy, 
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increases the efficiency of social production, creates conditions for the 
rational placement of production forces on the territory of the country, 
taking into account the most appropriate approach of enterprises of 
various sectors of the economy to the sources of raw materials and areas 
of consumption of products, specialization and cooperation of production, 
allows you to develop such industries as trade, agriculture. At the same 
time, transport is a source of increased danger both for humans and for the 
environment [1, p. 222]. Geopolitical confrontation increases uncertainty, 
which hinders investment and increases risks in the transport industry – 
interruptions in global supply chains, sudden price fluctuations, failures 
in the availability of key resources, reduced investment in infrastructure 
[2, p. 24]. The variety of risks of water transport activities and the need 
to choose an effective method of managing them requires an adequate 
scientifically based classification of risks, which makes it possible to 
clearly identify the place of each type of risk in the overall system. Risks 
are an integral part of the functioning of any enterprise and any activity. 
Therefore, water transport activities are associated with risks. The 
problem of the probability of accidents in the port economy and methods 
of its assessment are relevant both for individual ports and for the state 
as a whole, because reducing risks and making reasonable decisions will 
help it function effectively in the international arena.

Currently, risk theory is a deeply developed base of applied mathematics, 
but it is still not widely used to solve problems related to risk management 
in sea and river transport. So, for example, in the works [3; [4] the problem 
of managing certain types of financial risks in the activities of shipping 
companies and ports is solved, in [5] various organizational and economic 
problems related to risk management in the activities of maritime transport 
enterprises are considered. The paper proposes a method for substantiating 
the feasibility of ensuring the risks of a classification company associated 
with supplier certification [6, p. 136]. Various national maritime authorities 
and international organizations have shown great interest in implementing 
risk management processes in the decision-making process to prevent 
shipping accidents in Waterway areas. There is a constant need for 
approaches, models, and tools for identifying, analyzing, and assessing the 
risks of accidents on sea vessels, as well as strategies for their preventive 
management in (inter-organizational) conditions [7, p. 1].
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It is important to stress that the United Nations Maritime Transport survey 
2020 focuses on the need for future maritime transport to be calibrated with 
risk susceptibility in mind and to provide more effective risk management 
and sustainability capabilities. Understanding vulnerability, vulnerability, 
and potential losses is key to informing about increased resilience in this 
sector. At the same time, soon, transport operators should acquire practical 
skills in risk management in water transport [8, p. xiii].

But there is no comprehensive study of risks in the activities of sea and 
river transport yet.

The study aims to find out the risk factors inherent in the water transport 
industry.

Research tasks: to find out the meaning of the concept of «risk in water 
transport», to identify risk factors inherent in the functioning of sea and 
river transport.

Research methodology. The current stage of development of the science 
of transport management is characterized by a focus on enriching the theory 
and practice of managing complex transport systems with methodological 
tools of the market economy [9, p. 6]. The activity of water transport is 
inherently a complex system. At the same time, it is even more complex 
than the organization of IT technologies. From this, the methodology 
for studying water transport risk factors is comprehensive. Among the 
constituent elements, we should note that an interdisciplinary approach 
using the methods of risk theory, probability theory, risk management 
theory, transport law theory, IT law theory, psychology, etc.

2. The concept of «risk» in water transport activities
Riskology considers risk not only as an undesirable sign of uncertainty 

about future events but also as a source of positive income opportunities, 
which in turn generate two types of risks: negative and positive risks. As for 
the first type, negative risk, then of course it should be avoided, as for the 
second type – on the contrary, agree, since it carries a positive result. Risks 
can be considered as a three-dimensional mechanism, for example, risk as 
a threat, risk as uncertainty, risk as an opportunity. In the first two cases, it 
is necessary to minimize it, and in the latter case – to optimize it [10, p. 11]. 
The basis for determining the level of risk in almost all methods is the 
probability of occurrence of an event that affects the probability of threat 
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implementation. In most cases, the probability is determined by the expert 
method or based on statistics from past periods regarding the same events. 
However, you should consider the correction for the error of experts, as well 
as statistics of past periods that may not correspond to previous practice. 
Moreover, there are more factors influencing the determination of risk than 
the probability of threat implementation, the amount of losses, and so on. 
Shipping risks and port risks should also be separated.

It is also logical that due to the fact that the concept of «risk» has a fairly 
broad interpretation (see [11; 12; 13]) and is well-known, we will find out 
its features in the activities of sea and river transport. It is also worth noting 
that risks on Sea and river transport are a type of transport risks – risks 
associated with the transportation of goods by such modes of transport: 
road, sea, rail, air. These include accidents and catastrophes [14, p. 70]. Risk 
in water transport is understood as the probability of occurrence of negative 
consequences, in particular losses, losses in the process of transportation by 
waterways.

3. Major risk factors associated with maritime navigation
In general, risk can be considered any risk associated with at least one of 

the four components that are the sources and causes of risks. These include 
the following components: information; people, technical systems; and 
nature. At the same time, analyzing sea and river navigation, we note that it 
is characterized by different degrees of probability of all risk components. 
In the literature (see [15]), there are attempts to find a generalized term for 
naming such objects: a sociotechnical system, an object of informatization 
or automation, and so on. In our opinion, it is quite sufficient to use the term 
«organization» as an independent object of a specific type of activity. At the 
same time, firstly, emphasis is placed on the main purpose of the object, and 
secondly, when it comes to ensuring safety during navigation, it is necessary 
to consider the entire system and the impact of social engineering on it 
as an important component of the object’s activities. For an organization, 
we can distinguish at least two aspects of its manifestation: internal object 
activity and external information manifestation of the object. Considering 
an organization as an object of a holistic solution to the problem of risks, it 
is necessary to identify all types of threats that can destructively affect its 
activities. At least the most likely occurrence of risks during transportation 
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by sea. This is since transportation by water modes of transport is the longest 
of all other types [16, p. 23]. At the same time, risk factors cause threats. 
A threat represents the degree of possibility of implementing a danger 
for a given object. Threats to specific objects from the implementation 
of the danger are characterized by the possibility of exposure to negative 
factors and causing them harm as a result. The threat to an object from 
sources of danger is determined by their relative position in space and time  
(for stationary objects only in space), the distribution of wind directions, 
the characteristics of the source of danger, the achieved level of protection 
and stability of objects, and other factors. It is implemented if the object 
is in the danger zone. Hazards pose a threat to an object only when they 
can harm it. A threat to objects occurs when their placement in the areas 
of possible action of negative factors of dangerous natural, man-made and 
social phenomena [17, p. 97]. In cases of a long time, when there is a lack 
of initial data or a large complexity of the system, a probabilistic-statistical 
method is used, rather than a deterministic prediction method. Probabilistic-
statistical forecasting methods for scientific prediction are used in such 
fields as quantum physics, economics, politics, psychology, etc., to predict 
phenomena in complex systems that are influenced by numerous factors 
[18, p. 475]. In these cases, it is the risk that becomes important. It is difficult 
to predict risks, since foresight is not an objective category, which cannot 
be said about risks. It should be noted that the risk also depends on its 
perception by a particular person, but it can be both objective and subjective, 
that is, it can be characterized precisely from the positions of these two 
sides. The objective side of risk is manifested in the fact that it reflects 
real-life phenomena, processes, and aspects of life. The objective side of 
risk is because the risk exists regardless of how it is realized, considered, 
or ignored. The objective side is determined by the probabilistic nature of 
many processes, and the multivariance of relations. In addition, the risk 
remains associated with the choice of certain alternatives, calculating the 
probabilities of their outcome. So, from this understanding it follows that 
its nature is broader and is associated with the laws of development of the 
external and internal environment of the organization, as well as with the 
presence of contradictory trends, imperfection, spontaneity and randomness 
of events and phenomena. This means that there is and manifests another 
side of risk – the subjective one. It is obvious since people perceive the 
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same risk differently due to different personal principles and attitudes. Here, 
the manifestation of the subjective side is also not in doubt. We can say 
that the existence of risk is causally related to the presence of uncertainty, 
admitting the possibility of its heterogeneity in content and essence.

The marine industry is an example of a large-scale socio-technical 
system, and there are many implications of coordinating multiple distributed 
subsystems, such as individual vessels, shoreline operators, and ship traffic 
service operators, for the functioning of a ship as a common system. The 
scale of maritime operations also means that the impact on productivity 
is felt at the systemic level with potentially broad global consequences 
[19, p. 123].

Here it is appropriate to note about social engineering, which was 
formed into a science and is the study of human behavior and the factors 
that affect it. It examines the reasons for the behavior of a particular person 
and the circumstances and environment that affect the formation of the 
system of his values and the behavior itself [20, p. 58]. Since the above 
definition is headed by a person and his behavior, the safe situation created 
by him becomes important, which manifests itself, first of all, in the risks 
associated with the activities of the person himself.

The safety of waterways depends on the qualification, 
psychophysiological characteristics, discipline, experience, and skill 
[21, p. 60] of ship management. Equipping sea vessels with automated 
control systems requires a quick response of boat masters in difficult 
navigation situations, the ability to simultaneously control numerous 
changing environmental parameters and make decisions when there is a lack 
of time and necessary information. Despite the fact that on-board automated 
navigation control systems provide boat masters with information support 
when controlling a ship in stormy conditions, in the event of an emergency 
at sea, the crew may not be able to cope with the tasks of controlling the 
ship, successfully fight for its survivability. As a rule, being in difficult, 
sometimes critical conditions, the boat master (captain or assistant captain 
on duty) is in a stressful state and the probability of making the wrong 
decision increases. Very often, such crews prematurely leave emergency 
vessels, which in turn worsens the consequences of accidents [22, p. 13]. 
Since it is almost impossible to establish the exact rules for placing cargo on 
all vessels, since their design (hull set system) may be different. In this case, 
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it is recommended that the ship’s Captain be provided with comprehensive 
information about the load, which allows the cargo to be distributed on 
the ship in such a way that excessive stresses do not occur in the ship’s 
structures [23, p. 20]. One of the main professional requirements for boat 
masters set out in the International Convention on training and certification 
of seafarers and watch keeping, as well as in SOLAS, is knowledge of 
maritime hazards. The boat master should have a good understanding of all 
types of sea and weather impacts, not neglect them, but be able to take them 
into account, avoid or reduce their impact. At the same time, it is useful to 
follow the rule: it is better to overestimate the danger than to underestimate 
it (based on the general rule of good maritime practice, consider yourself 
closer to the danger). In general, there are three groups of types of influence 
of hydrometeorological factors on the ship: influence on navigation, 
influence on ship management, influence on the ship as a floating object 
[24, p. 33]. The role of the boat master’s in modern realities is not limited 
only to navigation needs. International maritime organizations, companies 
and crewing agencies also require the boat master to have the skills of 
commercial operation of the vessel, competent planning of the transition 
at all stages in order to obtain maximum profit from cargo transportation in 
one piece from the port of departure to the port of receipt within the time 
limits prescribed by the contract. International trade should have a clear 
maritime character since goods are delivered to the destination countries 
mainly by sea. However, the global market requires that goods are delivered 
by sea not only to certain geographical locations, but also in exact time 
limits, specified volumes and in a preserved form [25, p. 3]. One of the most 
important aspects of the profession of navigation assistant captain is the 
planning, construction, and implementation of the route of a sea vessel, the 
use of combined and innovative methods, research of their effectiveness and 
effectiveness. Conscious or unintended actions of a person can contribute 
to the occurrence of a risky event. Even with high-quality information, a 
specialist can make the wrong decision or perform an unacceptable action 
that will lead to the implementation of a risky event [26, p. 56].

The problem of risk acceptance and the phenomenon of «risk transit» 
have several interesting forms of manifestation. A person is more willing to 
take risks when they are in one-on-one danger and their behavior is open to 
others. If he is a member of an anonymous group, then each of the group in 
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most cases will hope that the risky decision will be made by the other, and as 
a result, the decision will never be made. If the group is not anonymous, but 
each of its members is identified, then a surge of initiative will be detected 
when making a risky decision. A person is more willing to take risks if they 
understand that there is no one else to solve the problem, that is, they act 
alone. But if his actions are hidden from others, he will be very tempted to 
distance himself from the risk.

A person, as a rule, consciously admits a risk factor in their actions. 
Risky behavior organically follows from the peculiarities of human thinking 
based on the risk factor. In this regard, the following problem arises: is it 
possible to increase the effectiveness of decisions made by increasing the 
intellectual factor of a person’s thinking, if he is consciously in a situation 
of uncertainty or randomness of the results?

One of the paradoxes of the intellectual approach to responsibility for 
unreasonably risky decisions or actions is that the law enforcement officer is 
obliged to establish whether the subject could or could not make the optimal 
decision in a particular situation. However, on an intellectual level, it is 
simply impossible to prove what a person really could and could not do, and 
what solution is actually optimal in conditions of changing probability. In this 
case, under the guise of intellectual analysis of the situation, a personal and 
subjective assessment of the situation by the law enforcement officer acts.

We emphasize that it is important to make decisions on water transport 
quickly. This applies to the captain and officers. And it must be correct.

There is a risk of non-compliance with the qualifications of some 
transport workers and the need to keep up with changing qualification 
requirements. Changes in qualification requirements are most noticeable 
in sectors that are highly dependent on the «green» transition, especially in 
transport [27, p. 62].

There is a penetration of risk into all spheres of human activity, and 
therefore it is quite difficult to divide risks into types: this process is 
endless and impractical. However, the risks that arise during navigation are 
fundamentally related to unfavorable living conditions (functioning of the 
team organization under the sole chairmanship of the captain, as well as his 
ability and the ability of ship officers to make the right decisions not only in 
regular situations, but also in force majeure (emergency situations). Risks 
in navigation in emergency situations are caused by dangerous phenomena 
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(force majeure) in the natural, man-made and social environment caused by 
negative trends in the development of events that lead to dangerous crisis 
situations, when it becomes necessary to take the right actions to overcome 
the danger.

In addition, there are significant risks that are associated with many 
established forwarding, stevedoring and agency firms that provide handling 
for the sea delivery of dangerous goods. Their specialists often do not have 
the appropriate competence for the safe Organization of the transportation 
process [28, p. 113]. To achieve stable positioning in local segments of the 
maritime trade market, a strategy for responding to the manifestation of a 
group of operational risks is identified. Among them are possible insolvency 
of the charterer, force majeure conditions in operator activity and various 
non-systemic risks, in the structure of the latter, modern piracy using high-
quality information technologies periodically manifests itself. Therefore, 
the tools of insurance against possible losses are used [28, p. 117].

The study of practice today shows that in the sphere of functioning of 
sea and river transport, the occurrence of threats to the safety of navigation 
is most often affected by: wear and tear of ships, ship, port and other 
equipment; understaffing of water shipping routes with navigation signs, 
wear and tear of hydraulic structures; late repair and maintenance work; 
violation of the rules for storage and transportation of hazardous substances; 
deviation from project documentation in the production and operation of 
equipment, technical means; exceeding the standards of transportation 
of passengers and cargo; understaffing of vessels with life-saving means; 
violation of safety and labor protection rules; committing offenses and 
crimes that encroach on safety in the field of water transport; weakening 
of control over the safety of navigation and in the field of operation of 
vessels, in connection with the transfer of the latter to private ownership, 
etc. analysis of accidents reveals a number of main problems that need to 
be solved by joint efforts of port, regional and state authorities, shipowners, 
educational institutions and the entire maritime community. First, as before, 
the main cause of accidents in the navy remains the human factor. This 
concept refers to incompetence, irresponsibility, inability of sailors to act in 
difficult situations or fatigue. Secondly, individual captains and shipowners 
continue to try to hide accidents on ships, which is incomprehensible due 
to the availability of various insurance programs, which are increasingly 
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being implemented in the practice of navigation. In the event of an insured 
event, all these programs require immediate and complete information 
about the event to minimize losses. Third, the quality of ship repair 
and technical operation of ship mechanisms always affects emergency 
statistics. This problem has become particularly relevant in recent years. 
Vessels age, mechanisms wear out and require more careful care and high-
quality repairs. However, the analysis of accidents shows that the level of 
control, responsibility and professional level of Ship Repair Specialists has 
decreased in this area of activity. Today, it is necessary to pay more attention 
to the modernization of navigation equipment of vessels reaching the level 
of international standards, training of floating personnel in accordance 
with the requirements of international conventions. Finally decide on the 
certification of seafarers [29, p. 14].

Ports are strategically important elements of national and international 
trade. To date, a significant part of the berths of Ukrainian seaports 
have almost exhausted their standard service life. At the same time, the 
development of new types of transportation and the emergence of new types 
of vessels revealed one of the main reasons for the obsolescence of berth 
structures – to receive new types of vessels, ports need to provide berth depths 
from 11.5 to 20 m. these circumstances made it necessary to modernize the 
operated structures. Moreover, further increase in cargo turnover of ports 
is now impossible without the reconstruction (strengthening) of a certain 
part of the berthing front or the construction of a new one, which in turn 
imposes increased requirements for ensuring the reliability of structures. 
Accordingly, 7 out of 13 seaports in Ukraine are in seismically dangerous 
areas with a score higher than 7. Seismic impacts lead to the destruction of 
Port hydraulic structures and to disruption of the functioning of the port, 
assessment of seismic impacts and types of failures along with ensuring 
trouble-free operation of berthing structures [30, p. 23].

The modern world rejected the concept of «absolute» security, due to 
the impossibility of achieving it, and came to the concept of acceptable 
(acceptable) risk. ensuring the use of such a level of safety specialists, the 
use of such organizational and technological schemes, such a state of inland 
navigation infrastructure facilities, in which the risk of an emergency as a 
result of the implementation of any technological process does not exceed 
an acceptable level [31, p. 69].
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In the activities of a seaport, many different risks may arise associated 
with the operational activities of individual participants: carriers, charterers, 
terminal operators, Geodetic companies, insurance companies, customs 
services, and others [32, p. 210]. The implementation of large investment 
projects, including concession projects, is always associated with a 
significant number of risks. Each of the stakeholders of the concession 
project implemented in the port has its own goals. So, the risks of each of 
the project participants are different [33, p. 30].

In terms of security, it should be noted that risk is an integral aspect. 
This category covers the material and legal areas related to the protection 
of human life and health in the implementation of water transport. In our 
opinion, the risk in the material direction is the probability of certain adverse 
events occurring during transportation by water transport, which can lead to 
material damage or lead to death or harm to human health, regardless of the 
degree of its participation in the transportation process. As a legal direction, 
risk is certain benefits and legitimate interests of a person that are protected 
by the current norms of law and may be violated because of risk situations. 
Factors of risk occurrence during transportation by water transport can be 
technical, man-made, human, or natural factors [29, p. 13].

In transport, the risk is associated with the main type of activity – the 
process of transportation of passengers and cargo, as well as with the 
performance of loading operations, storage of goods, maintenance and 
repair of transport equipment, supply of operational materials of production 
and other processes [34, p. 12]. The main risks in the process of cargo 
transportation are non – compliance with the rules of cargo preparation and 
packaging, technical characteristics and serviceability of the vehicle, as 
well as special equipment of the cargo compartment, the lack of application 
by the enterprise of rules and standards for marking, loading, placing and 
securing cargo in the cargo vehicle, and so on.

Having identified to ensure the reliability of bunkering by the safety factor 
according to the recommendations of international regulatory documents 
on probabilistic methods of risk assessment risks and their consequences 
during bunkering, we note that the dangers that have the highest risk are the 
human factor and faulty equipment [35, p. 12].

Internal source of risks at transport enterprises is unprofitability of 
activity; accumulation of uncovered losses of previous years; inefficient 
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conduct of activities, in which expenses significantly exceed the income 
received, as well as a high level of depreciation of fixed assets; insufficient 
capital investment in their restoration; unstable number of employees and 
the number of economic entities. A powerful source of not only negative 
phenomena in the economy, socio-political life, but also risks in the activities 
of transport enterprises is the threat of the spread of COVID-19 [36, p. 132].

Taking into account the peculiarity of water transport, namely: the 
autonomy of navigation of an individual vessel, it can be argued that 
during the voyage meteorological factors affect the sailor continuously, that 
is, both during Watch and during rest. For water transport, especially for 
vessels traveling on the high seas, Hydrometeorological reasons become 
a factor in increasing the industrial risk of accidents. Directly due to bad 
weather conditions, approximately 3.5-5% of all injuries in the Navy occur. 
In several accidents, bad weather conditions were associated with other 
causes of injuries [37, p. 90].

With large-scale use of water vehicles, it is difficult to avoid the 
occurrence of various emergencies. According to the state service of sea 
and river transport of Ukraine, during 2019, 30 emergencies occurred on 
the sea and river transport of Ukraine, including with small (small) vessels, 
in which 10 people were killed, 10 people were missing and 16 people were 
injured [38, p. 132].

Operational risk is the risk of an enterprise’s activity due to the 
uncertainty of its condition and functioning under the influence of both 
external and internal factors [39].

The financial activity of the port in all its forms is associated with 
numerous risks, the degree of influence of which on the results of this 
activity increases significantly with the transition to a market economy. The 
risks accompanying this activity are allocated to a special group of financial 
risks that play the most significant role in the overall «risk portfolio» of the 
enterprise [40, p. 132].

It should also be noted that the theory of risk draws attention to the 
dependence of management decisions made on the nature of the attitude of 
the management system (the decision maker) to risk, which can be neutral 
or directly opposite. At the same time, the nature of the attitude to risk in 
formal terms is determined by the function of the expected effectiveness of 
decisions made, which (function) can be: linear, associated with a neutral 
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attitude to risk; convex, suggesting a predisposition to risk; concave, which 
corresponds to the absence of risk propensity. This circumstance means that 
in the case of a neutral attitude to risk, optimization problems can be solved 
in a deterministic formulation using single-criterion models [41, p. 71].

After forecasting and identifying risks, an analysis and quantitative 
assessment of risks should be carried out. It is carried out because of calculation 
and analytical methods and with the involvement of expert assessments.  
At the same time, it is necessary to consider several factors that are usually 
divided into fundamental, market and internal. Fundamental risk factors are 
determined based on an analysis of the political, economic, financial and credit 
policies of both individual countries and the world community. Conjunctural 
factors are caused by the presence of a microenvironment, which directly 
affects the port’s operation. Internal factors include factors that characterize 
the port’s investment potential. At the same time, the risk can be assessed 
by direct and indirect indicators. Direct indicators include growth indices of 
key economic characteristics (cargo handling volume, net profit, and others). 
Indirect risk indicators are used when it is impossible to get the values of 
direct indicators. These include the characteristics of the qualitative state of 
capital (the intensity of asset turnover, the ratio of borrowed and own funds, 
asset liquidity, etc.) [40, p. 134].

On waterways there are limiting sections with the smallest overall 
dimensions (rifts, rapids, channel bends, locks) that limit the size of 
vessels [42, p. 60]. Navigation in narrow and limited waters is one of 
the most difficult conditions in which a ship finds itself during operation. 
Swimming in an area with limited conditions is one of the most difficult 
types of swimming. It is characterized by the proximity of the vessel to 
surface and underwater sea navigation hazards, a sharp change in depth, the 
tortuosity of the fairway, channel or other navigable route, the transience of 
changes in the environment, as well as restrictions in the speed, draft and 
maneuvering ability of the vessel. When a vessel moves in shallow water, 
the main influence on its inertial and braking characteristics is carried out 
by three factors: an increase in water resistance, an increase in the attached 
masses and moments of inertia, and a change in the coefficient of influence 
of the hull on the engine [43, p. 17].

The main risks during transportation are non-payment of freight 
forwarder services, loss or damage of cargo, delay in delivery of cargo, 
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payment for downtime of vehicles, downtime or refusal of cargo at the port 
of unloading, retention of cargo and documents, damage to cargo during 
transportation, etc. The main risk factors for cargo damage (for example, 
cocoa beans) are humidity, water content, condensation, post-fermentation, 
insect infestation and mold [44, p. 6].

Owners who do not provide cybersecurity for transportation by 
waterways are not only exposed to such risks but can also detain their vessels 
by the Port state control authorities, who must ensure compliance with this 
requirement. Cybersecurity risks are likely to continue to grow significantly 
because of greater reliance on e-commerce and an increasing shift to virtual 
interactions at all levels. This increases vulnerabilities around the world, 
which can potentially lead to devastating consequences and affect the most 
important supply chains and services [8, p. xiv].

With the advent of rapid technological changes in the marine industry, 
such as autonomous navigation, which is becoming an increasingly realistic 
prospect, new risks are constantly emerging [45].

We propose to supplement the previously proposed indicative risk 
factors associated with maritime navigation [46, p. 47].

The Trade Union of Maritime Transport Workers of Ukraine has joined 
to the Neptune Declaration on Seafarer Wellbeing and Crew Change.

The Neptune Declaration defines four main actions to improve crew 
rotation, as well as to maintain the functioning of global supply chains: 

recognize seafarers as «key workers» and give them priority access to 
COVID-19 vaccines;

create and implement a «gold standard» of medical protocols based on 
existing best practices;

expand cooperation between ship operators and charterers to facilitate 
crew changes;

provide for seafarers air communication between key sea hubs [47].
Vessels of the degree of risk can be of high, medium, or insignificant 

degree of risk in accordance with the resolution of the Cabinet of Ministers 
of Ukraine of July 10, 2019. No. 602 «On approval of the criteria used to 
assess the degree of risk from carrying out economic activities in the areas 
of transportation of passengers, dangerous goods, hazardous waste by sea 
and river transport and safety on Sea and river transport (except for the 
safety of navigation of vessels of the fishing industry fleet) and determines 
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the frequency of planned measures of state supervision (control) by the 
state service of sea and river transport» [48], resolutions of the Cabinet of 
Ministers of Ukraine of March 6, 2019. No. 182 «On approval of the criteria 
used to assess the degree of risk from the implementation of economic 
activities and determine the frequency of planned measures of state 
supervision (control) in the field of Environmental Protection, rational use, 
reproduction and protection of natural resources by the state environmental 
Inspectorate» [49], resolution of the Cabinet of Ministers of Ukraine of 
October 31, 2018. No. 895 «On approval of the criteria used to assess the 
degree of risk from economic activities and determine the frequency of 
implementation of planned measures of state supervision (control) in the 
field of maritime safety of vessels of the fishing industry fleet by the state 
agency for fisheries» [50].

The state of systemic risk is dynamic and can be in a state of low, 
medium, and high risk. For example, the system is in a safe state at the 
initial point in time. However, over time, components are likely to lose their 
efficiency. At the same time, the systemic risk gradually increases from low 
risk to medium, and then to high [51, p. 7].

4. Conclusions
Therefore, it is difficult to predict risks in water transport since foresight 

is not always an objective category. The objective side of risk in this case 
is manifested in the fact that it reflects real-life phenomena, processes, and 
aspects of life. The objective side of risk is since the risk exists regardless of 
how it is realized, considered, or ignored. The objective side is determined 
by the probabilistic nature of many processes, and the multivariance of 
relations. In addition, the risk remains associated with the choice of certain 
alternatives, calculating the probabilities of their outcome. So, from this 
understanding it follows that its nature is broader and is associated with 
the laws of development of the external and internal environment of 
the organization, as well as with the presence of contradictory trends, 
imperfection, spontaneity and randomness of events and phenomena. This 
means that there is and manifests another side of risk – the subjective one. 
It is obvious because people perceive the same state of risk differently 
due to different psychological, moral, ideological, religious principles and 
attitudes. Here, the manifestation of the subjective side is also not in doubt.
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At the same time, the operation of water transport in a modern economic 
format requires anticipating and preventing crisis phenomena, reducing the 
negative consequences of internal and external factors.

For an objective assessment of the risks of water transport activities, 
it makes it necessary to choose effective methods of managing them and 
requires an adequate scientifically based classification of risks, taking into 
account the specifics of the functioning of water transport enterprises.

The scientific novelty is as follows:
risk factors in water transport are analyzed for the first time;
for the first time it is proposed to consider the behavior and necessary 

competencies of a ship operator when operating a ship in an emergency 
situation from the point of view of social engineering;

the previously proposed indicative risk factors associated with maritime 
navigation are supplemented.

It is proved that the risks that arise during navigation are fundamentally 
related to unfavorable living conditions (functioning of the team organization 
under the sole chairmanship of the captain, as well as his ability and the ability 
of ship officers to make the right decisions not only in regular situations, but 
also in force majeure conditions (emergency situations). Risks in navigation 
in emergency situations are caused by dangerous phenomena (force majeure) 
in the natural, man-made and social environment caused by negative trends 
in the development of events that lead to dangerous crisis situations, when it 
becomes necessary to take the right actions to overcome the danger.

Prospects for further research are to conduct a monographic study of 
risks in sea and river transport.
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