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One of the main directions of public administration in the field of state 

security is the assessment of counter sabotage at critical infrastructure, and 

this confirms the necessity in the foresight the counter sabotage capabilities 

of the critical infrastructure protection unit. 

A significant contribution to the theory of protection of critical 

infrastructure has been made in the works of domestic and foreign scientists: 

Kirichenko [1, p. 165], Grynenko [2, p. 23−25], Stepanov [3, p. 97], Leus 

[4, p. 46−49], Radaev [5, p. 28−32], Zenov [6, p. 23−32], Borovskyi  

[7, p. 235−243], Wadoud [8, p. 831−839]. 

Today, there are a number of new threats to the critical infrastructure, 

such as the detonation of life support facilities outside these facilities, the 

destruction of vulnerable technology systems by the small-size unmanned 
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aerial vehicles, and others. However, the existing theoretical basis does not 

allow forecasting the counter sabotage capabilities of the critical 

infrastructure protection unit in full, including taking into account the 

identified threats. 

Thus, the assessment of the counter sabotage capabilities of the critical 

infrastructure protection unit is one of the main approaches of the 

mechanism of public administration in the field of state security. However, 

with the emergence of new threats to critical infrastructure, namely the 

implementation of sabotage outside these facilities using small-size 

unmanned aerial vehicles, the theory that exists today in this area of research 

is underdeveloped. 

Therefore, in order to predict the capabilities of critical infrastructure 

protection units, taking into account the identified threats, it is suggested to 

develop the following models: 

1. A model for determining the number of personnel required to 

conduct search actions to detect a sabotage and reconnaissance group in the 

area of responsibility of the critical infrastructure protection unit. 

2. Model for determining the number of personnel required to combat 

small-size unmanned aerial vehicles during the protection of critical 

infrastructure. 

3. Model of foresighting of the critical infrastructure protection unit 

capabilities. 

The models will allow using the selected indicators and criteria  

to predict the counter sabotage capabilities of the critical infrastructure 

protection unit. 

The scientific novelty of these models is to provide estimates for 

foresighting the counter sabotage capabilities of the critical infrastructure 

protection unit, while taking into account the peculiarities of service at the 

specified facility, performance of tasks on detection and neutralization of the 

sabotage and reconnaissance group at the protection unit area of 

responsibility, as well as threats that can be made with small unmanned 

aerial vehicles. Consequently, the use of these models allows making 

decisions that are more informed on the organization of critical infrastructure 

protection and determination of the required number of personnel of these 

objects protection units in the process of implementing measures in the 

system of public administration in the field of state security. 
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