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DIGITIZATION OF THE CRIMINAL PROCESS:
YESTERDAY, TODAY, TOMORROW

Krytska I. O.

INTRODUCTION

Undoubtedly, it seems relevant to identify possible directions for
adapting criminal procedural law to the digital realities of today and the
challenges of the near future, given the obsolescence of the relevant
provisions of the Criminal Procedure Code of Ukraine in comparison not
only with similar regulations in other countries, but even in other procedural
areas of law (administrative, economic, civil). It is also important to outline
the directions of digital transformation of pre-trial investigation in the field
of proving through the prism of increasing its effectiveness in the
digitalization of society and taking into account the need to ensure the rights
and legitimate interests of the individual, their general characteristics. In this
regard, it should be noted that the current criminal procedure law is
somewhat archaic regarding the latest manifestations of illegal actions in the
network, as they contain general rules for protecting the rights and legitimate
interests of individuals from threats in reality without taking into account the
possibility of criminal offenses in Internet space. Therefore, traditional
methods of preventing and combating criminal offenses are not always
effective; in addition, difficulties may arise at the stage of establishing the
fact of the offense.

In considering the issue of digital technologies in criminal proceedings, it
seems appropriate to identify three main areas of our study, namely:

(1) “yesterday” — to consider what has already been introduced and
taken into account in domestic law (in particular, to focus on remote
procedural actions in criminal proceedings, operation of automated
systems in criminal proceedings, application of measures for ensuring of
criminal proceedings to digital media;

(2) “today” — to reveal those areas that can already be improved on the basis
of existing regulations (first of all, to draw attention to the need to change
conceptual approaches to the collection, research, use of digital information in
criminal proceedings and its various forms (e.g. digital tracks);

(3) “tomorrow” — to outline potential “futuristic” vectors of criminal
proceedings in this direction (which now seem to be the distant future),
namely to identify possible vectors for the introduction of artificial
intelligence technologies in criminal proceedings.
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1. “Yesterday” (what has already been introduced
and taken into account in domestic law)

First, the current Criminal Procedure Code of Ukraine (hereinafter — the
CPC) enshrines regulations governing the possibility of remote procedural
actions in criminal proceedings. Thus, there is a possibility of interrogation,
identification by videoconference during the pre-trial investigation
(Article 232), the procedure for conducting remote court proceedings is
regulated (Articles 336, 354), the interrogation procedure at the request of
the competent authority of a foreign state by holding a video or telephone
conference is regulated (Article 567). At the same time, given that the CPC
requires that the use of technical means and technologies to ensure proper
image and sound quality, as well as information security (i.e. security of
information and supporting infrastructure) — a person involved in
proceedings must be or in the premises of a pre-trial investigation body or
court, or in a pre-trial detention facility or penitentiary institution.

Secondly, the functioning of the automated document management
system of the court is provided (Article 35). These include: automated
distribution of criminal proceedings and determination of jury; providing
legal entities and individuals with information on the status of consideration
of materials in criminal proceedings; issuance of documents; transfer of
materials to the E-archive; preparation of statistics; correspondence
registration; centralized storage of texts of procedural documents. However,
the constant delay in the start of the unified judicial information and
telecommunication system raises significant issues.

Third, the current CPC provides for instructions aimed at preventing illegal
violation of individual rights in the seizure of digital media — in particular,
temporary access to electronic information systems or parts thereof, mobile
terminals of communication systems is carried out by removing a copy of
information contained in such electronic information systems or their parts,
mobile terminals of communication systems, without their removal (paragraph 2,
part 1 of Article 159 of the CPC); seizure of electronic information systems or
their parts, mobile terminals of communication systems for the study of physical
properties that are important for criminal proceedings, is carried out only if they
are directly specified in the court decision (paragraph 2, part 2 of Article 168 of
the CPC) and other.

At the same time, the analysis of a large number of draft laws (in
particular, Ne 9484 from 17.01.2019%, Ne 2740 from 15.01.2020°

! Mpoekr 3aKoHy NMPO BHECEHHS 3MiH 10 KPHMIHATBHOTO TPOLECYATBHOTO KOAEKCY
VKpaiHH Ta KPHUMIHAIBHOTO KOIEGKCY YKpaiHH (W00 BIOCKOHANEHHS IOPAAKY
3aCTOCYBaHHS ~ OKPEMHMX 3aXOZiB  3a0e3MeUeHHs KPUMIHAJIBHOTO  HMPOBAJUKEHHS)
(peectp. Ne 9484 Bim 17.01.2019 p.). wurl: http://wl.cl.rada.gov.ua/pls/zweb2/
Webgroc4_l?pf3511=65354

IMpoext 3akoHy Npo BHECEHHs 3MiH 10 KpHMIHAJIBHOrO MPOLECYalIbHOTO KOJCKCY
Vkpainn Tta KpumiHaneHOro kojekcy VYkpaiHu (IOZO BJIOCKOHAIEHHS IOPSJIKY
3aCTOCYBaHHSA OKPEMHX 3aXO[iB 3a0e3IeUeHHsS KPHMIHAIPHOTO HPOBAKEHHS) (pEeecTp.
Ne 2740 Bim 15.02.2020 p.). URL: http://wl.cl.rada.gov.ua/pls/zweb2/webproc4_1?
pf3511=67884
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Ne 4003 and Ne 4004 from 01.09.2020%, etc.), aimed at regulating certain
issues, related to digital transformation, testifies to the relevance of this
issue. In addition, the scientific community has long justified the need, in
particular, the introduction of new approaches to the search related to
interference with electronic information systems, the need to improve the
regulatory model of measures to ensure criminal proceedings (especially
those related to access to information contained on digital media). However,
the use of electronic information still remains almost unregulated in national
criminal procedure law. This puts on the agenda, on the one hand, the issue
of ensuring the prompt receipt and use of this type of information and its
media in evidence in criminal proceedings, and on the other — prevention of
illegal and unjustified violations or restrictions on the rights and legitimate
interests of individuals and legal entities.

In light of this, it should be added that, despite the fact that Ukraine
ratified the Convention on Cybercrime on September 7, 2005° some
provisions of this international agreement have not yet been implemented
into national law. In view of this, the analysis of some proposals formulated
in the draft law Ne4003 of 01.09. 20206 which are directly aimed at resolving
this issue, becomes especially relevant.

Thus, the draft law proposes to introduce a new measure in the domestic
CPC to ensure criminal proceedings, namely — “urgent preservation of
information”. Systematic analysis of these proposals requires attention to
some aspects, in particular:

(1) the use of the term “information” in the name of the action. Thus, it
seems more appropriate to use the term “data”, because, first, it is used to
denote this measure in Art. 16 of the Convention on Cybercrime. And,
secondly, such a designation seems more successful, because the data can be
transformed into information by analysis, identification of links, highlighting
the most important facts, their synthesis; that is, information is data that is
transformed into meaningful form for appropriate use. At the same time, at
the time of application of such a security measure, analysis and selection is
not yet taking place, and therefore it is more correct to talk about the concept
of “data”;

® Mpoekr 3akoHy PO BHECEHHS 3MiH 10 KpHMiHAIBHONO MPONECYaNBHOr0 KOACKCY
VYxkpainu ta Kogekcy Ykpainu npo aaMiHiCTpaTUBHI NPaBONOPYIIEHHS OO0 MiIBUILIEHHS
epexktuBHOCTI mpotuaii  kibeparakam (peectp. Ne 4003 Big 01.09.2020 p.).
URL: https://w1.cl.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=69770
Ipoext 3akoHy Mpo BHECEHHS 3MiH 10 KpHUMiHAJIBHOTO MPOIECYalbHOrO KOJIEKCY
VkpaiHu OO0 TMiJABHINCHHS e()EeKTUBHOCTI OOpOTHOM 3 KiOEp3NIOYMHHICTIO Ta
BUKODUCTaHHSl  €JEKTPOHHUX Joka3iB (peectp. Ne4004 Big 01.09.2020 p.).
URL https://wl.cl.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=69771
® KOHBEHIIis TIpo KiGep3nounHHicTs: patidikoBano 3aronom Ypainn Bix 07.09.2005
Ne 2824-1V. URL: https://zakon.rada.gov.ua/laws/show/994_575#Text
IIpoext 3akoHy mnpo BHECEHHS 3MiH 10 KpHUMiHAJIBHOTO MPOLECYaIbHOrO KOJIEKCY
Vxpainu ta Kogekcy Ykpainu npo aaMiHICTpaTHBHI IPaBOIOPYLICHHS OO IIi{BUIICHHS
epekTUBHOCTI mpoTHaii kibepatakam (peectp. Ne4003 Bim 01.09.2020 p.).
URL.: https://wl.c1.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=69770
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(2) the inexpediency of limiting the list of corpus delicti in criminal
proceedings in respect of which the application of this measure to ensure
criminal proceedings will be permitted. Thus, the comparison of this list
with Art. 2-10 of the Budapest Convention indicates that the drafters of the
bill tried to cover only those crimes that are explicitly specified in these
rules. However, it should be noted that according to Part 2 of Art. 14 of this
international agreement, the application of such measures is appropriate not
only to criminal offenses established in accordance with Articles 2 to 11 of
this Convention (paragraph a), but also to other criminal offenses committed
by the using of computer systems (paragraph c). In light of this, it is possible
to mention the possibility of committing even certain crimes against human
life and health using computer systems and networks (for example, leading
to suicide through correspondence on social networks). In view of this, we
propose to consider the possibility of expanding the list of criminal offenses
in criminal proceedings in respect of which the use of urgent storage of
information is allowed.

It seems appropriate to dwell also on the analysis of proposals for the
introduction of a procedure for temporary access to urgently stored
information. Study of the content of the proposed version of Part 3 of Art.
159 of the CPC, which provides for the possibility of the investigator,
prosecutor on the basis of his decision without a decision of the investigating
judge to gain temporary access to certain types of urgently stored
information, indicates that the definition of such information is quite
abstract, leaving considerable room for law enforcement discretion.

Instead of Art. Art. 17 and 18 of the Convention on Cybercrime’ clearly
define the scope of such information, while distinguishing that the disclosure
of information on the movement of information is an integral part and
logical continuation of the procedure of urgent data retention, and therefore
does not require a separate decision that ensures maximum efficiency in
obtaining such data by the investigator, prosecutor.

At the same time, the procedure for submitting (Article 18 of the
Convention on Cybercrime), which in its legal content and purpose is similar
to such a measure of criminal proceedings enshrined in national criminal
procedure law as temporary access, regulates the procedure for providing
data on the type of communication service used , its technical regulations
and the period of use of the service; the identity of the user of the services,
postal or geographical address, telephone and other access number,
information on invoices and payments, which can be obtained through an
agreement or agreement on the supply of services; any other information on
the location of the communication equipment that can be obtained through
an service agreement.

" Kousenwis npo kibep3nounHHicTs: patndikoano 3aronoM Ykpainn Bix 07.09.2005
Ne 2824-1V. URL.: https://zakon.rada.gov.ua/laws/show/994 575#Text
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In view of this, in our opinion, such a way of resolving this issue may be
more expedient. However, in this case it is necessary to take into account
that temporary access should be carried out under such conditions only on
the basis of the decision of the investigating judge. In our opinion, such a
more accurate implementation of Art. 17 and Art. 18 of the Budapest
Convention®, (according to which the essence of such a convention measure
as urgent storage and partial disclosure of information on the movement of
information is that the telecommunications service provider who received
the order of urgent storage, promptly discloses such a volume of information
on traffic data), which will be sufficient to enable the identification of other
providers and establish a "route” of communication), will increase the
effectiveness of appropriate measures.

Fourth, it is now possible to file application about criminal offenses
online (for example, the system of electronic application of citizens to the
National Police (in particular, cyberpolice), electronic notification of
corruption offenses to NABU, the form for reporting criminal offenses on
the official website State Bureau of Investigation, etc.).

Fifth, an attempt is now being made in a test mode to launch an e-CASE
e-criminal justice system at the “triad” level of anti-corruption bodies
(NABU, Specialized Anti-Corruption Prosecutor’s Office and the Supreme
Anti-Corruption Court), which provides for:

1) online pre-trial investigation planning;

2) remote exchange of procedural documents (electronic document flow)
between participants;

3) the implementation of procedural guidance online. However, the
issues of integration into the system of all registers necessary for the
operation of the system, as well as the possibilities of access to the system
by the defense side, are still debatable and not completely resolved.

2. “Today” (those areas that can already be improved
on the basis of existing regulations)

1. Determining the place of digital information and its carriers in the
system of procedural sources of evidence. In light of this, it is worth noting
the existence of significant plurality to address this issue in the theory of
criminal procedure: from the desire to attribute this category of objects to
traditional procedural sources of evidence (only documents, or only physical
evidence, or both to the first and second, depending from what information
has probative value in criminal proceedings) to the recognition of the urgent
objective need to separate digital sources of evidence as an independent
procedural source.

In the context of this discussion, we note that due to the lack of a
constant connection between digital information and its physical medium, it

8 Kousenmis npo kibepanounsuicTs: parndikosano 3aronoM Ykpainn sig 07.09.2005
Ne 2824-1V. URL.: https://zakon.rada.gov.ua/laws/show/994 575#Text
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seems difficult to deny the presence of such specific features as
broadcastability (possibility of being transferred from one medium to
another), multiplicity (possibility of one and that information simultaneously
on different, unrelated and unconnected media), as well as variability
(possibility to be deleted, fully or partially changed, etc. in the absence of
direct “physical” access or without human participation using the
appropriate software) °. Therefore, in our opinion, it is more appropriate not
to try to “inscribe” digital information and its media in a constant, perhaps
for several decades, the system of evidence and their procedural sources, but,
given not denying its specifics, the recognition of these objects of
independent evidentiary value, and, accordingly, expanding the range of
procedural sources of evidence.

This issue becomes especially relevant given the emergence of
completely new, intangible manifestations of evidence, such as the so-called
“track of electronic-digital traces”, ie the system of trace formation in the
information and telecommunications network, which consists of several
chronologically located and logically related records on the passage of
computer information by communication lines through the switching
equipment of the communication operator (s) from the computer of the
offender to the computer of the victim .

This question necessitates, first of all, the need to clarify the legal
meaning of the term “digital footprint”. In this regard, it should be pointed
out that there is a pluralism of approaches even to the very phrase used in the
science of criminal procedure and criminalistics to denote this legal
phenomenon. Thus, the analysis of various scientific publications in this
perspective shows that most scientists operate with such concepts as “virtual
footprint” (VA  Meshcheryakov, AB Smushkin, LB Krasnova,
V. Yu. Agibalov and others), “Binary trace” (VA Milashev), “electronic
trace” (VB Vekhov), “digital trace” (OR Rossinskaya, IA Ryadovsky,
Al Semikalenova, etc.). In our opinion, the use of the word construction
“digital footprint” in this context seems more successful, because it allows to
cover the various manifestations of this phenomenon and reflects its real
technical nature of creation. In addition, this approach fits perfectly into the
now common terminology: “digitalization” and so on. However, it should be
noted that the phrase “electronic trace” is also quite accurate.

With regard to the definitions of this concept, it should also be noted the
existence of a fairly large range of different views. In particular,
VA Meshcheryakov defines a “virtual trace”, apparently based on a broad
understanding of the trace in criminology, namely as any change in the state

® Mammnes JI. B. BiacTHBOCTi KOMITIOTEpHOI iH(OPMAILIX Ta OCOBIHBOCTI 3GMpaHHs
KOMHOIOTepHUX cmifiB. Yuen. 3an. Taepuy. nay. yw-ma um. B. U. Bepnaockozo.
Cepust «FOpuo. naykuy. 2006. T. 19 (58), Ne 2. C. 296-300. (C. 297-298).

0 3 exrponnbie HocHTenM HHOPMAIHH B KPUMHHAIMCTHKE : MOHOTpadsi / IO e,
O C. Kyunna. Mockaa : IOpiautuadopm, 2017. 304 c. (C. 164).
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of the automated information system associated with the crime and recorded
in the form of computer information». Such traces, according to the scientist,
occupy a conditionally intermediate position between material and ideal
traces — on the one hand, they really exist on a tangible medium, but do not
have an inseparable connection with the device by which the information
was recorded, and are unstable, brings them closer to ideal traces; on the
other hand, classifying virtual traces as ideal would be erroneous, because
they are stored not in human memory, but on material objects*’.

It seems that the definition proposed by scientists, although consistent
with the general forensic interpretation of this concept, but still too broad,
especially in the context of the phrase “digital footprint”, and closer to
understanding the category of “digital information”. In addition,
commenting on the definition given by VA Meshcheryakov, it should also
be noted that the place of detection of digital traces can be not only tangible
but also intangible objects, such as Internet resources, a person’s profile on a
social network and more.

In this context, a more precise definition is proposed by OR Rossinskaya
and A Ryadovsky, who believe that the digital footprint is a forensic
computer information about events or actions reflected in the material
environment in the process of its occurrence, processing, storage and
transfer'?. It is also necessary to support the approach formulated by PS
Pastukhov, according to which such information is followed by electronic
information resulting from a criminal act, which was generated in the
information environment as a consequence of the crime, ie information
formed during and as a result of the crime, and not in connection with the
communication between the participants in the process®.

As an example of digital traces, researchers indicate a fairly extensive list
of objects — all kinds of information recorded on media in the form of
digitally encoded sequences (RAM dumps and traffic dumps, files and their
parts, service information about such files, etc. — A. And Semikalenov);
identification features that will uniquely identify the surveillance subscriber,
telecommunication network, terminal equipment (IP address of the computer
in the network, MAC address of the network equipment, e-mail address,
social network identifier, bank card number, transactions made from it,
telephone number , data of geolocation systems, etc. — Yu. V. Gavrilin); as
well as information databases of mobile communications, credit and

! Memepsikos B.A. TIpecTyruieHus B c(epe KOMIBIOTEPHON HHPOPMALAN: OCHOBBI
TEOPUM U TNPAKTUKH pacciefioBaHus. Mzoamenvcmeo Bopouescckozo eocyoapcmeennoo
ynusepcumema. 2002. C. 94-119. (C. 97-98).

12 poccunckas E. P, Psamoeckmii W. A. Konuemmms uudpoBeIX cJIem0B
B KPUMUHAINUCTHKE. AyOaxkuposckue umernusi: mamepuanvl MedcoyHapooHou HayuHo-
npaxmuyeckotl kongepenyuu (19 dpespanst 2019 r.). Anmarsr, 2019. C. 6-8. (C. 7).

B IMactyxoB II.C. MopaepHu3anusi YroJIOBHO-IIPOLIECCYaIbHOIO  JTOKA3bIBAHUS
B YCJIOBHSAX WH(OpPMaIMOHHOrOo oOmiecTBa. ABToped. AucC. ... J-pa IOpUA. Hayk. M.
2015. 66 c. (C. 20).
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discount cards, travel documents protected by magnetic code, personal
computers connected to the Internet, electronic product tags, special chips
and other similar devices (EP Ishchenko) , which are generally tangible
carriers of digital information rather than digital footprints.

In order to narrow the scope of the objects, in our opinion, it is advisable
to refer to the definition of “digital footprint”, formulated in scientific
publications in this area. In particular, it means a system of trace formation
in the information and telecommunication network, consisting of several
sequentially arranged and logically connected records of the passage of
computer information through communication lines through the switching
equipment of the communication operator (s) from computer of the offender
to the computer of the victim**. The component tracks of digital traces were
identified by VB Vekhov™.

Finally, it should be noted that the need to take into account the specific
properties of digital information (including its variety — digital tracks),
namely: multiplicity, broadcastability, latency, lack of constant
communication with the media, etc., requires compliance with certain rules
when collecting and researching such evidentiary information in criminal
proceedings. Among them are the following: (1) involvement of a specialist
in carrying out procedural actions, during which relevant information may
be found (search, inspection, removal of information from electronic
information systems, temporary access to things and documents); (2) taking
into account the restrictions regulated by para. 2 h. 1 st. 159, para. 2-4 h. 2
st. 168 of the CPC, regarding the methods of access to digital media and the
exclusive grounds for their seizure; (3) given that the digital footprint track
itself is not available for direct presentation and examination during the trial,
it is necessary to involve an expert and conduct an examination during its
collection and study (including in order to identify destroyed information,
establish the facts of unauthorized access to it, its changes, distortions, etc.).

2. Expansion of legally regulated methods of forming evidentiary
information in criminal proceedings. This is a significant update of the
system of methods of collecting and examining evidence enshrined in the
criminal procedure law. In our opinion, the introduction of point changes,
such as the provision of rules on the mandatory participation of specialists in
investigative (search) actions, during which the question of obtaining digital
information and seizure of its media may not be able to fully respond to
modern information and technological reality. It is necessary to change the
view in general on the system of existing procedural actions and

Y SjexTpomHHbIe HOCHTETH HH(OPMAIMH B KPHUMEHATHCTHKE: MOHOTpads/ O Pe.
1okT. topua. Hayk O. C. Kyunna. Mocksa: IOpiutiapopMm, 2017. 304 c. (C. 164).

% Bexos B. B. OcobennocTu CyZeOHOTO0 KOMITBIOTEPHO-TEXHHYECKOTO HCCIICI0BaHUS
«IOPOXKKW» IJIEKTPOHHBIX CIENOB. Teopus u Hpakmuka CyoeOHOU IKCHEepmu3sbl:
MeNCOYHAPOOHBIUL  ONblM,  NPoOJeMbl, NEPCHEeKMUBbl: COOPHUK — HAVUHBIX  MPYO0s
Il Mesicoynapoonozo popyma. Mocksa: Mockosckuii yHusepcurer MB/l Poccun umenu
B.A. Kuxkors, 2019. C. 57-61. (C. 58-59).
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understanding of their legal nature. In this perspective, it is also important to
note a certain fragmentation and inconsistency of the proposals mentioned
above. First of all, there are some provisions of the draft Law “On
Amendments to Certain Legislative Acts Concerning the Implementation of
the Provisions of the Convention on Cybercrime and Improving the
Effectiveness of the Fight against Cybercrime™®, according to which a
search warrant automatically allows authorized persons to access electronic
information systems or their parts, mobile terminals, communication
systems, information (automated), telecommunication, information and
telecommunication systems or integral parts of these systems, as well as the
possibility of obtaining such access even in exceptional cases when they are
not subject to a search permit. As will be illustrated below, this approach
completely eliminates the idea of the need for double judicial review —
separately on the restriction of the right to inviolability of the home or other
property of a person, and separately on the restriction of the right to privacy.

To continue the research, we will use a concrete example to demonstrate
situations related to possible interference in private communication as a
result of actions such as search and inspection. In particular, in recent law
enforcement cases, the so-called “review of the subject — digital device”
(smartphone, tablet, computer, etc.) in order to detect and copy digital
information stored on these media for research and use in criminal
proceedings. At the same time, the investigator, removing a certain digital
device (phone, computer, tablet) and examining the object, is usually not
limited to visual observation of its external features (which is an
examination of the object in its traditional sense), but tries to obtain
information of another nature — SMS — messages, messages in Viber, Whats
-up, Telegram, listen to recorded phone conversations (because some
smartphones provide this feature). The nature of such actions essentially
means interfering in a person’s private communication, which requires
mandatory judicial review. In addition, it is obvious that the examination of
the object in its classical sense as a visual observation of the features of a
particular material object does not correspond to the nature of the actions
taken to examine the information that can be stored in the device.

Paying attention to this problem, Rl Okonenko proposes to use the
concept of “digital device search”, because it, according to the researcher,
will correspond to the nature of the investigative action, which is carried out
in this case'’. Reflecting on this perspective, AV Shilo emphasizes that since
the information contained in the electronic devices seized during the

16 IIpoekt 3akoHy npo BHECEHHs 3MiH 10 KpUMiHAIBHOTO MPOIECYalbHOTO KOACKCY
Vkpainu Tta KpumiHaneHoro konekcy VYkpaiHu (100 BJIOCKOHAJIEHHS HOPSIKY
3aCTOCYBaHHA OKPEMHX 3aXOHiB 3a0e3MeueHHA KPHUMIHAIBHOTO  IIPOBAKCHHS)
(peectp. Ne 2740  Big 15.02.2020 p.). URL: http://wl.cl.rada.gov.ua/pls/zweb2/
web?roc4_l’? pf3511=67884

7 Okonenko P. Y. DJeKTPOHHBIE JOKA3aTENBCTBA H MPOOIEMBI 0BECTICUCHHS [IPaB
rpakJaH Ha 3alMTy TalHbI JIMYHOW XXM3HM B YTOJOBHOM IMPOLECCE: CPAaBHUTEIbHBINH
aHanu3 3akoHonarenbcTBa Coennnennslx LltatoB AMepuku u Poccuiickoit @eneparmu :
IMC. ...KaH[. ropus. Hayk. Mocksa, 2016. 158 c. (C. 120-121).
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proceedings cannot be identified with the electronic device itself as its
physical medium, such information is a separate object of ownership and
object of the right to privacy, and therefore its withdrawal and / or copying
requires obtaining a separate court decision — the decision of the
investigating judge to involve an expert to conduct an examination®
Without denying the rationality and validity of these proposals, in our
opinion, it is more appropriate to apply in this case the order of temporary
access to digital information by reviewing it and copying it. Moreover, if
such access requires overcoming the logical protection (ie the digital device
is password protected), it is necessary to involve a specialist.

In the context of this proposal, we also support the conclusions of
A. Skrypnyk on the need to adapt the experience of individual countries to
domestic criminal procedure legislation on the introduction of the rule of
“closed container”, Wthh would provide for two-stage judicial control over
the restriction of privacy™

3. Changing conceptual approaches to the examination and evaluation of
evidence in criminal proceedings. The modern “digital” person always has a
smartphone or tablet at hand; a significant part of streets, communal and
private buildings are equipped with video surveillance; cars are equipped
with devices capable of recording changes in speed, time and location in
space, as well as video recorders. Given this, almost any of us can
potentially become a “collector” of evidence that will be important in
establishing the circumstances of a criminal offense. In addition, such
information in digital form, created using these gadgets, can be instantly
transmitted to the Internet and posted on public sites. However, given the
current regulatory issues related to the examination and evaluation of
evidence, such a property as admissibility, this digital information, despite
its importance and force, often can not be used as evidence in criminal
proceedings.

That is why there is an urgent need to change the legislative approaches
to the regulation of the procedure for verification and evaluation of evidence,
the criteria of admissibility of the latter. The initial value should not be strict
adherence to established, often too “formalized” rules for obtaining evidence
and its media, but the technical possibility of verifying the authenticity of

B IMumo A. B. BukopucranHs B KpUMIHAJIbHOMY IPOBAJDKEHHI BiJIOMOCTEH,
OTPHMAaHHX y Pe3yJbTaTi MPOBEIEHHS HETTACHUX CHiMYUX (PO3IIYKOBHX) Iil: aBTOped.
IMC. ... Kaug. ropu. Hayk : 12.00.09; Hau. ropua. yH-T iM. SpocnaBa Mynporo. Xapkis,
2019. 20 c. (C. 14).

Ckpunuuk A. ITIpaBUio «3akpuUTOro KOHTEHHEpY» B YKpaiHCHKUX IPaBOBUX
peanisix. Kpuminanonuii npoyec: cyvacuuil umip ma npocnexmushi menoenyii : I Xapk.
KpUMIHAN. Npoyecyan. Nonino2 : NPUCesy. aKmyan. NUMAHHAM 30CIMOCY8AHHA 3aX00i6
3abe3neuennsi Kpuminai. npoeaddcenns (M. Xapkie, 12 rpya. 2019 p.) / penxon.
O. B. Kamnina, B. I. Mapunis, O. I'. Hluno. Xapkis : [Ipaso, 2020. C. 29-31.
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digital information submitted to the court for research®. That is, in our
opinion, the primary criterion for the admissibility of the use of digital
information and its media in criminal proceedings as a means of proving
circumstances relevant to criminal proceedings should be the availability of
technical capabilities to confirm the authenticity of such information.

This, in our opinion, causes the emergence of an urgent need to change
the conceptual views on the regulation of the procedure for verification and
evaluation of digital evidence. Thus, according to C.l. Kuvychkov, it is
necessary to give priority to technical guarantees of verification of the
authenticity of information submitted to the court, in relation to compliance
with the formal requirements for the admissibility of evidence, primarily
related to their recording. That is, provided that the technical capabilities
allow to confirm the authenticity of electronic information, it may have
probative value. In light of the above, it is necessary to cite the legal
position formulated in the decision of the Supreme Court of 07.08.2019
(case Ne 607 / 14707/17). Thus, in particular, the court of cassation agreed
with the conclusion of the appellate court that the video disc from the
surveillance cameras of the store, which was the basis of of the conviction
by the court of first instance, is inadmissible as evidence because it was
received from the victim by an unauthorized pre-trial official (by an
operative) and without complying with the requirements of the criminal
procedure law (outside the criminal proceedings, ie before entering
information into the ERDR, as well as before inspecting the scene)?. This
conclusion clearly illustrates the currently dominant approach - giving
preference to the unconditional need to comply with the formal requirements
of the procedural design of evidence over its significance, strength, weight to
prove the circumstances relevant to criminal proceedings. However, it seems
that, especially with regard to digital evidence, such a view should be shifted
towards the possibility of wverifying the authenticity of electronic
information, rather than formalized requirements for its recording.

In this context, it is also worth paying attention to the main arguments
against this kind of reasoning. They are usually technical in nature and come
down to the fact that such information is unreliable because it is
multiplicative and broadcast, and therefore easily changeable, and in some
cases it is difficult to establish its authenticity, as well as to identify facts of
falsification and fabrication of such information.

PS Pastukhov opposes such arguments, emphasizing that verifiability is
the main property of evidence containing electronic information, because in

20
KyBbrukos C. W. Hcmonp3oBaHMe B [IOKa3bIBAHHM II0 YTOJOBHBIM J€JIaM

nHGOPMAINK, TPEACTABICHHON B DJICKTPOHHOM BHIOC @ AWCC. ... KaHI. FOPUIA. HAyK.
Hwxunii Horopog, 2016. 273 c. (C. 13).
Tam camo.

TMocranoBa koderii cymuis Tperboi cymnoBoi nanatu KacaiiiHoro KpuMmiHaabHOTO
cyny BC Bix 07.08.2019 p. (cripaBa Ne 607/14707/17). URL: http://reyestr.court.gov.ua/
Review/83589933
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the case of using this type of information there are significant opportunities
to verify its identification and authentication using technical means, in
addition to verification integrity and immutability of information on
electronic media is primarily a technical task, and the subjective factor here
plays a much smaller role®®. And it is difficult to disagree with this
statement, because despite the fact that digital information can indeed be
changed with the help of application software, but such an intervention can
just as easily be established by conducting appropriate expert research.

To continue our research, it is appropriate to turn to the analysis of the
meaning of concepts that have already been used by us, but have not found
their disclosure — “authentication” and “verification”. A systematic analysis
of domestic legislation gives grounds to state that laws and bylaws in various
fields contain more than ten definitions of each of these concepts. It seems
that for criminal procedural purposes, the authentication of digital evidence
should be understood as the process of establishing identity of information
contained in them, its origin and integrity, immutability, and under the
verification of digital evidence we offer to understand their verification,
research to establish the accuracy of information contained in them and
confirmation of the absence of facts of its illegal change (modification).

It seems important to determine the necessary ways and means of
authentication and verification of digital evidence. In light of this, we note,
first of all, that the International Organization for Computer Evidence has
developed some principles in this direction, namely:

(1) when working with digital evidence, all general judicial requirements
and expert procedural principlesmust be observed,

(2) actions to examine the seized digital evidence should not change them,

(3) if it is necessary to provide someone with access to the original
digital evidence, such person should be properly trained and instructed,

(4) all activities, with regard to confiscation (seizure), access, storage and
transfer of digital evidence must be fully documented and available for
inspection,

(5) the person in possession of digital evidence is fully responsible for all
actions taken on this evidence®.

Clarifying these principles, NA Zigura points to the need to comply with
the following rules when checking computer information: (a) the
establishment of the technical means from which such information was
obtained or copied (if possible); (b) verification of compliance of the type,
model, company of the manufacturer of the material carrier of computer

= MactyxoB I1.C. MopepHu3zanusi yrojioBHO—TIPOLECCYAJIbHOTO JOKa3bIBaHUS B
YCIIOBUSX MH(pOpMaIMOHHOTO olIiecTBa: aBroped. auc. ... J-pa Opua. Hayk. Mocksa,
2015. 64 c. (C. 17,21).

Memnyl—lapom—laﬂ opraHusanys 1o KOMIIbIOTCPHBIM (LII/I(i)poBBIM) J0Ka3aTeJIbCTBAM
(International Organization on Computer Evidence — IOCE) (ma3Ba 3 ekpany).
URL.: https://ceur.ru/library/spravochnik/katalog_kompanijj/item126250/
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information with the parameters specified in the protocol of investigative
action, in the conclusion of the specialist; (c) the installation of the software
by which this information was obtained %.

PS Pastukhov considers means of verification of digital proofs in detail,
distinguishing the following aspects: detailed fixing in the protocol of
characteristics of software (type of operating system, registration number),
the computer information (file type, its volume, time of creation, time of
editing) , opening time, user information), software used to ensure the
integrity (immutability) of the data (this, for example, may be the principle
of hashing). Thus, according to the researcher, there is a whole arsenal of
verification of the reliability of electronic evidence, with a special means of
verifying electronic evidence is a computer-technical examination .

special role for the authentication and verification of digital information
is played by the so-called “chain of legal possession” (“chain of custody”).
The essence of this principle is the step-by-step registration of all
information about the identification properties, production, storage and
movement of the file from user to user, until the study in court — and if
necessary to demonstrate this to participants in the process. Thus, it is a step-
by-step documentation of the identification properties of the file from the
moment of its registration, translation, storage and movement from one
medium to another %" %,

Quite interesting in the context of our work are the recommendations
made in Module 4 “Introduction to Digital Forensics” (developed under the
Education for Justice Initiative (E4J), which is a component of the Global
Doha Declaration Drugs and Crime (UNODC), Vienna, 2019). In particular,
it is proposed to divide all digital evidence into 3 groups and appropriate
advice for each of these categories: 1) content generated by one or more
persons (for example, e-mail text, text editor documents) — can be
considered admissible evidence if it is reliable and plausible (ie it can be
established that it belongs to any person); 2) content generated by a
computer or digital device without the participation of the user (for example,
data logs) — may be considered admissible evidence if it can be proved that
the device functioned properly at the time of data generation, and if it can be
shown that at the time of generation data protection mechanisms were in

% 3urypa H.A. KommbloTepHas HEQOPMALWS KAK BHJ J0KA3aTEIBCTB B yTOJTOBHOM

npouecce Poceun : auc... kaun. opun. Hayk. Yensounck, 2010. C. 144
TTacryxoB I1.C. CpexncTBa NpOBEPKH HAAEKHOCTH «JIEKTPOHHBIX» JI0KA3aTENILCTB B

X0Jle J0CYNeOHOro MHPOU3BOACTBA IO YrOJOBHOMY Jeily. Ilpobenvt 6 poccuiickom
saxonodamenvcemee. 2015. Ne 3. C.170-173. (C. 170-171).

7 Tam camo. (C. 171).

® Tansmmpa E.M. Ouenka J0OCTOBEPHOCTH LHM(POBEIX (OHOTPAMM B YTOIOBHOM
npouecce // JlokasplBaHWEe W TPHHATHE pELUICHHMH B COBPEMEHHOM YTOJIOBHOM
CyAOIpOn3BOACTBE. MaTtepualbl MeXIyHapOoJHOH HaydHO—TIPAKTHUECKONH KOH(pEpEeHIINH,
MOCBSIIIEHHON TaMATH JIOKTOpa IOpUI. Hayk, npodeccopa IloauHbl AOpaMOBHBI
JIynuaCKoit: cO0pHUK HaydHBIX TpyRoB. Mocksa : OO0 «M3a-Bo «OQmut», 2011. C. 135.
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place to prevent data changes; 3) content generated by both the user and the
device (for example, dynamic tables in programs such as Microsoft Excel) —
must apply both of the previous rules %.

Thus, taking into account the above tools and recommendations when
using digital evidence in criminal proceedings will help to algorithmize the
procedure of its verification, and it will allow to further shift the emphasis in
the aspect of verification and evaluation of evidence regarding their
admissibility from complying with purely formal requirements during the
collection to establish the possibility of their identity and authenticity.

3. “Tomorrow” (potential “futuristic” vectors of criminal proceedings
in this direction)

Jurisprudence, as well as other areas of our public life, will gradually be
“filled” with digital technologies. The criminal process is not left out either,
although among other procedural branches of law it still remains in a
transitional stage in some issues (in particular, compared to other procedural
codes, the CPC did not single out electronic evidence as an independent
procedural source of evidence). At the same time, along with some issues of
digitalization of criminal proceedings, which are already taken into account
in domestic law, ideas for the introduction of electronic justice and
improving methods of collecting and examining digital evidence during pre-
trial investigation, which are permanently developed at the level of
legislative activity already now, at least among scientists, “futuristic”
proposals (which now seem to be something far away and fantastic), in
particular on the introduction of artificial intelligence technologies in the
criminal process, also are formulated.

Turning directly to the issue of artificial intelligence in criminal
proceedings, we should first determine the general understanding of this
concept. Thus, if we summarize the basic views on the definition of this
category and try to explain its meaning in simple words, in the context of our
work we can consider “artificial intelligence” as a system of methods,
software algorithms aimed at solving certain problems that usually require
human consciousness, human understanding. These are certain systems of
knowledge processing, knowledge management, which allow to solve
certain tasks, suggest possible algorithms of actions, etc.

In the future, assessing the advantages and disadvantages of introducing
artificial intelligence technologies in the criminal process, it is certainly
appropriate to emphasize such important positive manifestations as saving

% Monyns 4 ««Beryn 10 ungpoBoi KpuMiHATICTHKM» (PO3POGIEHHi B paMKax
iminiatuBu  «OcBita just IIpaBocymus» (E4)), mo € xommnonenrom I'nobGanbHoi
mporpamu 1o 3zilcHenHio JloxiHckol neknapauii, Ynpasninas Opranizanii O0’enHaHuX
Hawiit 3 wHapkotwkiB 1 3moumHHocTi (YH3 OOH), ™. Bina, 2019 p.).
URL.: https://www.unodc.org/documents/e4j/Cybercrime_Module_4_Introduction_to_Dig
ital_Forensics_RU.pdf
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time, human and material resources, relieving people from excessive
monotonous, typical work in favor of increasing attention to creative tasks,
justification key procedural decisions that require evaluation based on
internal conviction, etc. At the same time, among the disadvantages or risks
of the introduction of artificial intelligence, we can pay attention to some
problems associated with possible bias, discrimination arising from the
underlying algorithms of artificial intelligence technologies. For example,
the situation with the violation of ethical norms by the algorithms used in the
COMPAS program when assessing the risks of recidivism by defendants by
the US courts is well known in the light of the issue under consideration. In
particular, there is racial bias, where the algorithm is twice as likely to label
defendants who were African-Americans as recidivists, while whites were
usually identified as low-risk individuals *.

In this context, attention should be paid to certain legal guidelines that
have already been established. In particular, the Convention for the
Protection of Individuals with regard to Automatic Processing of Personal
Data was adopted, ratified by Ukraine on 06.07.2010%, as well as the
Convention on Cybercrime, ratified on 07.09.2005%. At the same time, these
international documents concern, first of all, the general use of digital
technologies and digital evidence in criminal proceedings. Instead, the key
standards for the introduction of artificial intelligence in the judiciary,
including criminal, are defined in the European Charter of Ethics for the use
of artificial intelligence in judicial systems and the realities around them
(adopted by the European Commission on Justice Efficiency on
3-4 December 2018 in Strasbourg)®.

The analysis of this document gives grounds to single out the basic
principles of using artificial intelligence technologies in justice, namely:

(1) the principle of observance of fundamental human rights — the use of
relevant technologies must comply with the fundamental rights guaranteed,
in particular, by the European Convention on Human Rights and the
Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data. That is, artificial intelligence-based technical

% HITyunuii iHTENEKT y mpaBocyani. Llenmp demoxpamii ma eéepxosencmea npasa.
URL.: https://cedem.org.ua/analytics/shtuchnyj-intelekt-pravosuddia/

KoHuBeHIis mpo 3axuct oci0 y 3B’S3Ky 3 aBTOMAaTH30BaHOI OOPOOKOIO
MepCOHANIbHUX AaHMX: pathdikoBana Ykpainowo 06.07.2010 p. 3axonooascmeo Ykpainu:
6aza manux / BepxoB. Pama VYkpaimm. URL: https://zakon.rada.gov.ua/laws/
show/994_326#Text

KouBeHnis mnpo kibep3noumHHicTh: patudikoBana 3akoHoM Ne 2824-1V
07.09.2005 p. 3axonooaécmseo Yikpainu: 06aza nanux / Bepxo. Pama VYkpainu.
URL.: https://zakon.rada.gov.ua/laws/show/994_575#Text

% €Bpomeiicbka eTHYHA XapTis BHKODHCTAHHA IITYYHOTO iHTENEKTy B CYHOBHX
cUCTeMax Ta pealisix, IO iX OTouyloTh (npuiiHATa €BPONEHCHKOI0 KOMici€lo 3
epexruBHOCTI mpaBocyans 3-4  rpymus 2018 p. y M. CrpacOypr). URL:
https://rm.coe.int/ru-ethical-charter-en-version-17-12-2018-mdI-06092019-2-/16809860f4
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means should in no way impede access to justice and the right to a fair trial,
and their application should be fully in line with the rule of law and the
independence of the judiciary;

(2) the principle of inadmissibility of discrimination — means that when
processing certain data according to established algorithms, the methods of
analysis used should not deepen inequality, for example, by taking into
account purely racial, ethnic, religious, genetic data. Neutralization of such
risks should take place by providing for measures aimed at adjusting,
increasing the level of intervention of stakeholders in the establishment of
such facts of discrimination;

(3) the principle of quality and security — it is, first of all, the use of
certified data sources that allow maintaining the confidentiality of personal
data, prevent attempts to illegally interfere with the right to privacy and
unlawful alteration of data entered into the system and processed by it;

(4) the principle of implementation “under the control of the user” — it is
the person who should be informed in detail about the results of data
processing and should be responsible for the results of decisions. Also in the
light of this principle, it should be possible at any time to review the
judgment and the data used to obtain the outcome of the case;

(5) the principle of openness, impartiality, transparency — provides for
the possibility of external audit at the stages of development, design,
implementation and operation of artificial intelligence technologies.
However, it should be noted that the implementation of this principle is
perhaps the most difficult, as it requires finding a reasonable balance
between its action and guaranteeing the intellectual property rights of
developers, the need to protect trade secrets®.

Based on the above, we outline the main vectors of possible introduction
of artificial intelligence technologies in the criminal process:

— assessment of prospects, ie forecasting possible court decisions based
on the analysis of similar situations that have already taken place and have
been resolved;

— automation of drafting basic procedural documents or their parts,
when there is no need to motivate or present arguments, etc.;

— consulting, in particular in the perspective of proposing optimal or
acceptable (possible) algorithms of actions of participants in criminal
proceedings in a particular situation;

— technicalization, automation of certain procedures in court records
(namely, automatic copying of documents in the required number, their
distribution to participants in the proceedings, sorting by groups / types /
episodes, etc.);

% €ppomeiicbka eTHYHA XapTis BHKODHCTAHHA IITYYHOTO iHTENEKTy B CYHOBHX
cUcTeMax Ta pealisix, IO iX OTouyloTh (npuiiHATa €BPONEHCHKOI0 KOMici€lo 3
epextuBHOCTI mpaBocymns 3-4  rpyans 2018 p. y ™. CrpacOypr). URL:
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— data processing and systematization in criminal proceedings;

— assessment of risks when making certain procedural decisions
(for example, risks of negative behavior of a suspect, accused in case of
application or non-application of a certain preventive measure in criminal
proceedings) on the basis of coefficients, data on his previous behavior, data
characterizing this person, etc.

Finally, we emphasize once again that the definition of promising areas
for the introduction of artificial intelligence in the criminal process should be
based, in our opinion, on the idea of its additional, ancillary nature, and not
one that can completely replace a person, especially in key procedural
decisions related to the resolution of criminal proceedings on the merits,
restriction or deprivation of constitutional rights and freedoms, etc. Indeed,
the “machine” can perform certain standardized, typical actions instead of a
person, at the same time, creativity, creativity, empathy, ethics, justice —
purely human qualities that can not be passed on to anyone.

CONCLUSIONS

In conclusion, it is worth noting that the current CPC already regulates
certain aspects related to the use of digital technologies in criminal
proceedings (first of all, the possibility of remote proceedings, the
functioning of an automated document management system, seizure of
digital media during pre-trial investigation, etc.). In addition, the test mode is
currently introducing an electronic criminal system (E-case), which will
further significantly optimize the time, material and human resources.
However, some issues, in particular, regarding the balanced application of
ensuring measures ofcriminal proceedings (temporary access to digital
media, their temporary seizure and seizure), as well as the use of hardware
and software in remote proceedings and the operation of electronic judicial
information and telecommunications system still remains on the agenda.

In addition, given the foreign experience, as well as the settlement of
these aspects in other procedural law, there is an urgent need to determine
the place of digital evidence in the system of procedural sources of evidence,
with further regulation of new approaches to their collection, research,
evaluation, based on the peculiarities of their technical nature and the need
for their authentication and verification.

As a promising direction, the possible introduction of artificial
intelligence technologies in the criminal process is identified, taking into
account international ethical principles, in particular, in formulating
templates of standard procedural documents, systematizing materials of
criminal proceedings according to various criteria, assessment of prospects
for making procedural decisions and resolving the case on the merits,
automatic processing of materials with their copying, mailing, etc.
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SUMMARY

The paper identifies the relevance of the use of digital technologies in
criminal proceedings, taking into account the state of development of
Ukrainian society and legislation at the present stage with an emphasis on
the gradual and inevitable digitalization of most spheres of life, including
legal. It is proposed to explore three key aspects of this issue, namely: 1) to
analyze those regulations that are already enshrined in the current CPC or
the possibility of their implementation is already being tested in a test mode
(so to speak, “yesterday”); 2) identify (especially within the issues of
evidentiary law) those areas, the regulation of which has long been discussed
in science, but has not yet been enshrined in the CCP (“today™); 3) outline
possible further prospects for the introduction of digital technologies
(primarily, artificial intelligence technologies) and criminal proceedings
(“tomorrow”).

Within the first aspect, attention was paid to the regulated possibility of
conducting remote procedural actions, functioning of the automated court
document management system, introduction of the electronic criminal case
system, application of precautionary measures of criminal proceedings to
digital media, etc. At the same time, the article highlights some problems
that exist in resolving these issues.

Within the second vector, attention is focused on the legal nature and
place of digital evidence in the system of procedural sources of evidence (in
particular, and some of their types — digital footprints). In view of this, the
need to change conceptual approaches to the methods of collecting and
studying digital evidence, criteria for assessing their admissibility and
reliability, etc. has been identified.

Finally, within the third direction, the definition of artificial intelligence
is given, taking into account the provisions of international documents, the
principles of its use in the judiciary (including criminal) are defined and
promising vectors for the use of artificial intelligence technologies in
criminal proceedings.
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