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E-commerce changed the way travel providers and online travel
agencies (OTAs) served consumers. The 1960s launch of SABRE, the
world’s first computerized airline reservation system, led to the 1996
release of travel e-commerce website Travelocity. Today, online sales and
travel e-commerce websites contribute to 66% of the revenue brought in by
the global travel and tourism market. Altogether, the global market size of
e-commerce travel exceeds $517.8 billion. Headless commerce allows
travel e-commerce websites to continually innovate and respond to
customers’ changing needs, especially as the industry respondsto the
COVID-19 pandemic. By using headless CMS solutions, the best travel
e-commerce websites may continue to iterate, innovate, and grow their
market share.
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Currently, in information exchange via a modern information and
communication network, data is processed in accordance with digital codes
and technological packages, technical and technological means. The main
technical and technological means of digital processing, and the use of
information, are mainly formed by transformations of Boolean functions.
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Papers [1; 2] are devoted to the study of the features and properties of
logical operations. Some features and properties of logical operations have
been generalized to transformations of table replacement of bit connections
[3-6].

This article explores the general mathematical characteristics of Boolean
functions’ models of logical operations and table replacement in
applications of cryptographic and other transformations in the form of a
Zhegalkin polynomial.

Here are some formalizations from primary sources [7; 8]. A block of

bits X:(Xl’XZ’""Xn) is considered as space elements

ny _ _ .
GF(27) ={x =04, %p... Xa) € X} % 10T} | et s block with some
operation or a sequence of a limited number of some operations be
transformed into elements of another space
my _ £y — . .
GF(2 ) _{y - (yli y2""a ym) EY - yl e{oal}}and th|s is expressed by
Boolean functions in the following form:
Y =f(X). GF(2") - GF(2™) )
Such a transformation in vector form is represented by
o) AT (%), 20, Tn ()} X1,y €GF(2) %,y ={01},
The validity of this statement follows from the one-to-one property of

transformations. In general, according to a logical operation X*y= Z,
where the variables take two different values "0" and "1", and the values are
determined by 4 (four) pairwise different states of the values of the

variables X and Y . These statements can be represented in the form of the
following table, which is called the truth table:

X *y 0 1
0 ZOO ZOl
1 410 2N

where il c:1i=0% j=01. Here, the variables % take on two
different values "0" and "1". According to this truth table, the Zhegalkin
polynomial is modeled, expressing it analytically. To do this, we will use
the universal rule. The column z contains elements with the values "1" and
the members of the Zhegalkin polynomial are formed from the
corresponding rows of the input blocks. In this case, the bit with "1" value is
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assigned the variable itself or, and the bit with the value "0" is assigned the

negation of the variable X or y. Thus, the model of the Zhegalkin
polynomial corresponding to the truth table of this example looks as
follows:

Z=Xxy®xy @)
Using the proposed general rule, it’s possible to model other logical

operations introduced in [1-3].
Theorem 1. Let some logical operation *- be defined over the variables

x and y, that is **Y =2 where % ¥:Z€ {01} Suppose that in the truth
table of this logical operation in the column z, not all values are "0" or not
all values are "1", i.e. this operation is not the same as a 0" or "1" value.

Now we turn to analytical modeling in the form of the Zhegalkin
polynomial of the transformation of a table replacement by its truth table.
First, we look at table swap conversions with two bit connections:

In general As an example
X1y 00 |01 |10 |11 x1y 00 |01 |10 |11
00 [Ze |Zu |Ze |Zos 00 (11 |10 |01 |00
01 |z |Zy |Zyp |74 01 |10 |o1 |00 |11
10 |Zyn |2y |2y |22 10 {01 (00 |11 |10
11 |2y |Za |23 |2 11 |00 |11 |10 |01

Note that the input blocks of the truth table are formed by four bits from
bit connections in two bits: x= (Xl’XZ) and y= (Y1’ y2). And output blocks

in two bits — from bit connections in two bits: z:(zl’ 22). Column elements
of input blocks take values from "0" to "15". And the elements of the
column of the output blocks take values from "0" to 3", while these values
are repeated four times. Proceeding as in the analytical modeling of the
truth table of logical operations in the form of a Zhegalkin polynomial, the
Zhegalkin polynomials are modeled for columns and accordingly:

Z)=X1X2 Y 1Y, ®X1X2Y1Y, B X1X Y1 Y, Xy Xo Y1y, ©
@ X1 X2Y1Y2 @ X X2Y1Y, DX XpY1Y2 @ XXoY1Y ®)
and
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Z; =X1X2Y 1Y, @;1;(2)/192 @ilxzyl)b @ilxzyﬂ/z ®

6 X1X2Y1Y2 @ X X2Y1Y, XX Y1Y2 ®XXo Yy 4)

By formulas (3) and (4) by direct calculation, i.e. sequentially setting the
values of the input blocks: (0000) 2 = 010, (0001) 2 = 110, (0010) 2 = 210,
.., (1111) 10 = 1510, performing the calculation, we obtain the
corresponding output blocks of the truth table of the given example.

Definition 1. If in the truth table of a table replacement the values

— (7. m_
0=z _(Z” )10 <21 are distributed and equal (by 2m times) or unequal,

then they are respectively called uniformly distributed or unevenly
distributed (regular or irregular) transformations of the table replacement.

If we pay attention to the truth table of the transformation of logical
operations and table replacement, the concatenation of blocks

X:(X1X2“'Xm) and y:(ylyZ"'ym) is taken as an input block, i.e.,

Xy = (¥ Xp-. X yly?"'ym). And blocks £ = (%25.2) are taken as an
output block. The following conclusions take place:

1) If we assume that the block X :(X1X2"'Xm) represents part of the

bits of the open message, and the block y= (ylyZ"'ym) represents part of

the key bits of a certain length, in addition, the block z :(2122“'Zm)

represents part of the bits of the encrypted message, then the table
replacement truth table expresses the encryption rule table;

2) If we assume that the blocks XZ(XlXZ"'Xm) and Y = (ylyz"'ym)
represent parts of the bits of the message being hashed, and the block

Z= (2122"'2"1) represents the hash result of these blocks, then the table
replacement truth table expresses the rule without key hashing or
information compression.
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