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Abstract. The study of methods of forming students' information and
communicative competence based on the use of educational resources is
currently one of the most urgent research tasks in the pedagogical system
of our country. The productive and effective activity of an educational
institution in crisis conditions depends on the formation of students'
information and communicative competence, primarily through the use
of educational resources. The study of the problem of forming students'
information and communicative competence based on the use of educational
resources has become relevant in connection with the need and tasks of
implementing state policy in the field of education, which is aimed at
ensuring an appropriate level of modernization of the quality of education in
crisis conditions, improving management methods, and being implemented
in the modern system of education and pedagogy. The purpose of the article
is to study the methods of forming students' information and communicative
competence based on the use of educational resources. In today's difficult
conditions of first quarantine restrictions and then martial law, the transfer
of all representatives of the educational process to distance learning, the
effective mastery of educational material and the completion of tasks by
students requires a certain level of educational training based on information
resources, certain information and communicative competencies of students.
This type of educational activity is based on social and economic interaction
with all other representatives of the educational process, the formation of
motivational incentives and changes in value orientations. The formation
of students' information and communicative competence by means of
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modern information technologies is characterized by certain differences in
the performance of tasks by all representatives of educational institutions,
and is in the field of organization of the educational process, its culture, and
the appropriate level of management. In terms of personality, the formation
of students' information and communicative competence is characterized
by a number of differences and features, the qualities of mastering the
educational material, the organization of the educational process, which
have a direct impact on the organization and achievement of learning
objectives. The research methodology is based on the general research
methods of analysis and synthesis, induction and deduction, observation
and abstraction, which are used to systematize the achievements of the
theory and practice of forming students' information and communicative
competence through the use of educational resources. The results the
study of have shown that methods of forming students' information and
communicative competence based on the use of educational resources
should be actively used in the activities of higher education institutions.
Practical implications. Due to the wide areas of training, types of specialties
and specializations, organizational, legal and economic differences in the
activities of educational institutions, a large number of system and application
software products (both in-house and third-party) are used. These products
are used to varying degrees in the implementation of the learning process,
educational, scientific, organizational, design, technical, financial and other
activities, along with providing networked computer interaction (access to
networks). Educational interaction in blended learning can be realized on the
basis of learning management systems and Internet technologies. Internet
technologies are developing rapidly, since they are cloud technologies that
are considered the most rational in terms of the development of the Unified
Information Educational Environment. The main models for deploying
cloud technologies are: private cloud, public cloud, social cloud, and hybrid
cloud. The advantages of using cloud technologies are economic, technical
and technological, and didactic. The information and communicative
competence of a student of a higher education institution is his/her conscious,
purposeful and effective use of knowledge, skills and labor actions in the
field of computer science within the framework of his/her educational
activities — mastering the educational material. In each generalized function
of a student of a higher education institution there are identical necessary
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skills (to apply information and communication technologies) and necessary
knowledge (modern information and communication technologies used in
mastering the educational material). The basis of these skills and knowledge
is formed by general user information competence, which is the basis of
information competence of a student of a higher education institution.
This level of information competence, in fact, implies the availability of
minimum knowledge and skills in the use of information technologies
required by a student regardless of the field of his/her future professional
activity. The general educational component should include: mastering
the educational material in the information environment; participation
in the educational process; preparation and conduct of speeches,
discussions, group activities, consultations with computer support and in
the telecommunications environment; use of activity design tools; visual
communication — the use of visual objects in the communication process,
including conceptual, organizational and other diagrams, video editing;
assessment of the quality of digital educational resources. The possession of
general user and general educational competencies by a student of a higher
education institution also ensures more effective implementation of the
necessary skills of effective communication. Value/originality. The student's
learning activity has primarily organizational specifics (organization of time
for mastering the educational material), so the third level of information
competence is also distinguished — organizational. The monitoring tools
in the process of learning the educational material, designed to assess
the information competence of students of higher education institutions,
should have the following structure: general user information competence,
general educational information competence, organizational information
competence.

1. Introduction

The study of methods for the formation of students' information and
communicative competence based on the use of educational resources is
currently one of the most urgent research tasks in the pedagogical system of
our country. In the context of the constant organization of the educational
process in distance learning, which was primarily due to quarantine
restrictions in connection with the COVID-19 pandemic, and then, starting
from February 24, 2022, with Russia's full-scale invasion of Ukraine, which
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dramatically affected the organization of student learning, the study of
methods for forming students' information and communication competence
through the use of educational resources is of primary importance. In the
current conditions of education and pedagogy development, the issue of
forming students' information and communicative competence through the
use of educational resources is an extremely important area of research,
which is being worked on by scientists from many countries.

The high level of relevance of the chosen topic is due to the fact
that the productive and effective activity of an educational institution in
crisis conditions depends on the formation of students' information and
communicative competence, primarily through the use of educational
resources. The study of the problem of forming students' information and
communicative competence based on the use of educational resources has
become relevant in connection with the need and tasks of implementing state
policy in the field of education, which is aimed at ensuring an appropriate
level of modernization of the quality of education in crisis conditions,
improving management methods, and being implemented in the modern
system of education and pedagogy. Today, our country's education system is
undergoing global changes that require new approaches to the organization
of the educational process. Also, modern requirements for the organization
of the bulk process and the quality of the education system require a high
level of professionalism from all participants in the educational process,
especially students. The social processes taking place in our country
today have caused an urgent need to increase the level of information and
communicative competence of students who will be able to productively
learn new material and perform tasks in unpredictable conditions, especially
in the educational process during COVID-19 quarantine restrictions and
martial law imposed in connection with Russia's full-scale invasion of
Ukraine. Studying the scientific literature and regulatory acts, works of
scientists, which cover the theoretical and practical aspects of the formation
of students' information and communicative competence through the use
of educational resources, we see that they do not sufficiently cover the
issues of forming students' information and communicative competence in
accordance with educational standards.

In today's difficult conditions, first of all, quarantine restrictions and
then martial law, the transfer of all representatives of the educational
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process to distance learning, effective mastery of educational material
and completion of tasks by students requires a certain level of educational
training based on information resources, certain information and
communicative competencies of students. This type of educational
activity is based on social and economic interaction with all other
representatives of the educational process, the formation of motivational
incentives and changes in value orientations. The formation of students'
information and communicative competence by means of modern
information technologies is characterized by certain differences in the
performance of tasks of all representatives of educational institutions, and
is in the field of organization of the educational process, its culture, and
the appropriate level of management. In personal terms, the formation of
students' information and communicative competence is characterized by
anumber of differences and features, qualities of mastering the educational
material, organization of the educational process, which have a direct
impact on the organization and achievement of learning objectives
[1, p. 23; 2, p. 33-36; 3, p. 31-32; 4, p. 339].

According to the normative and legislative acts of our country
regulating activities in the field of education and the latest theoretical
developments in the field of educational process organization, all
representatives of the educational process must carry out their activities
in compliance with the principles of democracy and systematicity.
However, in the activities of most higher education institutions, there is
an insufficiently developed level of use of educational resources in the
educational process. Consequently, there is a discrepancy between the
existing level of students' information and communicative competence
and the requirements set by educational institutions and state standards
for students. Thus, there is a need for further development of students'
information and communicative competence through the introduction
of information technologies in the educational process [5, p. 206-210;
6, p. 78-82; 7, p. 77-78; 8, p. 18-20].

In recent years, participants in the educational process have faced a
number of changes that have occurred as a result of the modification of
both modern society in general and information technology in particular.
There are significant changes in the presentation of information and its
perception by the modern generation of millennials, who perceive the
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world and its environment quite differently. As for their values and methods
of interaction, they are quite different from previous generations, which,
in turn, has prompted the need to introduce changes in the educational
process of many higher education institutions. This is due to the fact that
representatives of each generation have their own characteristic features,
which are formed in accordance with social norms and technologies.

The current generation of millennials has been at the center of careful
research for more than a decade. This is due to the fact that they are
the largest group in the labor market. They are quite active in making
changes to the global system of life, trying to make it simpler and smarter,
developing innovations, and introducing artificial intelligence into the life
of the population. This, in turn, has prompted representatives of science
and education to introduce the latest methods for their training. In addition,
fundamental changes must be made to the existing system of science and
education. Therefore, representatives of the modern education system are
actively involved in cooperation on this issue, since the current education
system requires fundamental changes, especially in the field of educational
services provided by higher education institutions that train professional
specialists in accordance with the requirements of the labor market
[9, p. 23-25; 10, p. 19; 11, p. 92-93; 12, p. 101-104].

Given the above, we can note that the influence of millennials is
significant and significant, as they already hold senior positions in
government agencies and educational institutions.

However, it should be noted that taking these aspects into account is
accompanied by a number of significant problems, the main ones being
the use of obsolete and technically outdated information technologies by
educational institutions, ineffective teaching methods, and insufficient
funding for institutions. These factors significantly complicate the
introduction of modern information technologies into the education system.
Therefore, the most effective and competitive are educational institutions
with stable funding that provides technical equipment.

Thus, the issue of forming students' information and communicative
competence based on the use of educational resources as the main factor
of productive influence on the efficiency of an educational institution,
along with the components of the educational process within the modern
education system, is relevant today.
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2. The use of educational resources in the process

of forming students' information and communicative competence

In recent years, many positive steps have been taken in our country
to introduce and productively use information technology in educational
institutions.

First of all, it concerns the regulatory and legal support of this area.
At the legislative level, 6 Decrees, 18 Laws, 4 Resolutions of the Verkhovna
Rada, 20 Resolutions of the Cabinet of Ministers, 17 Orders of the Ministry
of Education and Science have been adopted, which regulate the use
and development of information technologies in educational institutions
[13,p.48-49; 14, p. 113-114; 15, p. 445-446; 16, p. 136-140; 17, p. 189-190].

The Law of Ukraine “On the National Informatization Program”
played an important role in the introduction of information technologies in
educational activities, according to which several projects of informatization
of educational institutions were implemented.

The Program for the Development of the Distance Learning System was
of great importance in choosing the direction and implementing the tasks
of developing e-learning in our country.

Due to the wide range of training areas, types of specialties and
specializations, organizational, legal and economic differences in activities,
a large number of system and application software products (both in-house
and third-party) are used in educational institutions. These products are
used to varying degrees in the implementation of the educational process,
educational, scientific, organizational, design, technical, financial and other
activities, as well as in providing networked computer interaction (access
to networks) [18, p. 210-211; 19, p. 29-32; 20, p. 82-84; 21, p. 103—105;
22, p. 156-160].

One of the prerequisites for the application of educational resources in
higher education institutions is the use of modern computer technologies.
Computer technologies should contribute to the quality of teaching
and learning, and the information society should take advantage of the
possibilities of computer technologies, using them as innovative and
experimental tools for the renewal of education. Computer technologies
have the potential to provide flexibility in the educational process that
meets social needs, as well as to reduce the cost of education and increase
the internal and external returns of the education system.
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Educational interaction in blended learning can be realized on the basis
of learning management systems (LMS) and Internet technologies.

Considering the first direction, let us clarify the concept of “distance
learning system”. A distance learning system is an information system
that implements the processes of planning, conducting and managing
educational activities in higher education institutions (for any form
of education). Examples of distance learning systems are: Moodle
(http://moodle.org/), Sakai (http://sakaiproject.org/).

The Moodle system is the main one in the process of implementing
a system of tools for the formation of information and communicative
competence in higher education institutions. Such systems allow for
active pedagogical interaction and present a wide range of tools that
provide opportunities for creating and posting courses in the system.
Their advantages are: focus on collaborative learning technologies, wide
opportunities for communication (messaging, chats, comments, etc.), file
exchange in various formats, etc.

At the same time, they are not without some drawbacks. First, teachers
are often forced to work with a specific interface, within a certain logic
of the environment. Secondly, the creation of learning components of the
educational environment is available mainly to the teacher, which makes it
difficult for the subjects of the learning process to work together, i.e., there
is no communication with the network community. Thirdly, operational
complexity (load on the server of the educational institution and problems
with system administration) is of some importance [23, p. 1335-1330;
24, p. 19-26; 25, p. 76-78; 26, p. 128—-136; 27, p. 235-240].

These problems accompany the development of the second area — the use
of Internet technologies in the learning process. Internet technologies are
understood as an automated environment for obtaining, processing, storing,
transmitting and using knowledge in the form of information and its impact
on an object, which is implemented on the Internet, including machine and
human (social) elements. Internet technologies are developing rapidly, as
cloud technologies are considered to be the most rational in terms of the
development of the Unified Information and Educational Environment.

Cloud technologies are understood as: cloud services — a functionally
complete set of services provided by a cloud technology provider that has
its own interface and the ability to be modified in the course of operation



Scientific monograph

without interrupting the work of users [28, p. 562-570; 29, p. 263-268;
30, p. 86-90; 31, p. 98-106; 32, p. 50-64].

Cloud technologies are characterized by:

— on-demand self-service, i.e., the ability for users to use computing
resources in the required amount without coordination with the provider
(system administrator);

— pooling of resources, i.e. dynamic redistribution of capacities (storage
devices, RAM, network bandwidth, etc.), distribution of resources between
several data centers allow the use of IT resources by different programs and
users in a simple mode;

— universal network access, i.e. consumers receive cloud services
regardless of the terminal device via the Internet from high-tech data centers;

— elasticity (“infinite” scalability) of services, which provides access
to the system even at the “peak” of requests, the list of services can be
expanded or contracted automatically, without additional interactions with
the supplier;

— consumption accounting (payment by usage).

We can identify the main models of cloud deployment, namely:

— private cloud — IT infrastructure that is controlled and operated for the
benefit of one organization. The private cloud is managed independently
or outsourced. There are various options for infrastructure placement: on
the premises of a higher education institution, with an external provider,
partially in the organization and partially with the provider;

— public cloud. IT infrastructure for the simultaneous use of the services
provided by multiple higher education institutions. The responsibility for
managing and maintaining such a cloud lies with its owner. The owner is
usually a commercial, scientific or governmental organization;

— community cloud. The use of possible resources by a community
of consumers who share common principles (mission, regulations),
both on the part of the consumer and the external provider. Such
cloud infrastructure can be managed by higher education institutions,
organizations or a third party;

— hybrid cloud is a combination of several cloud structures associated
with certain data transmission technologies. It is used if the internal IT
infrastructure of a higher education institution is not able to cope with
current tasks.
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The main service models, namely, technology-enabled services, are as
follows:

1. Infrastructure as a Service (IaaS). The main components of [aaS:

— hardware (servers, storage systems, client systems, network
equipment);

— operating systems and system software (virtualization, automation,
basic resource management tools);

— connecting software. An example is two main products of Amazon:
EC2 (Elastic Compute Cloud) and S3 (Simple Storage Service).

2. Platform as a Service (PaaS). Providing an integrated platform
for developing, testing, deploying, and maintaining web applications
as services. Control over the cloud infrastructure, with the exception of
user-developed applications, rests with the cloud provider. Examples of
platforms: AppEngine by Google; Cloud Sites, Cloud Files and Cloud
Servers by Mosso; Windows Azure by Microsoft.

3. Software as a Service (SaaS). A model that allows an end user to use
application software, most often through an Internet browser. Examples:
Google Apps, MobileMe (Apple), Azure (Microsoft), and LotusLive (IBM).
Workplace as a Service (WaaS). Applications as a Service (AaaS). Data as
a Service (DaaS) Hardware as a Service (HaaS).

Thus, the relevance of using the latest information technologies in
education is dictated primarily by pedagogical needs to improve learning
outcomes. The competency-based orientation of the learning process,
where practical skills are increasingly important, along with the increased
dynamics of the educational process, a significant increase in the role of
distance education technologies, and the global transition of information
resources to the virtual environment, encourages higher education
institutions to adopt innovative models of activity.

Among the reasons for the introduction of cloud technologies in
education are at least the following

— significant financial investments in the purchase and maintenance of
hardware and software products;

— often difficult adaptation of ready-made software products to the
teaching process, and, as a result, only fragmentary use of them;

— the need to develop the information environment of higher education
institutions.
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Currently, higher education institutions are most actively using SaaS
services. Free server-based solutions for integrated communications and
collaboration among educational stakeholders are offered, for example,
by Google (Google Apps for Education Edition) and Microsoft (Microsoft
Live@edu).

Another option for using cloud services is to partially move learning
management systems to the cloud (if it is impossible to purchase hardware
or software).

Thus, based on the literature [1; 5; 8; 10; 12; 16; 23; 25; 28; 31], which
studies the problems of introducing cloud technologies in education, we can
distinguish the following groups of advantages of their use, which correlate
with the reasons for their implementation:

— economic group. Cloud services provided to users are free or
conditionally free. The cost of licensed software is reduced. There is an
opportunity to effectively use the space of higher education institutions;

— technical and technological group. These services have minimal
hardware and software requirements. The services are accessed via a web
browser with an Internet connection. Most cloud services do not require
special knowledge when using them or require minimal support;

— didactic group. The range of such tools is quite wide, they provide
educational interaction.

Like other information technologies, cloud technologies have educational
functions and capabilities. Identifying the didactic potential of cloud
technologies, let's consider possible applications in the educational process.
Cloud operating systems and remote desktops, as well as cloud storage services
accessed through a browser, can be used in the learning process. Based on the
cloud operating system (Web OS), it is possible to perform documentation
in higher education institutions (software packages are integrated into it),
prepare projects, etc., outwardly the process is similar to your own computer
without the Internet. Examples of free cloud operating systems that can
be used in the learning process: Zero PC (http://zeropc.com/), CloudMe
and CloudTop (http://cloudme.com), Glide OS (http://glidesociety.com),
AstraNOS (http://astranos.org), Joli OS (http://jolicloud.com), etc.

Virtual desktops look and function almost identical to traditional
desktops, but programs and files are located on a server, not on a local
computer. You can connect to a remote desktop via the Internet using a
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secure channel. A remote desktop can include an operating system, office
software, archivers, antivirus software, utilities, etc. Cloud desktops are
usually provided by different companies for a fee. A simpler option for
using cloud technologies in the process of managing a higher education
institution is to work with cloud storage.

Thus, we can point out the following advantages of using common cloud
storage in student education:

— file exchange can be carried out in different directions: student to
student, higher education institution to student, teacher to student;

— practically no training in working with cloud storage is required,

— different types of files are supported, and they can be published on the
Internet;

— simultaneous work with several files and folders is possible;

— data on the local computer is automatically updated when updated on
the Internet;

— when several users work simultaneously, file updates affect all users
[33, p. 188-192; 34, p. 72-80; 35, p. 160-162; 36, p. 125-129].

Thus, we can specify the benefits of using cloud technologies for both
the teacher and the student.

Advantages of using cloud technologies for teachers:

— the possibility of easy structuring and reliable storage of educational
information and literature;

— the ability to store regulatory and organizational information
(programs, guidelines, consultation hours, assignments, questions, etc.) and
distribute it online;

— control of students' assignments, adding comments;

— the ability to individualize student learning.

Advantages of using cloud technologies for students:

— constant access to educational resources for the course;

— no “clogging” of educational resources in the course due to the
teacher's recommendations;

— no software compatibility issues and no need to purchase software
products, including for individual learning;

— constant access to their files and works.

The possibilities of using cloud technologies in the learning process based
on Google Apps Education Edition services are based on the following factors:
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— exchange of information and documents between students and teachers,
including checking assignments, consulting on projects and essays;

— performing practical tasks on processing various information objects
(text, tables, diagrams) and joint group projects;

— discussing educational issues in real time.

Thus, the use of cloud technologies:

— provides an opportunity to increase communication and interactivity
of students' teamwork;

— provides them with a choice of convenient time and place of study;

— control of knowledge in the form of the Internet;

— conducting on-line lectures and seminars, the possibility of recording
them and viewing them later;

— presentation of educational materials in various forms (graphic, sound,
animated);

— organization of lists of links to useful sources;

—virtual defense of reports, abstracts, and term papers; provision of video
instruction works [5, p. 206-210; 6, p. 78-82; 7, p. 77-78; 8, p. 18-20].

Also, it is important to use cloud technologies in practice-oriented
learning using the Google Drive cloud technology as part of extracurricular
independent work or joint projects in groups.

Thus, the didactic capabilities of cloud technologies are:

— the ability to store a large amount of data in various formats (audio,
video, graphics, text, databases) and simplify the publication of materials,
posting them online for quick access by both students and teachers

— interactivity and continuity of the educational process even in conditions
of temporary and geographical separation of the subjects of learning;

— group orientation (corporate) — the ability to organize joint work of a
large team (teachers and students);

— innovativeness and modifiability — expanding the scope of existing
forms and methods of teaching and control, rapid incorporation of created
products into learning, stimulating independent activity and reducing the
cycle of obtaining a specific result;

— meta-subjectivity — the ability to integrate academic disciplines and
generate universal meta-knowledge;

— informality and friendliness — the ability to pay attention to students'
interests, their worldview and organize personality-oriented learning;
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— development of critical thinking — improving the skills of comprehensive
evaluation and comparison of information received,;

— immersing students in an environment where discussion is mandatory;

— mastering decentralized models — participants in joint activities are not
required to be present at the same time, etc.

Thus, it can be noted that cloud technologies have didactic properties
inherent in the technologies of presentation, transmission and organization
of the educational process and implement didactic functions:

— educational function (information and reference, cognitive, i.e.
studying and consolidating new material, self-education, familiarization
with different points of view, obtaining information, etc.);

— developmental function (development of methods of searching mental
activity, analysis, synthesis, abstraction, etc.);

— educating function (personal and moral qualities);

— motivating function (justification of the usefulness and necessity of
studying a particular field through an adapted story);

—individualization and differentiation of the learning process (providing
tasks of varying difficulty in classroom and independent study);

— controlling function (objectification, feedback, self-control);

— Corrective function (e.g., providing consultations based on information
technology, training opportunities);

—diagnostic function (informing the teacher about the learning outcomes,
including the most common mistakes);

— automation of management processes (registration, storage of data on
learners) and processing of learning outcomes;

— modeling, simulation of real processes and phenomena;

—self-presentation function [13,p. 48-49; 14,p. 113-114; 15, p. 445-446;
16, p. 136-140; 17, p. 189-190].

Considering the didactic functions of cloud technologies in relation
to the main forms of education, we can note a significant focus of their
implementation on classes and self-study of students (increasing the share
of independent work of students — up to 60% of the total workload, practice-
oriented training).

In addition to the above advantages, it is necessary to mention possible
difficulties in the use of cloud technologies. The following is a list of
possible problems:
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— technical (lack of or low speed of the Internet);

— competence and motivational (difficulties for teachers and students
and lack of understanding of the feasibility of using such services;

— content (mismatch between educational needs and the content of
resources);

— methodological and organizational (insufficient time to master the
educational material within the hours allotted by the class schedule).

These also include limitations of the functional properties of software
(compared to local analogues), the lack of a regulatory framework for the
use of cloud technologies in education in general. The risk is also tied to the
service provider.

Thus, it is possible to use cloud technologies in the educational process,
due to a number of advantages (economic, technical, technological and
didactic).

Improvement of the learning process by means of cloud technologies is
based on their didactic capabilities (the ability to store a large amount of data
in various formats, simplify the publication of materials, place them on the
network; group orientation; innovation and modifiability; meta-subjectivity;
informality and friendliness; the possibility of developing critical thinking;
decentralized models), their didactic functions (educational, information
and reference, cognitive, developing, educating, motivating, functions of
individualization and differentiation of the process).

3. Formation of students' information and communicative competence
based on the use of educational resources

The content of the qualification requirements for students of higher
education institutions, including information and communicative
competence, should be reflected in the relevant educational standard. Many
international organizations, such as the European Union, the Council of
Europe, UNESCO, and others, are working on the development of educational
standards and requirements for information and communicative competence
of students of higher education institutions: The European Union, the
Council of Europe, UNESCO, international educational associations ESHA
(European School Heads Association), NASSP (National Association
of Secondary Schools, USA), the European Qualification Network for
Effective School Leadership (European Qualification Network for Effective
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School Leadership), which includes 29 countries of the European Union, has
been created and is working effectively. In the United States, the National
Educational Technology Standard (NETS-A) has established requirements
for the activities of educational leaders (National Educational Technology
Standards and Performance Indicators for Administrators).

In recent years, our country has also been developing and introducing
educational standards that regulate the qualifications required for a student
to perform a certain type of bulk activity. However, due to the specifics
of the learning activities of students of higher education institutions, the
existing monitoring tools need to be modernized. Since competence is a
dynamic, stable personal structure that allows to realize the competencies
related to a given type of activity with maximum efficiency. Information
competence, accordingly, is the ability and willingness to effectively
use information and communicative technologies in the framework of
their educational activities. Under the information and communicative
competence of a student of a higher education institution, we understand
his or her conscious, purposeful and effective use of knowledge, skills and
labor actions in the field of computer science as part of his or her educational
activities — mastering the educational material.

In each generalized function of a student of a higher education
institution, there are identical necessary skills (to apply information
and communicative technologies) and necessary knowledge (modern
information and communicative technologies used in mastering the
educational material). The basis of these skills and knowledge is formed
by general user information competence, which is the basis of information
competence of a student of a higher education institution [18, p. 210-211;
19, p. 29-32; 20, p. 82-84; 21, p. 103-105; 22, p. 156-160].

General information competence is defined as:

—use of techniques and compliance with the rules of work and safety with
information technology tools, troubleshooting, ensuring the consumption of
consumable materials;

— compliance with ethical and legal standards of information
technology use;

— audio-video-text communication;

— Internet and database search skills;

— systematic use of existing skills in everyday and educational contexts.
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This level of information competence, in fact, implies the availability
of minimum knowledge and skills in the use of information technologies
required by a student regardless of the field of his or her future professional
activity. However, since we are talking about the educational space, we
should also emphasize the need for a student of a higher education institution
to have general information competence.

The general education component should include:

— mastering educational material in the information environment;

— participation in the educational process;

— preparation and conduct of speeches, discussions, group activities,
consultations with computer support and in the telecommunications
environment;

— use of activity design tools;

—visual communication — the use of visual objects in the communicative
process, including conceptual, organizational and other diagrams, video
editing;

— assessment of the quality of digital educational resources (sources,
tools) in relation to the set educational tasks of their use;

— accounting of public information space;

— support, formation and use of the general user component in the
learning process [23, p. 1335-1330; 24, p. 19-26; 25, p. 76-78;
26, p. 128-136; 27, p. 235-240].

Due to the fact that general user and general educational information
competence is a prerequisite for the implementation of educational
functions by both students of higher education institutions and pedagogical
staff, a single monitoring tool (e.g., testing) or its invariant part can be used
to assess these two levels of information competence.

The general education component should include:

— mastering educational material in the information environment;

— participation in the educational process;

— preparation and conduct of speeches, discussions, group activities,
consultations with computer support and in the telecommunications
environment;

— use of activity design tools;

— visual communication — the use of visual objects in the communicative
process, including conceptual, organizational and other diagrams, video editing;
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— assessment of the quality of digital educational resources (sources,
tools) in relation to the set educational tasks of their use;

— accounting of public information space;

— support, formation and use of the general user component in the
learning process.

Due to the fact that general user and general educational information
competence is a prerequisite for the implementation of educational
functions by both students of higher education institutions and pedagogical
staff, a single monitoring tool (e.g., testing) or its invariant part can be used
to assess these two levels of information competence.

Possession of general user and general educational competencies by
a student of a higher education institution also ensures more effective
implementation of the necessary skills of effective communication.
A number of generalized academic functions of a student of a higher
education institution contain the necessary knowledge and skills to organize
oral and written communication with external actors (teachers, teaching
and support staff), and to negotiate. Despite the fact that to ensure these
specific aspects of communication, it is enough to have a sufficient level of
general and general educational information competencies, the monitoring
can include special business cases aimed at assessing the readiness and
ability to use information and communicative technologies in the course
of interaction with participants in educational relations [28, p. 562-570;
29, p. 263-268; 30, p. 86-90; 31, p. 98-106; 32, p. 50-64].

Since the student's learning activity has primarily organizational specifics
(organization of time for mastering the educational material), we can also
distinguish the third level of information competence — organizational. To
determine the competencies included in the organizational information
competence in education, it is necessary to refer to the educational standard.

The analysis of these necessary knowledge, skills and actions of the
student allowed us to identify the main information competencies for the
organizational level:

— building an information space in the process of mastering the
educational material, organizing communicative channels and ways to
protect information;

—ensuring openness and accessibility for all participants of the educational
regulatory and legal sphere of the organization of the educational process;
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— creation and updating of databases of all participants of educational
relations in the higher education institution;

— access to the system of monitoring the quality of the educational
process, educational achievements of other students, activities of the
educational institution;

— mastery of skills in working with information technology;

— design, compilation and processing of information using appropriate
software.

Thus, as can be seen, this level of information competence is
characterized by a different content level and a fundamentally different
level of complexity compared to the previously discussed ones. To assess
the student's organizational information competence in the process of
mastering the educational material, in our opinion, it is recommended to
use professional tasks and cases.

Based on the above, the monitoring tools in the process of mastering
the educational material intended to assess the information competence of
students of higher education institutions, in our opinion, should have the
following structure:

1. General information competence (test tasks).

2. General educational information competence (test tasks, case study).

3. Organizational information competence (case study, professional tasks).

Since this structure of the monitoring tools for studying the information
competence of students of higher education institutions is based on a
competency-based approach, the monitoring developed on its basis will
allow to assess not only the amount of information learned, but, above all,
the student's ability to successfully cope with learning tasks.

It will allow to assess knowledge (cognitive component), skills
(functional component) and attitudes (subjective position or personal
attitude) both at one time and in dynamics. Based on the results of the
monitoring, it will be possible to draw a conclusion about the level of
information competence of a student of a higher education institution in
order to identify the main difficulties and create training programs in the
field of information technology relevant to students of higher education
institutions.

In the future, the level of information competence revealed during the
monitoring will also allow to indicate the academic compliance or non-
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compliance of the respondent. The information competence of a student of
a higher education institution must meet the requirements of the modern
conditions of the educational space. If the information competence of a
student of a higher education institution does not reach the level of general
user information competence, this indicates a complete academic mismatch.
If the respondent's information competence meets the requirements
of the general user and general education levels, we can talk about his/
her incomplete academic compliance. If the content of the information
competence of a student of a higher education institution covers the entire
list of learning activities, necessary skills and required knowledge related
to all three levels of information competence, then this student is fully
competent in the field of information technology and meets the requirements
of the educational process.

The structure of the monitoring tools formulated by us can also become
the basis for developing tools for assessing the information competence
of teachers. To do this, instead of the level of organizational information
competence in education, it will be necessary to formulate and develop
a variable part to assess the level of subject and pedagogical information
competence.

4. Conclusions

Due to wide areas of training, types of specialties and specializations,
organizational, legal and economic differences in activities, a large number
of system and application software products (both in-house and third-party)
are used in educational institutions. These products are used to varying
degrees in the implementation of the educational process, educational,
scientific, organizational, design, technical, financial and other activities,
along with the provision of networked computer interaction (access to
networks).

The use of software in distance learning by educational institutions
is characterized by a fairly wide range of software products. However, it
should be noted that most of them are not compatible with each other both
at the technological and informational levels. This leads to the fact that, in
case of their further use, it will be quite difficult to ensure the exchange of
data and information between educational institutions, as well as to create a
common unified access to these resources.
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The use of the latest technologies in educational institutions, including
electronic ones implemented with the help of information technology, differs
significantly from traditional forms. This is primarily due to a significant
increase in the technological component of the educational process, namely
the use of information and telecommunications equipment.

One of the significant indicators of the level of introduction of
information technologies into the educational process, along with the
process of mastering the educational material, is the provision of access to
telecommunication networks for teachers and students.

The use of the latest technologies in educational institutions, including
electronic ones implemented with the help of information technology, differs
significantly from traditional forms. This is primarily due to a significant
increase in the technological component in the implementation of the
educational process, namely the use of information and telecommunications
equipment, information technology, relevant software, and available
network communications.

At the same time, the problem of using information technology in
educational institutions is to some extent solved at the local level. Thus,
more and more educational institutions are implementing programs on their
own to improve the skills of their employees, especially in raising the level
of mastery of information technologies.

So, in general, the formation of students' information and communicative
competence in higher education institutions can be formulated as follows:
to provide new additional opportunities for students of higher education
institutions to be successful using the latest information technologies.
The realization of these tasks should be carried out not by building rigid
structures and systems, but by presenting new flexible opportunities for
students to use e-learning.

The basis of e-learning is:

— information and communicative technologies;

— electronic information resources;

— organizational and methodological support.

At the same time, it should be noted that according to the indicators of the
world practice of educational institutions, their ratio is currently distributed
as follows: half are electronic resources, one third are organizational and
methodological support, and the rest are technologies.
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As for information resources aimed at providing e-learning, the vast
majority of them are distance courses used in the educational process (this
applies to distance, face-to-face, and combined forms of education).

Thus, the use of information technologies in the process of forming
students' information and communicative competence is one of the main
priorities of any modern institution. Comprehensive automation of the
activities of educational institutions has become relevant and necessary
since the active introduction of information technology in the learning
process along with its organization.
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