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Abstract. The chapter presents the results of a study of ways to improve
the protection of personal data in Ukraine, conducted as part of a postdoc
internship. The subject of the study is the question of compliance of Ukrainian
legislation in the field of personal data protection with EU standards. The
methods used in the work are dogmatic and comparative. The object of
the analysis was a comparison of the legislation of the European Union,
Ukraine and Poland regarding the protection of personal data. The foreign
theory on the protection of personal data, the practice of such protection and
the peculiarities of foreign training of specialists in the field of personal data
are also analysed. Specifies the parameters by which Ukraine could receive
a decision on the adequate state of personal data protection before the EU
accession procedure is fully completed according to article 45 of the GDPR.
The purpose of the work is to compare European and Ukrainian legislation
on the protection of personal data with the aim of adapting it to European
standards. The study made it possible to draw a number of conclusions. On
the basis of the conducted research, it is proposed for Ukraine to adopt a
new law on the protection of personal data, and the concept of such a law
has been developed. The main proposals are: implements the GDPR as part
of the national legislation of Ukraine; predict that all terms and concepts
used in the GDPR have priority in application in case of discrepancies with
other regulatory acts; determine a new official "personal data protection
Commissioner”" as a supervisory authority within the meaning of GDPR;
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establish requirements for the personal data protection inspector; pay
attention to such issues as: peculiarities of regulating the powers of an
administrator performing a public task; issues of personal data protection
and national security; accreditation of entities applying for certification in
the field of personal data protection; conditions and certification procedure;
codes of conduct; the status of the Commissioner and the procedure for
his or her appointment; guarantees of independence of the Commissioner;
significantly increase fines for violation of personal data protection rules
and improve the procedure for imposing them.

1. Introduction

The main regulatory act of the European Union in the field of personal
data protection, which establishes uniform requirements within the European
Union and the European Economic Area, is Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 "On the protection
of natural persons with regard to the processing of personal data and on the
free movement of such data", and repealing Directive 95/46/EC (General
Data Protection Regulation) (further — GDPR) [14].

According to GDPR, clauses 104 and 105 of the preamble, articles 5-7,
9, 45-47, 49 [14], a country that is not a member of the European Union
can receive the status of a country that adequately ensures the protection of
personal data and to which data can be freely sent from the European Union.

However, the legislation of Ukraine already contains quite a lot of
requirements for the fulfilment of the information obligation, which are
quite close to the GDPR [14].

Article 45 of the GDPR specifies the parameters by which Ukraine
could receive a decision on the adequate state of personal data protection
before the EU accession procedure is fully completed [ 14]. Such parameters
are divided into three groups: a) the rule of law, respect for human
rights and fundamental freedoms, relevant legislation, both general and
sectoral, including concerning public security, defence, national security
and criminal law and the access of public authorities to personal data, as
well as the implementation of such legislation, data protection rules etc.;
b) the existence and effective functioning of one or more independent
supervisory authorities in the third country or to which an international
organisation is subject, with responsibility for ensuring and enforcing

459



460

Natalia Semchuk

compliance with the data protection rules, including adequate enforcement
powers etc.; c¢) the international commitments the third country or
international organisation concerned has entered into, or other obligations
arising from legally binding conventions or instruments.

Since some of these parameters can be assessed only during a large
monitoring mission (for example, the state of democracy). Since it is not
possible independently investigate such aspects, the data of international
ratings will be used in these questions with appropriate clarifications.

The World Justice Project Rule of Law Index (further — WJP Rule of
Law Index) which involves the evaluation of many parameters such as the
rule of law, human rights standards and law and order in 2022, before the
war, placed Ukraine in 76th place in the overall rating, while Hungary as a
member of the EU was in 73rd place [50]. According to some parameters
of this rating, for example, respect for international human rights norms
and standards Ukraine ranks 55th, and Poland 52nd [50]. Ukraine should
improve its position, but now Ukraine is very close to the European Union
countries.

Other ratings also indicate Ukraine's progress. In particular, such conclusions
are contained in the European judicial systems Evaluation Report of the
European Commission for the Efficiency of Justice (abbreviated — European
judicial systems CEPEJ Evaluation Report 2022 Evaluation cycle) [13].

Among decisions on the recognition of adequacy, a good example is
the decision regarding the Republic of Korea [34]. The main text of this
act includes: an introduction; analysis of rules applying to the protection
of personal data (general situation; definition of personal data, processing,
personal information controller and "outsourcee"; special provisions for
information and communication service providers; lawfulness and fairness
of processing, processing of special categories of personal data; purpose
limitation; data accuracy and minimisation; storage limitation; data
security; transparency; individual rights; onward transfers; accountability;
special rules for the processing of personal credit information; oversight
and enforcement); access and use of data to be obtained from the EU by
public authorities; conclusions and proposals.

This system can also be used to assess the personal data protection
system of Ukraine for compliance with the specified requirements and to
determine the prospects of obtaining a similar solution.
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2. Literature review

European scientists pay a lot of attention to various aspects of personal
data protection. The first surge of interest in the topic began in the 1970s,
the second after the adoption of the GDPR [19; 29, p. 563].

J. Zhang et al. indicates that theoretical provisions and practical
guidelines for the use of GDPR are in the formative stage. In this case,
the main thing is the balance of privacy protection and minimization of
consequences for business [48].

J. Kurek writes that personal data serve to achieve public goals, such
as national security and public order, as well as the welfare of a personal
nature, the protection of which determines the security of a person in the
personal dimension, in particular the protection of privacy [21, p. 3]. The
legal basis for privacy protection in Poland is Article 47 of the Constitution,
according to which everyone has the right to protection of private, family
life, honour and good name, as well as to decide about his private life. On
the other hand, protecting personal data is part of cyber security [10].

J. Olszewska & M. Nowikowska draw attention to the close connection
between personal data protection and access to information, including
public information [35, p. 17; 37, p. 1175].

Modern works, which are devoted to the protection of personal data
after the adoption of GDPR, can be conditionally divided into two groups.
The first group of works is devoted to the analysis of the general principles
of GDPR application, and the second to specific aspects in the context of
particular issues. Regarding the first group of works dedicated to general
principles, the following works should be noted.

M. Todorova — Ekmekci highlights that a person has the following
basic rights during data processing: the right to information, the right
to access of personal data free of charge and in an accessible format,
the right to object processing of their data or part of their data if
they have not given their consent, the rights in relation to automated
decision making and profiling, the right to be forgotten, the right to data
portability of personal data to themselves or to another controller, the
right to restrict processing [44, p. 33—-34]. L. Jasmontaité-Zaniewicz et
al. indicates such rights: right to transparency and information, right to
access, right to rectification, right to erasure, a.k.a. right to be forgotten,
right to restriction of processing, right to data portability, right to object,
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right to not be subject to a decision based solely on automated decision-
making or profiling [18, p. 64—74].

C. Negri-Ribalta et al. highlights the following data protection
principles: lawfulness, fairness, and transparency, purpose limitations, data
minimization, accuracy and storage limitation, integrity and confidentiality,
accountability, non-discrimination, fair balance [31, p. 238-239]. D. Sybilski
indicates the priority of applying the GDPR in the protection of personal
data and the fairness of such an approach [43].

E. Politou et al. point out the following data protection principles consent
and purpose limitation, the right to be forgotten, the right to data portability,
the obligation for data protection impact assessments, and privacy by
design, among others [40, p. 2].

Important principles are the right to data access [15, p. 29-31], digital
privacy and digital autonomy, effective restrictions on the use of such systems
[4], privacy by design and controlled data transfer to third countries [6].

GDPR also includes the following requirements of data handlers:
consent of subjects for data processing providing data breach notifications,
safely handling the transfer of data across borders, requiring certain legal
entities to appoint a data protection officer to oversee GDPR compliance,
anonymizing collected data to protect privacy [44, p. 34].

A. Cieslik et al. indicates the following main points of data processing:
compliance with the general principles provided for in Art. 5 GDPR,
compliance with the law within the framework of Art. 6-11 GDPR, assurance
of performance of duties by the administrator (Articles 24-31 GDPR),
assurance of processing security (Articles 32-36 GDPR), data protection
inspector control (Articles 27-43 GDPR), legality of data transfer to third
countries (Articles 44-49 GDPR) [5, p. 26].

A. Gnatowska & A. Szeliga conclude that the subject matter, purpose,
and reference to the administrator are primary in the data conversion clause.
The importance of the conditions of data transformation by the controller and
the processor is also indicated [ 16]. It is also important to stress the definition
of data processor: an entity that deals with personal data as instructed by
a controller for specific purposes and services offered to the controller that
involve personal data processing. In this case the controller corresponds to
the data subject and the processor corresponds to the consumer. Another
entity takes the role of data processor, standing between providers and
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consumers: the "aggregator" fulfils the sensing service, gathering data from
individual data subjects and producing anonymized aggregated data, ready
to be acquired by consumers. Data subjects provide data to the aggregator
and both parties agree on predefined policies regarding their rights and
obligations [49].

D. Manescu emphasizes that the legal guarantees provided to data
subjects for the protection of personal data can be divided into: the
obligation of the operator to inform the state body about a high-risk data
security breach [25, p. 427].

Regarding the second group of works devoted to specific aspects, it is
first of all worth paying attention to the works on the topic of profiling.

Along with the specific moments of profiling and automated decision-
making provided for in the GDPR, general legal obligations and grounds for
the administration of personal data apply. That is, the obligation to inform,
the right to access data, the right to eliminate data, the right to restrict data
transformation, the first transfer of data, the obligations to assess risk and
ensure data security apply during profiling in full [27, p. 256, 221].

Profiling is a special method of data processing, the foundations of which
are laid by the GDPR. At the same time, profiling may or may not lead to
the adoption of automated decisions. During profiling, special attention is
paid to what personal data will be processed, for what purpose and in what
way. Profiling includes: data collection, profile creation, profile application
[27, p. 27, 131]. Anonymization of such data is possible at the stage of data
collection for building a profile, then the application of a profile to a specific
person concerns his or her personal data. At the same time, tracing the profile
to a specific person can have many disadvantages due to the inaccuracy of the
model itself, the use of stereotypes, etc. In such a case, the individual has the
right to object to profiling and must be able to opt out. In addition to the threat
of incorrect profiling, there is the threat of excessive profiling, including the
use of excessive biometric data [27, p. 25, 174-175, 109-110].

The following aspects also attracted the interest of scientists: protection
of personal data in the metaverse [22; 28; 36]; biometric authentication
[40]; using data for scientific purposes [20]; using sensitive personal data
[12]; using of personal data in the school system [30]; using of personal
data during e-learning [3]; using in the work of banks [23]; work of trade
union labour inspectors [47]; protection of personal data of employees [46];
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protection of personal data in church activities [24]; protection of personal
data by the state [45; 42].

From the study of modern literature, it can be stated that the issue of
personal data protection refers to the fundamental right to privacy and is
related to the right to access to information.

Different scientists define the principles of personal data protection in
different ways. However, the most common are such principles as: the right
to transparency and information, the right to access of personal data free
of charge and in an accessible format, the rights in relation to automated
decision making and profiling, the right to be forgotten, the right to data
portability of personal data to themselves or to another controller; the right to
restrict processing, digital privacy and digital autonomy, privacy by design,
right to rectification, consent of subjects for data processing, safely handling
the transfer of data across borders, anonymizing collected data to protect
privacy, assurance of performance of duties by the administrator, assurance
of processing security, lawfulness, fairness, purpose limitations, data
minimization, accuracy and storage limitation, integrity and confidentiality,
non-discrimination, fair balance.

Issues of profiling and biometrics occupy a special place. Also, among
narrower issues, scientists are investigating such aspects as: protection of
personal data in the metaverse; using data for scientific purposes; using
sensitive personal data; using of personal data in education; using in
the work of banks; work of trade union labour inspectors; protection of
personal data of employees; protection of personal data in church activities;
protection of personal data by the state.

3. The legislation of Ukraine: current situation

As it was mentioned, in order to obtain a positive conclusion according
to Art. 45 of the GDPR, in practice the main parameters are the following
[34]: general situation; definition of personal data, processing, personal
information controller and "outsourcee"; special provisions for information
and communication service providers; lawfulness and fairness of processing,
processing of special categories of personal data; purpose limitation; data
accuracy and minimisation; storage limitation; data security; transparency;
individual rights; onward transfers; accountability; special rules for the
processing of personal credit information; oversight and enforcement);
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access and use of data to be obtained from the EU by public authorities. We
will consider these and other parameters in Ukrainian law for compliance
with the requirements of the European regulator.

The Law of Ukraine "On Personal Data Protection" (further — the Law
of Ukraine) is the main legislative act in the field of personal data protection
in Ukraine. It is available for viewing in the nationwide electronic system
of normative acts of Ukraine and includes 30 articles, each of them has a
title: scope of the law, definitions, legislation on personal data protection,
subjects of relations related to personal data, protection objects, general
requirements for personal data processing, special requirements for
personal data processing, rights of the personal data subject, notification of
personal data processing, use of personal data, grounds for the processing
of personal data, personal data collection, personal data accumulation and
storage, personal data dissemination, personal data deletion or destruction,
personal data access procedure, postponement or denial of access to personal
data, appealing a decision on personal data access postponement or refusal,
payment for personal data access, amendments and additions to personal
data, notification of actions with personal data, monitoring compliance with
Law of Ukraine, powers the Commissioner for Human Rights in the field
of personal data protection, providing personal data protection, restraints
on the validity of this Law, provision of finance for personal data protection
works, application of this law provisions, liability for violation of the law
on personal data protection, international cooperation and personal data
transfer, final provisions [1].

According to the Law of Ukraine [1, art. 11], grounds for the personal
data processing are:1) personal data subject's consent to the processing of
his personal data; 2) permission to process personal data granted to the
personal data owner in accordance with the law solely for the exercise of his
powers; 3) conclusion and execution of a transaction to which the personal
data subject is a party or which is concluded in favour of the personal data
subject or for the implementation of measures preceding the transaction
conclusion at the request of the personal data subject; 4) protection of the
personal data subject's vital interests; 5) requirement to fulfil the personal
data owner's obligation, which is provided for by law; 6) requirement
to protect the legitimate interests of the personal data owner or a third
party to whom the personal data is transferred, except in cases where the
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requirement to protect the fundamental rights and freedoms of the personal
data subject in connection with his data processing is dominated by such
interests. According to Art. 6 of the Law of Ukraine personal data shall
be processed openly and transparently using means and way that meet the
specific purposes of such processing [1].

According to Art. 2 of the Law of Ukraine, personal data includes
details about the individual, which is or may be explicitly identified [1].
Personal data processing is any action or set of actions, such as collection,
registration, accumulation, storage, adaptation, change, renewal, use and
distribution (circulation, sale, transfer), depersonalisation, destruction of
personal data, including using information (automated) systems [1, art. 2].

Ukrainian legislation uses the term ,,personal data manager" instead of
»personal information controller and "outsourcee". Personal data manager
is a natural or legal person who is granted the right by the personal data
owner or by law to process this data on behalf of the owner [1, art. 2].

In Ukraine the legislator use the term "Personal data manager", who
is a natural or legal person who is granted the right by the personal data
owner or by law to process this data on behalf of the owner [1]. Enterprises,
institutions and organizations of all forms of ownership, state or local
authorities, individuals who process personal data in accordance with the
law can be personal data owners or managers. Manager of personal data, the
owner of which is a state or local authority, in addition to these authorities,
can only be an enterprise of state or municipal ownership that belongs to
the sphere of this authority management. Personal data manager can entrust
the personal data processing to the personal data manager in accordance
with a written agreement. Personal data manager may process personal data
only for the purposes and to the extent specified in the agreement. Articles
8,15, 16, 20, 24 provide for the specific duties of such a manager regarding
information processing [1].

According to the Law of Ukraine, processing of personal data on racial
or ethnic origin, political, religious or ideological beliefs, membership in
political parties and trade unions, criminal conviction, as well as processing
of data related to health, sexual life, biometric or genetic data is prohibited
(however, certain exceptions are also given in this article) [1, art. 7].

Personal data subject's consent is a voluntary expression of the
individual's will (subject to his/her awareness) regarding the granting of
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permission to process his/her personal data in accordance with the stated
purpose of their processing, expressed in writing or in a form that allows
concluding that consent has been provided [1, art. 2]. Consent can also be
expressed electronically. Article 14 provides for cases and conditions of
data processing without consent [1, art. 14]. Personal data shall be deleted
or destroyed in the case of expiration of the data storage period determined
by the personal data subject's consent to the processing of this data or by law
[1, art. 15]. Personal data access procedure for third parties is determined by
the conditions of personal data subject's consent [1, art. 16].

According to Art. 6 and 8 of the Law of Ukraine, personal data
composition and content shall be appropriate, adequate and non-excessive
with respect to the specific purpose of their processing. The subject has
the right to submit a reasoned request for modification or destruction of
his personal data by any personal data owner and manager, if this data is
processed illegally or is unreliable [1].

Rights of the personal data subject specified in Art. 8 of Law of Ukraine
[1]. Personal data subject has the right to: know about the sources of
collection, location of his or her personal data, purpose of their processing,
location or place of residence (stay) of the personal data owner or manager,
or give an appropriate order to receive this information to persons authorised
by him or her, except in cases established by law; receive information about
the conditions for granting access to personal data, in particular information
about third parties to whom his or her personal data is transferred; access
to his personal data; not later than thirty calendar days from the date of
request receipt, except in cases provided for by law, receive a response on
whether his personal data is being processed, as well as receive the content
of such personal data; submit a reasoned request to the personal data owner
with an objection to the processing of his or her personal data; submit a
reasoned request for modification or destruction of his or her personal data
by any personal data owner and manager, if this data is processed illegally
or is unreliable; protect his or her personal data from illegal processing
and accidental loss, destruction, damage due to deliberate concealment,
failure to provide data or its untimely provision, as well as protect against
providing information that is unreliable or discredits the individual's
honour, dignity and business reputation; submit complaints about the his
or personal data processing to the Commissioner for Human Rights or to
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the court; apply legal remedies in case of violation of the law on personal
data protection; make reservations regarding the restriction of the right to
process his or her personal data when providing consent; withdraw consent
to the personal data processing; know the mechanism of automatic personal
data processing; be protected from an automated solution that has legal
consequences for him or her.

A number of articles of the Law of Ukraine indicate the necessity of
processing "with the provision of appropriate protection" for example
art 6, 7, 10, 11 [1]. However, the provisions regarding the requirements for
such protection are not specified.

Personal data owners or managers are obliged to make amendments to
personal data on the reasoned written request from the personal data subject
[1, art. 20]. Personal data owner shall notify the personal data subject of the
personal data transfer to a third party within ten working days, if required by
the conditions of his consent or otherwise not provided for by law [1, art. 21].

The Law of Ukraine establishes the peculiarities of sensitive data. The
subject of personal data has the right, among other things: apply legal
remedies in case of violation of the law on personal data protection and make
reservations regarding the restriction of the right to process his personal
data when providing consent [1, art. 8]. Use of personal data provides for
any actions of the owner to process this data, actions to protect it, as well as
actions to grant partial or full right to process personal data to other subjects
of relations associated with personal data, performed with the consent of the
personal data subject or in accordance with law consent [1, art. 10].

The legislation of Ukraine does not provide for any special requirements
for the data protection inspector and even his/her mandatory appointment.
Only for so-called sensitive data, persons responsible for data processing
must notify the Commissioner for Human Rights about the person or
unit responsible for processing personal data. There are no requirements
for such subdivision or person [33]. The Order of the Commissioner for
Human Rights "On the approval of documents in the field of personal data
protection" perform the specified tasks of the responsible person: ensures
the realization of the rights of the subjects of personal data; uses access
to any data that is processed by the owner/manager and to all premises
of the owner/manager where such processing is carried out; in the event
of detection of violations of the legislation on the protection of personal
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data and/or this Procedure, notifies the head of the owner/manager for the
purpose of taking necessary measures; analyses threats to the security of
personal data. The requirements of the responsible person for measures
to ensure the security of personal data processing are mandatory for all
employees who process personal data [33].

The situation with the qualifications of persons who protect personal data
in Ukraine is extremely poor. However, there are no requirements for such a
person, which means that a secretary or an accountant who do not have the
necessary competencies can be appointed as the responsible person.

Education on the protection of personal data in Ukraine, especially
in the context of fulfilling the requirements of GDPR, is virtually
absent. Such a qualification cannot be obtained in official educational
institutions, and unofficial trainings do not have experienced teachers in
these matters. Currently, almost all personal data protection specialists
in Ukraine were forced to acquire knowledge in the European Union or
work for years under the leadership of a person who received a foreign
education. Therefore, for a real improvement in the quality of personal
data protection in Ukraine, it is worth adopting not only the experience of
the formation of legislation and the practice of its application, but also the
issue of training data protection specialists.

Issues regarding banks and providers are not directly regulated by the
legislation on the protection of personal data.

At the same time, issues related to oversight and enforcement; access and
use of data to be obtained from the EU by public authorities; accountability
and some others will be analysed below.

Law of Ukraine "On Access to Public Information" [32] provides both
the peculiarities of personal data processing by public bodies and the right
of the individual to access to information about him/her, which is being
gathered and stored.

Currently, the Law of Ukraine does not mention the peculiarities of
information processing by the police during the investigation of crimes.
There is such information in the Criminal Procedure Code of Ukraine [9].
The information concerns the procedures for obtaining access to various
information by investigative bodies (for example, with the permission of
the investigating judge according to the prescribed procedure for obtaining
such permission). According to Art. 258, 264 of the Criminal Procedure
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Code of Ukraine [9], nobody may be subjected to interference in private
communication without the investigating judge’s ruling. Obtaining
information from electronic information systems or parts thereof the access
to which is not restricted by the system’s owner, holder or keeper, or is
not related to circumventing a system of logical security shall not require
permission of the investigating judge.

In Ukraine, all offenses regarding the protection of personal data for which
criminal punishment can be imposed are contained in one law — the Criminal
Code [8, art. 182, 361-2, 362]. It is prohibited by law: Illegal collection,
storage, use, destruction, dissemination of confidential information about a
person or illegal alteration of such information; unauthorised actions with
information, which is processed in the computers; unauthorised actions
with information, which is processed in the electronic computing machines
[7, art. 188-39-188-40, 255, 291, 294].

According to the Code of Ukraine on Administrative Offenses [7], a fine
is provided for: failure to notify or untimely notification of the processing of
personal data or the change of information that is the subject of processing,
notification of incomplete or inaccurate information; failure to comply with
the inspector's legal requirements; non-compliance with the procedure for
personal data protection, which led to illegal access to them or violation of
the rights of the subject of personal data [7].

According to the Code of Ukraine on Administrative Offenses, a fine is
provided for: failure to notify or untimely notification of the processing of
personal data or the change of information that is the subject of processing,
notification of incomplete or inaccurate information; failure to comply
with the inspector's legal requirements; non-compliance the procedure for
personal data protection, which led to illegal access to them or violation
of the rights of the subject of personal data. According to the established
procedure, the inspector draws up a protocol, and the court imposes a fine.
The maximum amount of the fine in conversion is 850 euros [7].

In Ukraine, the issue of authority to conduct inspections is provided
for in Art. 23 of the Law, and the procedure for their implementation is
regulated by a subordinate act [1]. As can be seen from a comparison of
the legislation of Ukraine and Poland, the general issue of inspections is
regulated in a similar way. However, the legislation of Poland regulates
these issues at the level of the law itself, and in Ukraine it is regulated by
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an Order, which can be changed quite often and which does not provide the
same level of protection as the law. Therefore, when developing a new Law
of Ukraine on the protection of personal data, it is worth introducing these
provisions directly into the Law.

Inspector draws up a protocol, and the court imposes a fine. Taking into
account the above, it is necessary to fundamentally change the system of
fines for violations of personal data processing in Ukraine.

First of all, radically increase their size and empower the relevant
authority to fine the culprits directly. It is also worth providing for a separate
responsibility for improper security of personal data, taking into account the
degree of fulfilment of the duty to protect and obliging the relevant person
to report existing security problems to the state body under the threat of
even greater sanctions.

It also assesses the existence and effective functioning of one or more
independent supervisory authorities in a third country.

Such a body is the Commissioner for Human Rights. He or she is the
head of the personal data protection system and appointed to the position
and dismissed from the position by the Verkhovna Rada of Ukraine by
secret ballot by submitting ballots. A citizen of Ukraine who has reached
the age of 40 on the day of election, speaks the state language in accordance
with the level determined by the National Commission for State Language
Standards, has high moral qualities, experience in human rights activities
and has lived in Ukraine for the past five years can be appointed as the
Commissioner for Human Rights.

The Commissioner for Human Rights carries out administrative
procedures in the field of personal data. This does not correspond to the best
foreign practices in this field, because the Commissioner does not have a
very large staff. The Commissioner for Human Rights has a high status, but
deals with many issues, among which the protection of personal data is not
the main one. The Commissioner imposes the appropriate monetary fines [7].

He or she has the minimum necessary powers and formally meets the
criteria of the GDPR. However, in the future, Ukraine needs a separate body
with the appropriate level of authority to protect personal data. After joining
the European Union, it will greatly complicate international cooperation
and rapid integration. Therefore, Ukraine needs a separate head of the
personal data protection system.
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The issue of international data transfer is problematic.

According to Art. 29 of the Law of Ukraine, transfer of personal data to
foreign subjects of relations associated with personal data is carried out only
given that the relevant state ensures adequate personal data protection in
cases established by law or an international treaty of Ukraine [1]. Member
states of the European Economic Area, as well as states that have signed
the Council of Europe Convention for the Protection of Individuals with
Regard to Automatic Processing of Personal Data, are recognized to ensure
an adequate level of personal data protection. The Cabinet of Ministers
of Ukraine determines the list of states that ensure proper personal data
protection. Personal data may not be disseminated for any purpose other
than that for which it was collected.

Personal data may be transferred to foreign subjects of relations
associated with personal data, also in the case of: 1) granting by the personal
data subject an unambiguous consent to such transfer; 2) requirement to
conclude or execute a transaction between the personal data owner and
a third party that is the personal data subject in favour of the personal
data subject; 3) requirement to protect the vital interests of personal data
subjects; 4) requirement to protect the public interest, establish, implement
and ensure the legal requirement; 5) provision by the personal data owner
of appropriate guarantees of non-interference in the personal and family life
of the personal data subject.

Currently, the signatories of the Council of Europe Convention for the
Protection of Individuals with Regard to Automatic Processing of Personal
Data include the aggressor state, the Russian Federation. Therefore, before
making changes to Art. 29 of the Law of Ukraine [1], there is a significant
risk of a completely automatic transfer of personal data further to the
Russian Federation. Therefore, the mechanism provided for in Art. 29,
needs significant improvement [1].

An example of the negative impact of insufficient attention of the
Ukrainian parliament to issues of personal data protection can be the policy
of the most common social network in Ukraine — Facebook. Now, despite
the war with Russia and the ban on Facebook in Russia, complaints about
the actions of users and the processing of user data from Ukraine are handled
by the office in Moscow. Repeated petitions to move the provisions on such
processing to the Warsaw office have not been successful.
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After all, Polish legislation applies the provisions of the GDPR, which
are quite strict in terms of privacy protection. Ukraine has not adopted such
a strong protection, on the contrary, it allows the problem-free transfer of
personal data to Russia. Of course, a private company with an office in the
USA (where there is still no federal law on the protection of personal data)
will not pay for its money to protect the personal data of Ukrainians better
than the law requires.

A big shortcoming that Ukraine must urgently correct is the lack of a rule
on informing the person who protects personal data on behalf of the state
about incidents during the processing of personal data. However, despite
the similar wording, Ukraine provides the controller of personal data with
more opportunities in order to obtain the broadest possible consent for
processing at the beginning and then actually care little about the subject of
personal data. For example, in the consent itself to take permission for the
transfer of data abroad, transfer to third parties and not even to inform about
it. This situation simplifies economic activity, but provides slightly less
data protection than in the EU. In order to correct this situation and further
successful integration into the EU, these possibilities should be narrowed
down a bit. In this case, it is not advisable to rewrite the provisions of the
European Regulation as completely as possible, because it is significant
in scope and duplicating its provisions will make the main legislation of
Ukraine on the protection of personal data excessively voluminous and
difficult to understand. It is possible to use the Polish model and, after the
ratification of the EU Regulation, simply provide the relevant references in
the updated legislation of Ukraine.

The legislation of Ukraine does not provide yet any procedures for
accreditation and certification in the field of personal data. Polish legislation
is also at the stage of formation of these procedures, they are not yet fully
operational.

Also, the issue of Ukraine's participation in multilateral or regional
systems, in particular regarding the protection of personal data, needs
revitalization, so far the work in this direction is quite slow.

As can be seen from the analysis, Ukraine is approaching the parameters
that the GDPR determines for the decision on compliance of the level of
protection of a third country. However, in order to recognize such a level,
it is necessary to improve both the fulfilment of certain rating requirements
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and the provision of amendments to the legislation on the protection of
personal data. In order to formulate specific proposals, it is necessary to
conduct a detailed comparison of the legislation of Ukraine and Poland on
these issues.

4. Modern Polish legislation in the field of personal data protection

As mentioned above, the main regulatory act of Poland in the field of
personal data protection is GDPR [14].

However, some additional and specific points are regulated by a separate
national law. "The Polish personal data protection act" (further — the Law
of Poland) includes 176 articles [39]. Articles in the Law of Poland do not
have titles, but are divided into 14 sections (13 are currently in effect):
general regulations, appointment of a data protection officer, conditions and
procedure for granting accreditation to the certification subjects, development
and approval of codes of conduct, conditions for accreditation of the subject
of control over their compliance, head of the Office, proceedings in cases of
violation of personal data protection, European administrative cooperation,
monitoring of compliance with provisions on personal data protection, civil
liability and legal proceedings, provisions on administrative and criminal
penalties, transitional and adaptation provisions, final provisions.

The Law of Poland outlines the scope of application and covers a much
wider range of issues: for example, regarding accreditation, certification,
codes of conduct, fines and penalties, and many other issues [39]. It has
a larger volume and regulates some issues that have not been regulated in
Ukraine so far. In this regard, a number of provisions of the Law of Poland
cannot be directly compared with the Law of Ukraine, but only analysed.

Polish law provides for more detailed regulation of the legal status of the
database administrator. Among the experience of Poland, which should be
useful for Ukraine, the first provision on the peculiarities of the legal status of
an administrator who performs a public task (for example, when maintaining
a state register of court decisions). Also, provisions on the features of the
administrator's powers, in particular, regarding the prevention of crimes,
disclosure or prosecution of prohibited acts or execution of punishments,
conducting inspections, etc.

In Poland, the Administrator must in some cases appoint a data protection
officer, hereinafter referred to as the "inspector". Some authorities must
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also appoint such an inspector: 1) subdivisions of the public finance
sector; 2) research institutes; 3) National Bank of Poland. The entity that
appointed the inspector must notify the President of the Office about his or
her appointment within 14 days from the date of appointment, indicating
information about such an inspector and issuing an indorsement. About
dismissal, change of data, etc. the inspector also informs the President of the
office. The inspector's data is also indicated on the website. In practice, the
training of such inspectors is a separate specialty of postgraduate training in
the field of administration [39].

Polish legislation provides for a number of specifics rights regarding
to an administrator who performs a public task. There are a number of
provisions when the administrator has fewer responsibilities. However,
even in these cases, it is necessary to ensure data protection and establish
that the right to privacy does not outweigh the public interest [39].

Clauses 32, 40, 42, 43, 50,54 of the preamble of the GDPR deal with
issues of consent. In certain cases, for example, for reasons of public
interest, processing without consent is possible. Consent must be provided
by a clear affirmative act that establishes a freely given, specific, informed
and unambiguous indication of the data subject's consent to the processing
of personal data. Silence, pre-checked boxes or inaction shall not be
construed as consent. Consent must cover all processing activities carried
out for the same purpose or purposes. In addition to consent, processing
is also possible on other legal grounds. The declaration of consent must
be provided in an understandable and easily accessible form, using clear
and simple language and must not contain unfair terms. For consent to be
informed, the data subject must at least know the identity of the controller
and the purposes of the processing. Consent is considered non-free if it
does not allow giving separate consent for various personal data processing
operations. Specific features are established when the purpose of processing
is changed [14].

Clauses 65 and 68 of the GDPR provide for the rights of the data subject,
including the right to rectification, the right to be forgotten, the right to control
one's own data and the right to data portability [14]. Clauses 111-112 GDPR
indicate the possibility of data transfer, including transfer without consent.
In accordance with clause 155 of the Preamble of the GDPR, a number of
features of the protection of employee data are provided for [14].

475



476

Natalia Semchuk

According to Art. 4 of GDPR, ‘consent’ of the data subject means
any freely given, specific, informed and unambiguous indication of the
data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data
relating to him or her [14].

According to Art. 6 of the GDPR, processing shall be lawful only if and
to the extent that at least one of the following applies:(a) the data subject
has given consent to the processing of his or her personal data for one or
more specific purposes; (b) processing is necessary for the performance of
a contract to which the data subject is party or in order to take steps at the
request of the data subject prior to entering into a contract; (c) processing
is necessary for compliance with a legal obligation to which the controller
is subject; (d) processing is necessary in order to protect the vital interests
of the data subject or of another natural person; (e) processing is necessary
for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller; (f) processing is
necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden
by the interests or fundamental rights and freedoms of the data subject
which require protection of personal data, in particular where the data
subject is a child [14].

According to Art. 7 of the GDPR, the controller must be able to
confirm consent. The consent itself must be clearly, comprehensibly and
accessible. Before giving consent, the data subject must be informed about
it. Withdrawing consent will be as easy as giving consent. In order to
assess the voluntariness of the consent, first of all it is assessed whether
such consent is necessary for the performance of the contract. Features of
sensitive data processing and consent to their processing are regulated by
Art. 9 of the GDPR. In Art. 49 of the GDPR regulates the subject's right to
consent to the processing of his or her data in a third country [14].

As can be seen from the comparison of the EU Regulation, the Law
of Ukraine and the Law of Poland, the Ukrainian model of personal data
protection generally corresponds to the approach proposed by the EU,
but needs to be refined. The definition of consent to data processing, the
conditions for granting and confirming such consent and the rights of the
person who gave consent in all cases has a similar theoretical basis.
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According to Art. 42-43 of GDPR [14], states should promote
certification in the field of personal data. At the same time, the certification
bodies themselves need to go through the accreditation procedure. Such
procedures have significant national specificity, so consider the mechanism
provided for by the Law of Poland.

Articles 12-14 of the Law of Poland [39] provide for the accreditation of
certification bodies through the Polish Accreditation Center according to the
criteria determined by the President of the Office. The Polish Accreditation
Center informs the President of the Office about the granted and cancelled
accreditations.

The certification procedure is defined by Art. 15-26 of the Law of
Poland [39]. Certification is carried out by the President of the Office or the
certification body, at a request from a controller, processor, manufacturer
or organization that brings a service or product to market. The list of valid
and revoked certificates is published on the website of the Office of the
President. The President of the Office during the specified period has the
right to evaluate the subject's compliance with the certification criteria for
conducting verification activities at the controller, processor, manufacturer
or organization that carries out the introduction of the service or product to
the market.

The Law of Poland [39, art. 27-33] regulates issue of codes of conduct in
sufficient detail. Regarding the understanding of the essence of such codes,
reference is made to the provisions of the Directive.

Accreditation of the subject is carried out at his or her request, subject
to compliance with the criteria specified in Art. 41 GDPR [14]. After
submitting the application, the President of the Office will consider such an
application within 3 months and, if appropriate, will issue an accreditation
certificate. The president of the office enters information about accredited
entities into the register and posts it on the official website. In theory, such
accreditation can also be revoked.

After analysing the specified provisions (compared to the certification
procedure), it becomes clear that currently the Law of Poland does not
prescribe the rights of accredited entities in sufficient detail when monitoring
compliance with codes of conduct. However, in general, such a concept
can also be borrowed by Ukraine after the implementation of provisions
regarding the possibility of approving codes of conduct.
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Chapter 9 of the Law of Poland [39, art. 78-91] regulates the issue of
inspections on the protection of personal data in great detail. The documents
for the inspection, authorizations, procedures for imposing fines, etc., are
written out in detail.

First of all, the Law of Poland contains a reference to
Articles 83-84 [39] of the GDPR [14]. Many factors must be taken
into account. Fines are also significant. The culprit may be subject to
administrative fines up to 20 000 000 EUR, or in the case of an undertaking,
up to 4 % of the total worldwide annual turnover of the preceding
financial year, whichever is higher.

According to the Law of Poland [39, art. 101-106], the Head of the
Office can impose the fines specified in the Directive by his or her decision
(lower fines are provided only for certain subjects), postpone and remit such
fines. The procedure for transferring fines in different currencies has also
been regulated, and there are provisions on transferring them to the budget.

In Poland, two main criminal offenses in the field of personal data
protection are included directly in the law on personal data protection. The
processing of data without a legal basis is punished (increased liability
is established for such actions regarding sensitive data) and for failure to
comply with the inspector's instructions [39, art. 107-108].

According to GDPR [14], in order to ensure that natural persons are not
deprived of the protection to which they are entitled under this regulation,
the processing of personal data of data subjects who are in the Union by
a controller or a processor not established in the Union should be subject
to this Regulation where the processing activities are related to offering
goods or services to such data subjects irrespective of whether connected
to a payment. Where a controller or a processor not established in the
Union is processing personal data of data subjects who are in the Union
whose processing activities are related to the offering of goods or services,
irrespective of whether a payment of the data subject is required, to such
data subjects in the Union, or to the monitoring of their behaviour as far
as it takes place within the Union, the controller or the processor should
designate a representative, unless the processing is occasional, does not
include processing, on a large scale, of special categories of personal data
or the processing of personal data relating to criminal convictions and
offences, and is unlikely to result in a risk to the rights and freedoms of
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natural persons, taking into account the 4.5.2016 EN Official Journal of
the European Union L 119/15 nature, context, scope and purposes of the
processing or if the controller is a public authority or body.

In Poland, great attention is paid to the education of persons responsible
for the protection of personal data. We will give two examples of such
programs.

The first example is a two-semester post diploma study, which is held
at the Institute of Legal Sciences of the Polish Academy of Sciences [17].
Classes include 176 hours of lectures and practical sessions. Training is
conducted in two specializations: "Inspector for data protection in state
authorities and organizations" and "Private Sector Data Protection Officer".
The postgraduate study program was divided into 4 thematic blocks, common
to specialization, concerning: basic issues of personal data protection,
specific obligations in the field of personal data protection, performance of
tasks of the data protection officer and personal data security management.

An alternative is, for example, the Course for data protection specialists
and individuals responsible for the protection of personal data in organizations,
preparation for obtaining CIPP/E (Certified Information Privacy Professional/
Europe) and CIPM (Certified Information Privacy Manager) certificates,
accredited according to ISO 17024: 2012. The course lasts two or four days
and consists of two independent modules: CIPP/E and CIPM [11].

The IAPP’s (International Association of Privacy Professionals)
CIPP/E, CIPM credentials are the premier privacy certifications accredited
by the American National Standards Institute in compliance with ISO/
IAF standards (Accreditation, n.d.). ANAB (ANSI National Accreditation
Board) is a wholly-owned subsidiary of the American National Standards
Institute (ANSI) and a recognized leader in personnel credentialing.
Currently, ANAB is also the only personnel certification body in the United
States to meet nationally accepted practices for accreditation.

That is, the company that provides the certification is based in the USA,
which is not a party to the GDPR system and has certain problems with the
protection of personal data. However, this certification is an example of a
voluntary certification, although it has a high cost of up to $550 USD. It is
also impossible to talk about any formal advantages after certification.

The main issues to which attention is drawn are the rules of personal
data protection; definition and distinction of categories of personal data,
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definition of controllers and processors, processing of personal data,
information obligations, rights of subjects of personal data, security of data
processing, reporting and supervision, international data transfer.

Therefore, in order to ensure the proper level of interaction with the
EU and subsequent accession to Ukraine, it is also necessary to conduct
courses for personal data protection inspectors at the state level, taking
into account the requirements of the GDPR, the national legislation of
Ukraine and one of the EU countries, where a representative in the EU
will work for quality cooperation. From the basis of Ukraine, take the
Polish program and include, first of all, questions about basic issues of
personal data protection, specific obligations in the field of personal data
protection, performance of tasks of the data protection officer and personal
data security management.

5. Legislative proposals

As a result of studying the issue, a number of conclusions were formed.
It can be submitted primarily in the form of legislative proposals. Since the
current version of the Law of Ukraine "On the Protection of Personal Data"
does not correspond to the realities. It is necessary to adopt a new document
on the protection of personal data, which will include the following
provisions:

1. As part of its regulation, this Law implements the GDPR as part
of the national legislation of Ukraine. All terms and concepts used in the
GDPR have priority in application in case of discrepancies with other
regulatory acts.

This law must define the status of Personal data protection
Commissioner, the conditions and procedure for accreditation of the
entity authorized to carry out certification in the field of personal data
protection, hereinafter referred to as the "certifying body", code of conduct,
monitoring and certification; proceedings regarding violation of personal
data protection rules; European administrative cooperation regime;
control over compliance with provisions on personal data protection; civil
liability for violation of information protection rules, personal and legal
proceedings and other issues.

2. Appointment of a data protection officer. The administrator and
the processor are obliged to appoint a data protection officer, hereinafter
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referred to as the "inspector”, in the cases and under the conditions specified
in Art. 37 of GDPR.

State authorities, local self-government bodies, as well as owners or
managers of personal data, who process personal data subject to notification
in accordance with this Law, appoint a responsible person who organizes
work on the protection of personal data during their processing. Such a
person should have knowledge about the peculiarities of personal data
protection in Ukraine, GDPR and have sufficient knowledge of foreign
languages for constant contact with a representative in the EU. Information
about the specified structural unit or the responsible person is reported to
the Commissioner who ensures its publication.

3. Personal data protection Commissioner is a supervisory authority
within the meaning of GDPR. Commissioner is appointed by the
Verkhovna Rada of Ukraine by secret ballot. A citizen of Ukraine who
has a higher education and experience in the field of personal data
protection, has no criminal record for committing an intentional offense,
speaks the state language in accordance with the level determined by the
National Commission for State Language Standards, and has high moral
qualities can be appointed as a Commissioner. After appointment, the
Commissioner takes an oath. The Commissioner cannot belong to a party
or a trade union. The Commissioner may have a first deputy and up to
three deputies.

4. Also, the new law should pay attention to such issues as: peculiarities
of regulating the powers of an administrator performing a public task;
issues of personal data protection and national security; accreditation of
entities applying for certification in the field of personal data protection;
conditions and certification procedure; codes of conduct; the status of the
Commissioner and the procedure for his or her appointment; guarantees
of independence of the Commissioner; report of the Commissioner;
official requests of the Commissioner; procedure for dismissal of the
Commissioner; powers of the Commissioner; Data Protection Office;
official bulletin and website; the procedure for imposing fines by the
Commissioner; peculiarities of appealing decisions of the commissioner
in courts; European administrative cooperation and data transfer to third
countries; inspections by the Commissioner's office; civil liability; final and
transitional provisions.
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