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INTRODUCTION

One of the important functions of any social system is information
provision of its activity. This activity is aimed at the successful completion
of relevant tasks. The practice of combating crime convincingly shows the
need to improve the system of information support of law enforcement
agencies, which in turn significantly determines the effectiveness of the
entire law enforcement system of the country. The information support
system provides information support to law enforcement agencies in the
detection and prevention of crimes, the identification and search of
criminals, provides multi-purpose statistical, analytical and reference
information.

The modern level of society's development is characterized by a rapid
increase in the flow and volume of information, the complication of
mechanisms for managing social processes and phenomena. In the new
conditions of work of law enforcement agencies, when the basis of their
activity is the prevention and forecasting of offenses, the detection of
crimes, there is a constant trend of further increasing the amount of
information on the causes of individual crimes and the conditions that
contribute to their commission, on the search for the most effective forms
and methods of their prevention, etc.®,

The increasing complexity and variety of criminal and administrative
offenses in the modern world have created an urgent need to introduce
innovative technical solutions into the activities of law enforcement
agencies. This opens new opportunities for law enforcement institutions to
use analytical tools, artificial intelligence and other advanced technologies
to increase efficiency and effectiveness in the fight against crime. The
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effectiveness of combating it largely depends on the information provision
of law enforcement agencies?’.

Internet technologies in today's world play an important role in the
investigation of crimes and provide law enforcement agencies with
important tools to detect, investigate and stop criminal activity. The
effectiveness of the use of Internet technologies in investigations allows us
to respond to modern challenges and criminal schemes, often using high-
tech methods?8. Such activity acquires special urgency and necessity in the
conditions of the legal regime of martial law caused by the armed
aggression of the russian federation against our country.

The above shows the urgent need to find new ways of providing
information for the activities of law enforcement agencies in the conditions
of the legal regime of martial law and in peacetime, including by studying
foreign experience in this regard and implementing its positive
developments in the law enforcement practice of Ukraine.

1. Normative principles, the current state and the basis of the problem
of information support for the activities of law enforcement agencies
under the conditions of the legal regime of martial law

Protection of information security to a certain extent is separated from
state activity and covers a whole complex of complex social processes.
Thus, the global nature of this function is emphasized. The main subject of
information security policy is, first of all, the state. The institutional
mechanism of state policy is implemented, first of all, in the organization of
the system of competent state administration bodies. Thus, the institutional
mechanism of the state policy of information security is a special state-legal
phenomenon due to the state nature, social-functional role, goals and
content of this policy.

The so-called «force agencies» are an integral element of the
information security mechanism, because they have at their disposal the
most powerful and effective means of applying state coercion in the
information sphere. The accuracy of the assessment of the operational
situation, the completeness and correctness of the relevant decisions, the
direction of the planning of operational and search measures, the clarity of
the tasks assigned to the executors, the effectiveness of control and the
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achievement of the final result of the detection and prevention of crimes
depend on the information received in a timely manner.

The satisfaction of information needs can be ensured both by a relatively
small increase in the volume of the data array, and by significantly
increasing the complexity of data processing and use, from enterprises and
organizations, ministries and agencies, regional management bodies, as well
as the creation of effective systems of storage, search and data processing
based on modern information technologies.

The issue of the existence and improvement of the system of
information support for the activities of law enforcement agencies becomes
even more urgent during the operation of the legal regime of martial law
and the investigation of criminal proceedings related to war crimes. It is
difficult to obtain information about persons and their actions, who are
either not in the territory of Ukraine at all, or are located hundreds of
kilometers from the serviced territory of the unit, as well as bringing them
to justice without proper justification of guilt. The solution to this issue
depends entirely on the system of information support for the activities of
law enforcement agencies. It unites the entire information space of bodies
and divisions of various law enforcement structures, and first of all the
National Police, and allows obtaining information that, without the
existence of this system, was obtained through the use of large material and
human resources?®.

It should be noted that the Decree of the President of Ukraine "On the
unified computer information system of law enforcement agencies in the
fight against crime" dated January 31, 2006 Ne 80/2006 introduced the
creation of the Unified computer information system of law enforcement
agencies in the fight against crime?. The unified information space of law
enforcement agencies includes such technical elements as databases and
databases, technologies for their management and use, information and
telecommunication systems and networks?:. The informatization of law
enforcement activities should not lag behind the informatization of society.
With the development of society, the forms of implementation, special
methods and means of law enforcement activities must be improved.
Effective counteraction to highly developed criminal activity is impossible
without information and technological rearmament of law enforcement
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agencies. It should be emphasized that, as experts emphasize, the behavior
of violators in the informational cyber environment changes according to
the level of awareness of information protection methods and depends on
the behavior of information owners??. Thus, cybercriminals, making the
most of the topic of the pandemic, since its beginning are increasingly using
new methods of conducting cyber attacks, which forces national
governments to implement additional countermeasures, maintaining access
to the necessary devices, the proper functioning of all electronic resources
and systems necessary for life and work?. A person must possess not only
computer literacy - knowledge about the purpose and capabilities of a
computer for processing information, the ability to use common programs,
but also have a high level of information technology culture?. Today, this
requirement is especially relevant for law enforcement officers. A
mandatory condition for increasing the efficiency of the use of information
systems in the activities of law enforcement agencies is the search for
fundamentally new ways of organizing work with information resources,
the standardization of which is aimed at creating and harmonizing a single
information space of law enforcement agencies, necessary for the main
users to receive in real time the necessary integrated information about
criminal offenses and the persons who committed them?. According to
Section 1l. «Instructions on the procedure for the use of the information
system of the International Criminal Police Organization - Interpol by law
enforcement agencies of Ukraine» «Law enforcement agencies of Ukraine
are obliged to ensure effective protection of information received and
transmitted using the information system of Interpol»Z.

At the legislative level, today the issues of information and analytical
support of the National Police of Ukraine are most fully regulated. In
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particular, Art. 25 of the Law of Ukraine «On the National Police» defines
the powers of the police in the field of information and analytical support. It
was determined that the police carries out information and analytical
activities exclusively for the implementation of its powers in the following
areas: 1) forms databases (banks) of data included in the unified information
system of the Ministry of Internal Affairs of Ukraine; 2) uses data bases
(banks) of the Ministry of Internal Affairs of Ukraine and other state
authorities; 3) carries out information search and information analytical
work; 4) carries out information interaction with other state authorities of
Ukraine, law enforcement agencies of foreign countries and international
organizations; 5) submits to the Unified State Register of conscripts,
conscripts and reservists. The police can create its own databases necessary
to ensure the daily activities of police bodies (facilities, institutions) in the
field of labor, financial, management relations, document circulation
relations, as well as interdepartmental information and analytical systems
necessary for the implementation of the powers entrusted to it?”. At the
same time, recent special studies have established that the system of state
bodies and their operational units, whose duties include the fight against
crime, is cumbersome and ineffective. Operative and investigative activities
in Ukraine at this time are carried out by eleven state law enforcement
agencies (the National Police, the bodies of the Security Service of Ukraine,
the Foreign Intelligence Service, the State Bureau of Investigation, the State
Border Service, the State Security Department, revenue and tax authorities,
bodies of penal institutions and investigators detention centers, the
intelligence agency of the Ministry of Defense, the National Anti-
Corruption Bureau, the Bureau of Economic Security).

Currently, the regulatory basis of information support for the activities
of law enforcement agencies in the conditions of the legal regime of martial
law is made up of such legislative and sub-legal normative legal acts as:
Law of Ukraine dated July 5, 1994 «On the Protection of Information in
Information and Telecommunication Systems»?®, Law of Ukraine dated
October 2, 1992 «On Information»?, Law of Ukraine dated February 4,
1998 «On the National Informatization Program»®’, Regulations on the
information and telecommunications system «Information Portal of the
National Police of Ukraine», approved by the order of the Ministry of

7 Tlpo Haujonaneny modinito: 3akon Ykpainm. Bidomocmi Bepxoenoi Paou. 2015.
Ne 40-41. Ct. 379.

% 3akon Vrkpaimum «IIpo 3axuct indopmauii B iHpopManiiiHO-TeNEKOMyHIKAIiHHIX
cuctemax» Bix 05.07.1994 Ne 80/94-BP. URL.: http://zakon.rada.gov.ua/laws/show/80/94-sp

2 3akon Vkpainu «IIpo ingopmaniro» Bix 02 xosTHA 1992 poky Ne 2657-12. URL:
http://zakon.rada.gov.ua/laws/show/2657-12

% 3akon Vkpainu «IIpo Hamionansny nporpamy indopmaTusanuii» six 04 mororo 1998
poky Ne 74/98-BP. URL: http://zakon.rada.gov.ua/laws/show/74/98-sp
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Internal Affairs of Ukraine dated August 3, 2017 No. 6764, Regulations on
the information and telecommunications border control system «Hart-1» of
the State Border Service of Ukraine, approved by order of the
Administration of the State Border Service of Ukraine dated September 30,
2008 Ne. 810%, Instructions for the formation and maintenance of the
«SLID» information subsystem of the information and telecommunication
system «Information portal of the National Police of Ukraine», approved by
the order of the Ministry of Internal Affairs of Ukraine dated March 16,
2020 Ne 257%, Instructions for the formation and management of the
information subsystem «Road traffic accident» of the information and
telecommunications system «Information portal of the National Police of
Ukraine», approved by the order of the Ministry of Internal Affairs of
Ukraine dated July 15, 2020 Ne 5333, Instructions for the formation and
management of the information subsystem «Harpoon» of the information
and telecommunication system «Information portal of the National Police of
Ukraine», approved by the order of the Ministry of Internal Affairs of
Ukraine dated June 13, 2018 Ne 49735, Instructions for the formation and
management of the information subsystem «Atrium» of the information and
telecommunications system «Information Portal of the National Police of
Ukrainey», approved by the order of the Ministry of Internal Affairs of
Ukraine dated December 11, 2019 Ne 103226, Instructions for the formation
and maintenance of the information subsystem «Unified accounting» of the
information and telecommunications system «Information portal of the

% TonoxeHns Tpo indopMarliiiHo-TeNeKOMyHiKaliifHy crcTemy «IHpopmamiiiHuii mopran
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VYxpaian", 3atBepkeHa Hakasom MBC VYkpainm Bim 13 uepsus 2018 poxy Ne 497 URL:
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National Police of Ukraine», approved by the order of the Ministry of
Internal Affairs of Ukraine dated June 14, 2019 Ne 508%, Tomo.

Filling the EIS of the Ministry of Internal Affairs by police officers is
carried out using the information and communication system «Information
portal of the National Police of Ukraine» in accordance with the Regulation
on the information and communication system «Information portal of the
National Police of Ukraine» approved by the order of the Ministry of
Internal Affairs No 676 dated 03.08.2017, registered with the Ministry of
Justice of Ukraine on August 28 2017 under Ne 1059/30927%,

According to Clause 2 of Chapter IV of the Regulation, the
administrator of the IPNP system is an authorized structural division of the
apparatus of the central management body of the National Police of
Ukraine. According to Clause 4 of the Regulation on the Department of
Information and Analytical Support of the National Police of Ukraine
(hereinafter - DIAP), approved by the order of the National Police of
Ukraine Ne 77 of January 31, 2020 (as amended), DIAP is the unit
responsible for the organization (implementation) of development,
implementation, support (administration) of information systems®,

So, in order to provide information about persons involved in military
aggression (servicemen of the armed forces of the Russian Federation,
members of illegal armed formations, private military companies,
collaborators, etc.) and events related to the commission of criminal
offenses by the specified category of persons on the territory of Ukraine,
DIAP on the central server software and technical complex of the «IPNP»
system developed and put into operation the «War Criminal» information
subsystem (hereinafter referred to as «War Criminal» IP).

The functionality of the IP «War Criminal» provides for real-time filling
of the data bank with information about the specified persons and events,
with the possibility of its addition and review at the same time by all users
of the «IPNP» system, who have been granted appropriate access, including
units of the criminal police and investigation as the Central the police
management body, as well as territorial bodies; integration of entered
information with information available in other subsystems, in particular

87 Inctpykuist 3 hopMyBaHHsS Ta BeleHHs iH(poOpMaNiiHOi mifcucTeMu «EauHHUiT 0OMiK»
iH(opManiiiHo-TeneKoMyHikaniiHoi cucremu «IH(popMmariitauit mopran HanionamsHoi mominit
VYkpainn», 3atBepkena Hakazom MBC VYkpainu Bixg 14 uepBHs 2019 poky Ne 508 URL:
https://zakon.rada.gov.ua/laws/show/z0739-19#Text

% Haxaz MBC VYkpainu Big 03.08. 2017 Ne 686 «IIpo 3aTBepmxenns IlonoskeHHs Tpo
iH(opManiiiHo-KOMyHiKaliliHy cucteMy «IHpopmarniitauii nopran Hamionaneroi mominit
VYkpainmy». 2017. URL: https://zakon.rada.gov.ua/laws/show/z1059-17#Text
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Vkpaiam». 2020. URL: https://media-www.npu.gov.ua/npu-preprod/sites/1/Docs/Struktura/
Polohenall.pdf
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«Single accounting», «Criminal statistics», «Search», «Recognitiony, etc.;
filling out the information card with information about the likely location,
biometric (including with the possibility of adding photos, video images)
and anthropological data, belonging to a certain military formation in the
relevant period of time, pages in social networks, family ties and other
related information about a person with subsequent high-quality and instant
output of information, systematization and graphic display on a map of the
area, in the context of various analytical solutions®.

In addition, the National Police of Ukraine initiated the unification of
information related to the armed military aggression of the Russian
Federation held by the Security Service of Ukraine, the Prosecutor General's
Office, the State Bureau of Investigation, the Armed Forces of Ukraine, the
Main Intelligence Directorate of the Ministry of Defense of Ukraine, the
State Border Guard Service of Ukraine, the Foreign Intelligence Service of
Ukraine in the specified information subsystem, which enables employees
of the criminal police units in real time when documenting crimes to receive
available information and communicate with the specified law enforcement
agencies.

Thus, the Department of Information and Analytical Support of the
National Police granted appropriate access to enter and view information in
the IP «War Criminal» of the «IPNP» system both to employees of the
criminal police of the National Police and to employees of the specified
departments.

Despite the systematic measures aimed at creating the legal and
organizational foundations of information support for the activities of law
enforcement agencies, the main problems in this area still remain: 1) the
imperfection of the regulatory and legal framework, which does not clearly
define the scope, order, mechanism, regulations and standards of
information interaction, including at the international level; 2) the absence
of a single authorized body (subdivision) that would coordinate the
information interaction of all law enforcement agencies; 3) lack of a special
unit for the organization of interdepartmental and interstate information
interaction; 4) lack of a secure telecommunications network between law
enforcement and other state bodies with sufficient bandwidth; 5) lack of
standard software; 6) insufficient budgetary funding for the development of

4 Haxa3 MBC VYkpainu Bin 14.06.2019 Ne 508 «IIpo 3aTBepmxenHs IHCTpykiii 3
(hopmyBaHHs Ta BEICHHS iH(popMamiiHOT T ICUCTEMHU «EnuHUI 00iK»
iHdopmaniiiHokoMyHiKamiitHoi cuctemn «IHpopMmaniitanii mopran HanionansHoi mominii
Vxpaiamy». 2023. URL: https://zakon.rada.gov.ua/laws/show/z0739-19#n14; Haxaz MBC
VYxpaian Bix 28.06.2023 Ne 534 «Ilpo 3arBepmkenns [HCTpykuii 3 GopMyBaHHS Ta BEICHHS
6azu nmanmx «Posmyk» iH(opManiiiHo-KoMyHiKamiiHOI cucTemu «lHpopManiiiHuii mopTan
HauionansHoi nominii Ykpaiam». 2023. URL: https://zakon.rada.gov.ua/laws/show/z1486-
23#Text
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information technologies for the National Police; 7) insufficient level of
technical and personnel support*.

The solution to these problems is seen at the level of unification of
digital radio communication between the units of the National Police of
Ukraine and the State Emergency Service of Ukraine; organizations of
intelligence-led police activity — ILP (Intelligence-Led Policing); providing
an assessment of threats of serious crimes and organized crime according to
the SOCTA (Serious And Organized Crime Threat Assessment)
methodology*? etc.

It should be noted that the availability of information is an integral
guarantor of the effectiveness of the functioning of law enforcement
agencies, in particular, their counteraction to crime under the conditions of
the legal regime of martial law. The availability of information makes it
possible to determine the prospects for changes in the scope of work of law
enforcement agencies, to draw conclusions about which areas of work
should be focused on, which regions, objects and industries require greater
preventive influence, how to most rationally distribute forces and means,
how to use what corrections need to be made in the forms and methods of
their work. It is also necessary to admit that the process of introducing
information technologies in law enforcement agencies is only gaining
strength and is not perfect, however, the changes taking place in society
recently, life in the conditions of the legal regime of martial law, require
determining promising directions for improving information systems in law
enforcement activities, which in turn, it will help to overcome obstacles and
increase the effectiveness of combating crime.

2. Information provision and coordination of the activities
of law enforcement agencies under the conditions of the legal regime
of martial law

Information support for the activities of law enforcement agencies is an
extensive complex system that covers the following areas:

— analysis of statistical information on the state, structure and dynamics
of criminal offenses collected by law enforcement agencies and the
Prosecutor General's Office;

— analysis of information about the circumstances, methods of
committing  ideological and cultural-educational  collaborationism,
administrative and military-political collaborationism, economic (economic)
collaborationism;

# Hikynin €. 0. 3mict indopmaniiinoro 3abesnedenns opranis HamionamsHoi mominii
VYxpainu. fOpuouuna nayxa. 2020. Ne 3. C. 225.

“2 3pir HanjonansHoi moniuii Ykpainu npo pesymbTatu poGotd y 2022 pomi URL:
https://www.kmu.gov.ua/storage/app/sites/1/17-civik-2018/zvit2022/Zvit_polic_2022.pdf
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— inclusion in the process of analysis and synthesis of information
accumulated in centralized, statistical, operational and other records of the
Ministry of Internal Affairs of Ukraine, as well as other law enforcement
agencies;

— use of information contained in databases owned by other state bodies
and non-state institutions and organizations (state treasury service, banking
institutions, pension fund, state migration service, databases of employee
working time records, databases of personalized records of employee access
to which - any information systems, databases of video surveillance systems
for objects, databases of sessions of all types of communication services
provided to the population, databases of providers that provide Internet
services to their users, etc.);

— the use of modern communications to create conditions for the logical
and technical unification of various information arrays when solving
accounting and registration problems*3.

The National Police, as the leading subject of ensuring public safety and
order in the state, also works with information of a different nature,
including information related to the sphere of state sovereignty, its
economic, informational, and environmental security, and therefore, in
addition to publicly available information, the National Police Ukraine must
adhere to special regimes established by the state for certain types of
information in terms of its accumulation, distribution and storage. Such
regimes regarding information in a generalized form create the legal
construction of "information with limited access".

The diversity of information with limited access, which circulates in the
bodies of the National Police of Ukraine, creates prerequisites for further
scientific research in the specified field. In particular, the question of the
procedure for the accumulation, use and provision of access to such
information becomes relevant.

The Ministry of Internal Affairs of Ukraine, as a body that coordinates
and directs the activities of the National Police, also issues orders regarding
the circulation of information with limited access and organizes and
monitors their implementation in subordinate central executive bodies.

Within the scope of its competence, the Central Administration of the
Security Service of Ukraine submits to the President of Ukraine proposals
for the issuance of acts on the preservation of state secrets, which are
mandatory for implementation by state administration bodies, enterprises,

3 Bonmap B. Indopmarniiine 3ab6e3medeHHs] A0CYJ0BOTO PO3CIiLyBaHHS KPHMiHANLHHX
npaBonopymenb, rnepexdadennx cr.  111-1 KK Vkpaimn.  Opeanizayiiino-npasose
3abe3neyeHHs: HAYIOHAILHOI De3neKu 8 yMOBaX B0EHHO20 cmaHny: MaTepiamu BceykpaiHCbkoi
HayKOBO-TIPakTH4HOI KoH(pepeHuii (M. Kponmupnuibkuit, 7 mumus 2023 poky). [oHeupkuit
JiepKaBHUI yHIBepCHTET BHYTpilIHiX cipas. Kpomusaumpkuii, 2023. C. 36-41.
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institutions, organizations and citizens. By the way, the President of
Ukraine also issues relevant decrees regarding information with limited
access, the provisions of which must be implemented by all bodies and units
of the National Police of Ukraine, for example, regarding the transfer of
state secrets to a foreign state or international organization, regarding the
provision of access to state secrets to foreigners and stateless persons.

In addition, the National Police system takes appropriate organizational
and material-technical actions aimed at ensuring the circulation of
information with limited access, namely: implementation of material and
financial support of documentary support units and units of regime and
technical protection of information, holding meetings, working meetings,
exchange of work experience, etc.

Martial law, among other things, affects the information sphere.
Although according to Article 34 of the Constitution of Ukraine, everyone
has the right to freely collect, store, use and disseminate information orally,
in writing or in another way - at their choice. The exercise of these rights
may be limited by law in the interests of national security, territorial
integrity or public order in order to prevent riots or crimes, to protect public
health, to protect the reputation or rights of others, to prevent the disclosure
of information obtained in confidence, or to maintain authority and
impartiality of justice*.

We note that the measures of the legal regime of martial law include the
regulation of the work of providers of electronic communication networks
and/or services, printing companies, publishing houses, television and radio
organizations, television and radio centers and other enterprises,
institutions, organizations and institutions of culture and mass media in
accordance with the procedure determined by the Cabinet of Ministers of
Ukraine. information, as well as the use of local radio stations, television
centers and printing houses for military needs and conducting explanatory
work among the troops and the population; ban on the operation of
receiving and transmitting radio stations for personal and collective use and
the transmission of information through computer networks (Article 8
«Measures of the legal regime of martial law» of the Law of Ukraine «On
the legal regime of martial law»)*.

In addition to measures of general effect, it is worth pointing out the
changes in the information field aimed at the settlement of individual issues.
For example, on May 27, 2022, the Cabinet of Ministers of Ukraine adopted
Resolution Ne 627 «Certain issues of stay on the territory of Ukraine of

# Konctutymis Ykpainu: 3akon Vkpainm Big 28.06.1996 Ne 254k/96-BP. Bimomocri
BepxosHoi Pagu Ykpainu. 1996. Ne 30. Ct. 141.

“ TIpo npaBoBMii PEXUM BOEHHOTO CTaHy: 3akoH Ykpainm Bix 12.05.2015 Ne 389 VIIL
URL: https://zakon.rada.gov.ua/laws/show/389-19#Text
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foreigners and stateless persons who arrived in Ukraine to work as a
correspondent or representative of foreign mass media»*®.

The signing by the President of Ukraine of Decree No. 152/2022 dated
March 19, 2022, which implemented the Decision of the National Security
and Defense Council of Ukraine dated March 18, 2022 «Regarding the
implementation of a unified information policy under martial law» should
be considered an important legislative amendment under such extraordinary
conditions»?*.

Solving the tasks of implementing a unified information policy in the
conditions of martial law by law enforcement agencies involves joint
coordination measures and information and analytical support in terms of
ensuring:

— the unity of management of the processes of formation, management
and use of information resources based on a single interdepartmental
normative legal act of national importance;

— coverage of all spheres and branches of law enforcement activity with
an information resource;

— rational use of factual data and information in the detection, disclosure
and investigation of criminal offenses based on a comprehensive system of
knowledge about the properties of registration objects;

— implementation of the block-hierarchical principle of building
databases, their structuring and typification;

— integration of records into a single information field, and fields into a
single information resource of law enforcement agencies of state and
international importance to create the possibility of end-to-end searches;

- organization of connections of disparate information with the
possibility of transition from one object space to another with the possibility
of obtaining the so-called "dossier” on the object of registration;

- maintenance of information resources in an up-to-date state in the
conditions of war, which requires reproducibility, optimality of the number
of formalized and entered parameters, search algorithms;

—adequacy of information stored in records, objects of registration;

% Jlesxi nuTaHHs TepeOyBaHHS Ha TepuTOpii YKpaiHM iHO3eMuiB Ta oci6 Ge3
TPOMAJSHCTBA, SIKI MPUOYNH B YKpalHy Uit poOOTH KOPECIOHJEHTOM ab0 IMpPEeACTABHHKOM
iHO3eMHMX 3aco0iB MacoBoi iH(opmauii: IlocranoBa KaGinery MinicTpie Ykpainu Bix
27.05.2022 Ne 627. URL: https://zakon.rada.gov.ua/laws/show/627-2022-%D0%BF#Text

4" TIpo pimenns Paau HatioHansHOi Gesneku i oGoponu Ykpainu Bix 18 Gepesns 2022
poky «lllomo peamizamii exunoi iHpOpManiifiHOI HONITHKH B yMOBaX BOECHHOTO CTaHY» YKa3
Ipesunenra  Ykpainm  Bim 19  6Gepesus 2022 poky Ne 152/2022  URL:
https://zakon.rada.gov.ua/laws/show/152/2022#Text
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— integration of information systems of law enforcement agencies and
automated information systems that provide the final stage of identification
of the object according to the requested information“®.

3. International standards and global practices of informational
interaction of law enforcement agencies regarding the provision
of public safety in the conditions of the complication
of the security component

The need for close and collective cooperation of states, taking joint
measures to prevent and fight crime at the international level is an urgent
task of law enforcement agencies of Ukraine. International cooperation in
this area is the activity of states, the actions of which are aimed at
preventing, stopping and solving crimes, searching for guilty persons and
bringing them to justice, exchanging useful information and acquired
experience. A significant contribution to this sphere is made by
international organizations, one of which is the International Organization
of the Criminal Police (Interpol), which forms an institute of international
cooperation in the field of law enforcement. Trends in modern crime
necessitate the creation of effective international mechanisms for closer
cooperation between states in the fight against it. The analysis of these
trends and the agreements concluded in this area shows that currently
international cooperation in the fight against crime is a complex systemic
phenomenon, the content of which, among other things, consists of
measures agreed between states to provide assistance in the investigation of
criminal cases and the implementation of criminal prosecution and
investigation of international crimes, prosecution and punishment of
persons guilty of committing them, enforcement of criminal penalties®.
International criminal activity is determined as one of the separate areas of
organized crime, which is defined by a system of professionally organized
and conspiratorial criminal groups engaged in interregional or international
criminal activity aimed at a certain type of activity (trafficking in people,
illegal drug trafficking, arms smuggling), with the aim of constantly

*® Bonmap B. Indopmartiiine 3a6e3medenHs JOCYI0BOTO PO3CIiTYBAHHS KPHMiHATBHUX
npasonopymens, nependauennx cr. 111-1 KK Vkpaiuu. Opeanisayitino-npasose
3abe3neuenns HayionanrbHoi be3neKku 6 yMosax 80€HHO20 cmaiy: Matepiann BceykpaiHchkoi
HayKOBO-TipakTH4HOi KoH(pepeHuii (M. KponuBHuupkuid, 7 munas 2023 poky). JloHenpkuit
JIepXKaBHUH YHIBEpPCHTET BHYTpINIHIX cripaB. Kponueauubkwii, 2023. C. 36-41.

49 Cinscrkuit K.B. Mixknapose ciiiBpoGITHUIITBO y Taly3i TPABOOXOPOHHOT MisILHOCTI.
Electronic Sumy State University Institutional Repository: 36.matepianiB mom. yuacH.
Hayk.npakT. koHd. Cymmu. 2008. C. 1-2.
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receiving profits for this activity, as well as using state structures in their
interests®C,

The main directions of international cooperation in countering crimes
committed by organized criminal groups are: detection and documentation
of facts of money laundering received by members of organized groups and
criminal organizations, as well as activities of criminal groups and criminal
organizations together with law enforcement agencies of foreign countries;
exchange of information with international law enforcement organizations
and law enforcement agencies of other states regarding members of criminal
groups and criminal organizations that are involved in the commission of
crimes and have interstate ties®.

Therefore, we can conclude that the main role of Interpol is to ensure
and develop international police cooperation, and the activities of this
Organization are aimed at protecting and observing human rights, as well as
creating services that contribute to the prevention and cessation of crimes.
Ukraine is a state that is a member of Interpol.

In the international cooperation of law enforcement agencies, special
multilateral agreements of Ukraine are used to combat specific types of
criminal offenses, in particular: the Council of Europe Convention on
Laundering, Search, Seizure and Confiscation of Proceeds of Crime;
Criminal Convention on Combating Corruption; The UN Convention
against Transnational Organized Crime and the Protocol to Prevent and
Suppress Trafficking in Persons, Especially Women and Children, and its
Punishment and Others. International cooperation is also carried out with
the help of bilateral agreements between Ukraine and other states. Examples
can be: Agreement between Ukraine and the Republic of Poland on legal
assistance and legal relations in civil and criminal cases; Agreement
between Ukraine and Canada on mutual assistance in criminal cases; Treaty
between Ukraine and the People's Republic of China on extradition;
Agreement between Ukraine and the Arab Republic of Egypt on mutual
legal assistance in criminal cases; Agreement between Ukraine and the
Syrian Arab Republic on legal relations and mutual legal assistance in civil
and criminal matters and others®?. The principles of providing legal
assistance in criminal cases are contained in universal conventions and
numerous international agreements that contain provisions on cooperation
in the fight against one or another type of transnational crime and

%0 Tynma JI.®. MixHapoaHe CHiBPOGITHMITBO y HPOTHAIl 310YMHAM, IO BYHHSIOTHCS
OpraHi30BaHNMH 3JOYNHHUMU TpynaMu. Haykosuil eicHuk nybiuno2o ma npueamnozo npasa.
2016. Bum. 6. C. C. 306-307.

' Craryr MixHapomHoi opramizamii kpuminameHoi nomimii — IHTEPIIOJ Bin
13.06.1956 p. Ne 995_142. URL: https://zakon.rada.gov.ua/laws/show/995_142#Text

52 Bepne I'. [IpUHIMTBI MEKTyHAPOJHOTO YrOJOBHOTO MpaBa : yueOHHK; Tep. ¢ aHTL
C. B. Casnuna. Ogecca : Dennkc, 2011. C. 139.
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complement each other in this area, as well as in national legislation.
Bilateral agreements on mutual legal assistance are also important. These
treaties provide for legal assistance on a wide range of issues, including the
provision of bank account information, the provision of copies of certain
government documents, including police reports, and the «freezing» and
repatriation of stolen property of treaty countries. At one time, the European
Convention on Mutual Assistance in Criminal Matters of April 20, 1959
was an important step in the development of the regulation of legal
assistance in criminal matters®, which was later supplemented by two
protocols caused by practical necessity, and the Convention on Legal
Assistance and Legal Relations in Civil, Family and Criminal Matters dated
January 22, 1993%. The mentioned conventions laid the basis for the
cooperation of states: treaties on mutual legal assistance laid the basis for
information exchange through the measures provided for in Article 22 of
the European Convention on Mutual Legal Assistance in Criminal
Matters®®. It is worth paying attention to the fact that most types of
international legal assistance, as well as international cooperation in its
broadest sense, consists in providing various types of information related to
the investigated criminal offense. At the same time, the legislator takes into
account not only the interests of the persons who conduct the pre-trial
investigation, but also the person who is accused of committing it or
suffered from such an act®®.

It should be noted that after the open expansion and military invasion of
the territory of Ukraine by the Russian Federation, for the purpose of
documenting mass facts of war crimes on the territory of our state together
with international law enforcement and human rights institutions, a method
of recording open digital data is used in accordance with the Berkeley
Protocol. The latest on Open Digital Data Investigations describes the
professional standards that should be applied when identifying, collecting,
preserving, analyzing and presenting digital information in the public
domain and when used in international criminal and human rights
investigations. In addition, the Protocol emphasizes standards for the
investigation of violations of international law, including human rights
violations, and violations of international criminal law, including war

%% Cppomeiicbka KOHBEHIIiss MPO B3a€MHY JOTOMOTY y KPHMiHAIBHHX crpaBax Bij 20
kBiTHS 1959 p. URL: https://zakon.rada.gov.ua/laws/show/995 036

% KoHBeHIIisl PO TPaBOBY JIOTIOMOTY i MPABOBi BiIHOCHHM y IHMBiTLHHX, CiMeiHUX Ta
KpUMiHalNbHUX cmpaBax Big 22 ciyas 1993 p. URL: https://zakon.rada.gov.ua/
laws/show/997_009

% Boister N. An Introduction to Transnational Criminal Law. Oxford : University Press,
2012. p. 213.

% KopanboBa O.B. Teoperuko-npaBoBi 3acanu iH(OpMaNifHOro 3aGe3neyeHHs
JIOCYZIOBOT'O PO3CIIilyBaHHS KPHUMiHAIBHHUX IIPABONOPYIICHB: JKC. ... JOKT. FOPUJL. HAyK / CIIell.
12.00.07. KponuBauubkwuid, 2023. C. 303-306.

457



crimes, crimes against humanity, and genocide. The guidelines provided for
in the Protocol may be applied to other types of investigations, including for
national or municipal courts®’.

There are several examples of countries in the world where it was
possible to successfully take measures to provide information for the
activities of law enforcement agencies, including:

— Singapore, which is known for its high quality of police work and
modern technologies used in its activities. In particular, they implemented a
video surveillance system that covers almost the entire country, and also use
unmanned aerial vehicles for patrolling and surveillance;

— Germany, which is known for its modern technologies in law
enforcement activities, because its subjects actively use high-quality
communication technology, which allows rapid exchange of information
and coordination of their actions. In addition, they use modern cars and
special equipment to effectively perform their duties;

— Japan, which has been using smart video surveillance cameras that can
recognize faces and automatically detect suspicious activity for many years;

— USA, many municipalities of which use modern video surveillance
systems, license plate recognition technologies and data transmission
systems for police cars. In addition, some cities are implementing artificial
intelligence technologies to analyze data and predict crime®®.

In the conditions of the military aggression of the Russian Federation
against Ukraine, the cooperation of the operational divisions of the National
Police with other law enforcement agencies of Ukraine and international
law enforcement organizations, as well as organizations for the exchange of
operative and investigative information, is of particular relevance in
countering the activities of criminal communities and bringing "thieves in
law™ to criminal responsibility. In particular, within the framework of the
«Millenniumy project, the National Police of Ukraine cooperates with 42
Interpol member states in the fight against transnational Eurasian organized
crime with the aim of preventing the spread and neutralization of influential
Eurasian criminal groups from the countries of Eastern Europe and the
Caucasus region on the territory of the European Union, which are engaged
in drug trafficking, people, vehicles and firearms, financial crime and
legalization (laundering) of criminal proceeds®.

57 TpoTokon Bepkii 3 BelEHHs PO3CIiTyBaHb 3 BUKOPHCTAHHAM BiIKPUTHX [U(POBHX
TaHWX: MPaKTHYHAH MOCiOHHK. URL: https://www.law.berkeley.edu/
wpcontent/uploads/2022/03/Berkeley-Protocol- Ukrainian.pdf

% What Are Police Like in Other Countries? Council on Foreign Relations. URL:
https://www.cfr.org/backgrounder/how-police-compare-different-democracies

% Project Millennium helps countries identify the people and companies behind
transnational ~ Eurasian  organized crime  URL:  https://www.interpol.int/Crimes/
Organizedcrime/Project-Millennium
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According to the results of the SOCTA-2021 survey conducted by Europol,
billions of euros of illegal profits obtained by organized crime in the European
Union were invested in the legal economy, all forms of organized crime deeply
affect society and have a direct negative impact on the everyday life of citizens,
the economy, state institutions and the rule of law®,

CONCLUSION

Information support for the activities of law enforcement agencies is a
set of methods, measures, means of various nature that ensure the creation
and functioning of information technologies, as well as their effective use to
solve the tasks assigned to them to protect human rights and freedoms, repel
armed aggression, etc.

Information provision is an integral component of the effective activity
of law enforcement agencies. It consists in creating conditions for
collecting, processing, storing, analyzing and using the necessary
information to perform the tasks and functions assigned to them.
Information provision of law enforcement agencies includes several key
aspects, including:

— formation of information resources and databases through the creation
and maintenance of records, registers, data banks regarding persons who
have committed offenses, search for persons, missing persons, stolen
vehicles, etc.;

— use of modern information technologies and software complexes for
processing information, conducting analytical work, modeling situations, etc.;

— organization of electronic document circulation, information exchange
between various law enforcement agencies and their divisions to ensure
efficiency and coordination of actions;

— implementation of information protection tools to ensure information
security, prevent leakage of confidential data;

— establishment of channels for receiving operational information from
the public, confidential sources, mass media;

— use of technical means of recording information (video, audio) during
investigative and search activities;

— improvement of computer literacy and information culture of law
enforcement officers through education and training of specialists;

Adequate information support allows law enforcement agencies to better
perform crime prevention tasks, increases the efficiency and validity of
decision-making in conditions that require a quick response.

8 EUROPOL. EU Serious and Organised Crime Threat Assessment 2021. A Corrupting
Influence: The Infiltration and Undermining of Europe’s Economy and Society by Organised
Crime URL: https://www.europol.europa.eu/

459



The issue of improving the information provision of law enforcement
agencies is becoming particularly urgent. Very important characteristics of
the collected information should be completeness, reliability, availability,
relevance, accuracy. This can become almost the main factor that will
contribute to the activity of law enforcement agencies, because in the
conditions of the legal regime of martial law, the high quality of
information support of law enforcement agencies is a guarantee of their
effective activity, and therefore the improvement of the state of protection
of the rights and freedoms of people and citizens in the state.

SUMMARY

In the scientific work, based on a detailed analysis of existing
approaches to understanding information, information security, and
information support of law enforcement agencies, appropriate author's
definitions are provided that meet the requirements of the time and take into
account the circumstances associated with the challenges of the armed
aggression of the Russian Federation against Ukraine and the action on its
territory for more than two years the legal regime of martial law. The
peculiarities of the legal regulation of information provision of the activities
of law enforcement agencies in the conditions of martial law are
characterized. The regulatory principles, the current state and the basis of
the problem of information support for the activities of law enforcement
agencies under the conditions of the legal regime of martial law are
highlighted. The components of information support and the legal status of
the relevant subjects of the law enforcement sphere, whose activities in the
conditions of the legal regime of martial law, require coordination and
coordinated information interaction, are considered. Particular attention is
paid to a detailed analysis of international standards and positive world
practices of information interaction of law enforcement agencies regarding
the provision of public safety in the conditions of the complication of the
country's security component. There are examples of countries where it was
possible to successfully take measures to provide information for the
activities of law enforcement agencies.

The key aspects of information support for the activities of law
enforcement agencies and the ways of its improvement under the conditions
of the legal regime of martial law are determined.
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