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Abstract. In the era of the digital economy, the security of information
networks and the protection of user data gain particular relevance. One
of the key technologies ensuring this security is cryptography. This study
focuses on analyzing modern cryptographic protection methods applied in
the context of crypto wallets, which are an integral part of the
cryptocurrency infrastructure. It examines potential security threats to crypto
wallets and the effectiveness of various cryptographic algorithms
in protecting them.
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Introduction

In today’s world, as the digital economy accelerates, the security and
privacy of online transactions become extremely important. With the advent
of cryptocurrencies and the widespread adoption of crypto wallets, which
serve as means for storing and managing digital assets, there arises a need
for the development of advanced protection methods. Crypto wallets are
used not only for conducting financial operations but also for user
identification and authorization across various services, making them an
attractive target for cybercriminals.

Over the past few years, we have witnessed significant advancements in
cryptography, which has become the foundation for creating robust data
protection mechanisms. Cryptographic methods such as encryption, digital
signatures, and hashing play a key role in ensuring the security of crypto
wallets, allowing users to store their private keys, perform transactions, and
exchange data without the risk of leakage or manipulation.
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This research aims to analyze contemporary cryptographic protection
methods and assess their effectiveness in the context of securing crypto
wallets. We will examine the latest developments in the field of
cryptography, evaluate potential threats to crypto wallets, and offer
recommendations on the application of these methods to enhance the
security level of users in the digital space. The importance of this research is
underscored by the rapid development of blockchain technologies and the
increasing number of cyber-attacks, requiring us to continually improve the
methods for protecting digital assets.

Overview

The contemporary landscape of information networks and the challenges
faced by crypto wallets necessitate the implementation of advanced
cryptographic methods to ensure the reliability and security of user data.
This section delves into the fundamental cryptographic techniques,
delineating their advantages and limitations, and exemplifies their
application in safeguarding crypto wallets.

Symmetric encryption utilizes the same key for both encryption and
decryption processes, offering efficiency and speed. However, key
management and secure storage pose significant challenges, particularly in
data exchanges involving multiple parties.

Asymmetric encryption employs a key pair — a public key for encryption
and a private key for decryption. This method is optimally suited for
distributed systems such as blockchain, necessitating secure transactions and
user authentication. Its drawbacks include greater complexity and reduced
process speeds compared to symmetric encryption.

Hash functions are employed to generate a unique data fingerprint,
facilitating integrity verification without accessing the data itself. Hashing is
extensively applied in securing transactions within crypto wallets.

Digital signatures are used to confirm data authenticity and sender
identification. Generated using the sender's private key, they can be verified
by anyone possessing the corresponding public key. Digital signatures are
critically important in ensuring trust and security within cryptocurrency
networks.

Consider the application of asymmetric encryption and digital signatures
in crypto wallets, using Obmify as an illustrative example. Each crypto
wallet possesses a key pair: a public key, serving as the wallet's address, and
a private key for signing transactions. When a user wishes to initiate
a transaction, they generate and sign the transaction with their private key,
subsequently distributing it across the network. The network verifies the
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digital signature using the user's public key, ensuring that the transaction was
indeed created by the private key's owner, thus securing transaction integrity
and immutability.

This overview highlights how contemporary cryptographic protection
methods are utilized to secure crypto wallets, a critical aspect in maintaining
trust and security within information networks.

In the context of the continuous development of digital currencies,
ensuring the security of crypto wallets becomes a critical task. This section
outlines a scientific approach to the experimental evaluation of the
effectiveness of cryptographic protection methods in information networks,
focusing on their resistance to various forms of cyberattacks and their impact
on system performance. Below is an example of such an experiment with
fictional yet realistic numerical data.

The first step involves determining the parameters of the experiment,
including selecting cryptographic algorithms for testing, defining the types
of attacks these algorithms will be subjected to, and establishing criteria for
evaluating their effectiveness. This may include both quantitative and
qualitative metrics, such as encryption/decryption speed, system resource
consumption, and the algorithm's resistance to specific types of crypto-
graphic attacks.

Experiments are conducted in a controlled environment that allows
for precise measurement of the system's response to cyberattacks without
risking real data or infrastructure. Specialized software is used to simulate
attacks on cryptographic systems, including brute force attacks, side-channel
attacks, and other cryptoanalysis methods.

The collected data is analyzed to determine the effectiveness of each
cryptographic method. A key part of the analysis is not only identifying
vulnerabilities in the algorithms but also assessing the overall impact on
system performance. This enables the determination of an optimal balance
between security and performance.

Based on the analysis of the results, conclusions are drawn regarding
the resilience of various cryptographic methods to attacks and their impact
on system resources. Recommendations are developed for improving
the security of crypto wallets, which may include the implementation
of combined encryption methods, optimization of algorithms to reduce
resource consumption, or the development of new cryptographic protocols
better adapted to specific threats.

The experimental evaluation highlights the importance of choosing the
optimal cryptographic protection method depending on the specific use case
and system limitations. ECC was found to be the most efficient in terms
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of memory consumption, offering strong resistance to attacks, making
it an ideal option for mobile devices and resource-constrained devices, while
AES remains a reliable choice for general use cases involving large data
volumes.

Selection of Cryptographic Algorithms for Testing: AES (Advanced
Encryption Standard) 256-bit, RSA 2048-bit, and ECC (Elliptic Curve
Cryptography) with the secp256k1 curve.

Types of Attacks for Testing: Brute force attack, side-channel attack.

Criteria for Evaluating Effectiveness: Encryption/decryption time,
amount of memory consumed, resistance to attacks.

Results

AES 256-bit:

e Encryption time: 2 ms per 1 MB of data.

o Decryption time: 1.8 ms per 1 MB of data.

e Memory consumed: 256 KB.

¢ Resistance to brute force attacks: High (estimated time > 10777 years).

RSA 2048-bit:

e Encryption time: 15 ms per message.

e Decryption time: 60 ms per message.

e Memory consumed: 512 KB.

o Resistance to brute force attacks: High, but less than AES due to
potential vulnerability to quantum attacks.

ECC (secp256k1):

e Encryption time: 5 ms per message.

e Decryption time: 5 ms per message.

e Memory consumed: 32 KB.

e Resistance to brute force attacks: High considering current
technologies.

Conclusions

The comparison of the effectiveness of the three algorithms shows that
AES 256-bit provides the best balance between speed and security for
encrypting large volumes of data. RSA 2048-bit, while resistant to most
attacks, requires significantly more time and resources, making it less
effective for use in crypto wallets where speed is a critical factor. ECC
emerged as the most efficient in terms of memory consumption, offering
strong resistance to attacks, making it an ideal option for mobile devices and
devices with limited resources.
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The experimental evaluation underscores the importance of selecting the
optimal cryptographic protection method depending on the specific use case
and system limitations. It was found that ECC might be the best option for
crypto wallets requiring high security with minimal resource consumption,
while AES remains a reliable choice for general use cases involving large
data volumes.
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