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INTRODUCTION

In connection with international legal obligations in the field of European
integration, one of the priority directions of our state's activities is the
approximation of the national legislation of Ukraine on the digitalization of
customs bodies to the EU legislation, the implementation of modern European
practices of customs control and customs procedures in this area. The further
development of the European vector of social transformations in Ukraine
regarding the further implementation of digitalization of customs bodies,
enshrined in the Constitution of Ukraine?, directly affects the anti-corruption
activities of Ukraine, the effectiveness of which also directly affects the level
of trust both in officials of customs bodies and, in the state, its capacity to
ensure the protection of customs interests, compliance with the law according
to the Association Agreement between Ukraine and the EU of 20142, It is
important that corruption in customs bodies causes significant damage to the
state budget, financial, food, medical, ecological security of Ukraine, hinders
the development of foreign trade and the inflow of foreign investments,
negatively affects the image of Ukraine in the international arena, and also
creates distrust in customs administrations on the part of subjects of foreign
economic activity, especially in the conditions of martial law in Ukraine.

The process of digitalization of customs authorities, which began within
the framework of the implementation of the Concept of creating a
multifunctional complex system "Electronic Customs"® is still ongoing.
However, the assessment of legislative innovations regarding the use of
effective customs information technologies to create favorable conditions for
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the movement of goods across the state border by simplifying, speeding up
and improving customs clearance and customs control procedures shows the
presence of a number of not only positive practices, but also problematic
issues. which need an urgent solution. Therefore, the theoretical and practical
significance of the chosen research topic is not in doubt, since in Ukraine, the
further harmonization of national customs legislation on the digitalization of
customs procedures in post-war Ukraine as a component of the prevention of
corruption in customs authorities in the context of European integration
remains an urgent problem.

The purpose of this work is to study the public-law toolkit of the specifics
of the implementation of digitalization processes of customs bodies of
Ukraine in the conditions of European integration from the standpoint of
administrative and legal science. Scientists studied specific issues related to
the implementation of customs control 4, as well as the specifics of the
movement of goods by individuals across the customs border of Ukraine®,
problematic issues of digitalization of customs procedures®, specific legal
issues of automation and informatization of customs procedures’ as priority
directions for improving the administration of customs regimes®, issues
legislative prospects for the implementation of digitization of customs
procedures °, on the organization of measures to combat customs crime and
customs fragility’®. However, in the conditions of further European integration
and Euro-Atlantic processes in the country, in the conditions of the ongoing
state of war in Ukraine, the problems of determining the legal nature of the
digitalization of the implementation of customs procedures during the
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news. 2020. Issue 1(298). P. 165-169.
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movement of goods across the customs border remain relevant as one of the
priority directions for preventing corruption, and the implementation of
effective legal mechanisms for the prevention and countermeasures of
customs offenses, countering smuggling, prevention of corruption risks during
customs procedures, and problematic aspects of determining the legal basis
for the implementation of digitalization during customs procedures in the pre-
war period, in the conditions of martial law introduced in February 2024, and
in post-war Ukraine need to be clarified in the context of European integration
and the determination of the stages of development of customs legislation and
the essence of individual categories of the implementation of digitalization
under study and the establishment of signs and problems and legislative
prospects for the implementation of customs procedures in the activities of
customs authorities.

1. Corruption in the implementation of customs procedures as a threat
to the implementation and observance of human rights and freedoms
in the customs sphere in the conditions of European integration

The provisions of the Constitution of Ukraine declare the right of everyone
to protect their rights, freedoms and legitimate interests in court, as well as to
challenge decisions, actions or inaction of state authorities, local self-
government bodies, their officials and officials, including in the customs
sphere. Corruption and its consequences are one of the most dangerous threats
to human rights, democracy, law and order, honesty and social justice.
Corruption in customs authorities causes significant damage to the state
budget, financial, economic, food, medical, ecological security of Ukraine,
hinders the development of foreign trade and the inflow of foreign
investments, negatively affects the image of Ukraine in the international
arena, and generates distrust in customs administrations on the part of sub
objects of foreign economic activity, especially in the conditions of martial
law in Ukraine. It should be noted that customs legal relations cover not only
the economic sphere, but also foreign policy, domestic policy, scientific and
technological, environmental, informational, social, humanitarian, as well as
the spheres of state security and state border security.

It should be noted that some scientists, both domestic and foreign, have
traced the correlation between human rights violations and the prevalence of
corruption. International documents also indicate the dependence on the
prevalence of corruption and its impact on human rights. Thus, the General
Assembly of the United Nations (2015, preamble) described the consequences
of corruption for human rights as "severe and devastating”. The negative
consequences of corruption for human rights were also emphasized by various
bodies of the United Nations. The UN Human Rights Council (2016, 2019)
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published a series of reports on the "negative consequences of corruption for
the realization of human rights”, which called on states to recognize the
problem and solve it.

The national legislation provides that in accordance with the requirements
of the Law of Ukraine "On Prevention of Corruption" dated November 14,
2014 No. 1700-VII%, the Association Agreement between Ukraine, on the one
hand, and the European Union, the European Atomic Energy Community and
their member states, with of the other party (2014), the Parties cooperate in
the fight against corruption in state bodies (Article 22) 12, and the UN
Convention against Corruption, ratified by Ukraine, specifies that each
participating State strives to create, support and strengthen systems that
contribute transparency of activity and prevent the emergence of corruption®.
In the State Anti-corruption Program for 2023-2025%, the priority spheres of
corruption prevention include the sphere of customs affairs. According to the
population survey data provided in the Anti-corruption Strategy of Ukraine
for 2021-2025 regarding the level of corruption, the most priority direction in
the fight against corruption is state customs affairs'>. Therefore, public
opinion research well confirms the fact that the perception of the prevalence
of corruption in Ukraine has very high indicators and remains stable.

In particular, the provisions of the Ukraine-EU Association Agreement in
Art. 75 ch. 5 entitled "Customs Matters and Trade Facilitation™ declared that
the parties agreed that their respective trade and customs legislation should,
as a matter of principle, be stable and comprehensive and that provisions and
procedures should be proportionate, transparent, predictable, non-
discriminatory, objective and must be applied uniformly and effectively. The
main place in the implementation of the importance of customs issues of the
Ukraine — EU Association Agreement is the law enforcement direction of the
activities of customs authorities and guaranteeing the rights and freedoms of
citizens, security in all areas of domestic and foreign policy, preventing any
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customs offense, identifying and eliminating the causes of its occurrence is a
condition effective functioning of the state.

Regarding the content of "customs procedures” in customs legislation. The
Customs Code of Ukraine determines that the legislation on state customs
matters consists of the Constitution of Ukraine, this Code, other laws of
Ukraine that regulate the issues specified in Art. 7 of this Code, as well as
from international treaties of Ukraine, the binding consent of which has been
granted by the Verkhovna Rada of Ukraine, and from normative legal acts
issued on the basis of and for the implementation of this Code and other
legislative acts (Article 1 of the Customs Code of Ukraine) 6. It is worth
paying attention to the fact that, according to the Customs Code of Ukraine,
customs procedures in the relevant customs regimes are applied to goods. The
definition of the concept of "goods™ is contained in clause 57 of part 1 of
article 4 of the Customs Code of Ukraine: goods are any movable things,
including those to which the law applies the regime of immovable property
(except commercial vehicles), currency values, cultural values, as well as
electricity moving through power lines. The Customs Code of Ukraine
includes a declaration procedure (Article 257), a simplified procedure for the
destruction of goods whose customs clearance has been suspended due to
suspicion of infringement of intellectual property rights (Article 401), special
customs control procedures (Chapter 51), a compromise procedure (Article
521), the procedure for passing goods and vehicles through the customs border
of Ukraine (Article 544), etc.

The Customs Code of Ukraine defines the term "customs procedure” as a
set of customs formalities and the procedure for their implementation
determined by the purpose of moving goods across the customs border of
Ukraine (clause 21, part 1, article 4 of the Customs Code of Ukraine); customs
formalities are a set of actions to be performed by relevant persons and
customs authorities in order to comply with the requirements of the legislation
of Ukraine on matters of state customs affairs (clause 29, part 1, article 4 of
the Customs Code of Ukraine)¥. Implementation of customs procedures
involves three components, namely: customs control, customs clearance and
settlement of customs payments. In our opinion, customs control is a set of
selective inspection measures carried out with the aim of ensuring compliance
with customs legislation, laws and other normative legal acts on customs
matters, international agreements of Ukraine concluded in accordance with
the procedure established by law. The customs procedure is a set of

16 MuTnuit komexc Yikpainm Bix 13.03.2012. Ne 4495-VI. Bigomocti BepxosHoi Pamu
Vkpainu. 2012. Ne 44-45. Ne 46-47. Ne 48. C1.552.

1 MutHuit konekc Ykpainu Bin 13.03.2012. Ne 4495-VI. Bimomocti Bepxosmoi Pamu
Vkpainu. 2012. Ne 44-45. Ne 46-47. Ne 48. Ct.552.
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requirements determined by the order of customs control of goods, customs
clearance of goods and the peculiarity of making (payment of) customs
payments, the terms of which depend on the purpose, form and conditions of
their movement (that is, a certain customs regime).

One of the important areas of development of anti-corruption policy in the
implementation of customs procedures in the conditions of European
integration is the implementation of standards of customs ethics and integrity.
Thus, the World Customs Organization adopted the Arusha Declaration in
1993 and revised it in 2003 (Declaration on Customs Cooperation, Good
Management and Combating Corruption at Customs), which should include
the Code among the main components of the national customs program to
combat corruption behavior The World Customs Organization declares that a
key element of an effective anti-corruption program is the development,
publication and adoption of a comprehensive Code of Conduct that establishes
practical and unambiguous rules of conduct for all customs personnel.

The anti-corruption program of the State Customs Service of Ukraine for
2023-2025 states that it consists of the following sections: (1) principles of
anti-corruption policy of the State Customs Service of Ukraine; (2) assessment
of corruption risks; (3) training, information dissemination activities
regarding anti-corruption programs; (4) monitoring, evaluation of
implementation and review of the Anti-Corruption Program. In particular, the
Anti-Corruption Policy of the State Customs Service of Ukraine is based on
the following approaches: 1) compliance with standards of integrity in public
service; 2) intolerance to corruption; 3) development of personnel potential;
4) efficiency and legality of the use of budget funds'®; 5) openness and
transparency of the processes of preparation and adoption of public decisions;
6) the priority of observing the rights, freedoms and interests of individuals
and legal entities; 7) creation of partnership mechanisms with institutions of
civil society™®.

Corruption in customs authorities has a negative impact on the
implementation of measures to ensure "customs security". According to Part
2 of Art. 6 of the Customs Code of Ukraine, the category "customs security"
is the state of protection of the customs interests of Ukraine. And according
to Part 1 of Article 6 of the Customs Code of Ukraine, these are the national
interests of Ukraine, the provision and realization of which is achieved
through the implementation of state customs affairs. According to Clause 10
of Article 1 of the Law of Ukraine "On National Security"”, the national

18 Antmxopymuiiiaa nporpama JlepxasHoi MUTHOT clyx0u Ykpainu Ha 2023 — 2025 pokH.
URL. https://customs.gov.ua/antikoruptsiina-programa (nara 3sepuenmsi: 28.08.2024)

1 Autukopymiiitaa nporpama JlepskaBHOT MUTHOT ciTy:x6u Ykpaiau Ha 2023 — 2025 poku.
URL. https://customs.gov.ua/antikoruptsiina-programa (nara 3seprenss: 28.08.2024)

562



interests of Ukraine are the vital interests of man, society and the state, the
implementation of which ensures the state sovereignty of Ukraine, its
progressive democratic development, as well as safe living conditions and the
well-being of its citizens?. Therefore, customs security is a part of national
security, since customs interests are a component of Ukraine's national
interests.

The object of customs security, that is, what it is aimed at protecting, are
the customs interests of the state. According to P. V. Pashko, customs interests
ensure both foreign economic and customs security, but at the same time they
have certain differences?’. The main subject of ensuring customs security is
customs authorities, since they directly carry out state customs affairs. The
main tasks of customs authorities are defined in Art. 544 of the Customs Code
of Ukraine. In accordance with Part 4 of Art. 7 of the Customs Code of
Ukraine direct management of state customs matters is entrusted to the central
body of executive power, which ensures the formation and implementation of
state tax and customs policy. Currently, such a body is the Ministry of Finance
of Ukraine. The State Customs Service of Ukraine plays an important role.

It is worth paying attention that the provision and implementation of
customs interests is achieved through the implementation of state customs
affairs. According to Part 1 of Article 7 of the Customs Code of Ukraine, the
concept of "state customs affairs" is the established procedure and conditions
for the movement of goods across the customs border of Ukraine, their
customs control and customs clearance, the application of mechanisms for
tariff and non-tariff regulation of foreign economic activity, settlement of
customs payments, management of customs statistics, exchange of customs
information, maintenance of the Ukrainian classification of goods of foreign
economic activity, implementation in accordance with the law of state control
of non-food products in the case of their import into the customs territory of
Ukraine, prevention and countermeasures against smuggling, fight against
violations of customs rules, organization and support of the activities of
customs authorities and other measures, aimed at the implementation of state
policy in the sphere of state customs affairs, constitute state customs affairs?.

One of the main means of protecting the customs interests of the state is
the prevention of violations of customs rules that negatively affect the socio-
economic interests of the state and the standard of living of the population,
ensuring customs security. Administrative responsibility in this area is among

2 TIpo Hamionanshy Gesmeky: 3akon Ykpainu Bix 21.06.2018 p. Ne 2469-VIII. BizomocTi
BepxosHoi Pagu. 2018. Ne 31. cT.241.

2 Tamko I1. B. Murtni inTepecu Ta MuTHa Gesneka. Mumna cnpasa. 2007. Ne3 (51). C. 13

22 MutHuit komekc Ykpaimu Bim 13.03.2012. Ne 4495-VI. Bimomocti Bepxosnoi Pamu
Vkpainu. 2012. Ne 44-45. Ne 46-47. Ne 48. Ct.552.
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the important grounds for preventing violations of customs rules. The legal
construction "administrative responsibility for violation of customs rules"
should be understood as a set of administrative legal relations that arise in
connection with the application by authorized bodies (customs and judicial)
during the violation of customs rules, according to which persons (natural and
legal entities) who have committed administrative offense (misdemeanor)
provided for by customs law, specific administrative penalties may be applied
to them?3. We note that if we consider the opposition of the customs authorities
to the illegal movement of prohibited items, for example, narcotics?*, falsified
medicines®, veterinary drugs of dubious quality?, it is possible to assert the
fact that the officials of the customs authorities protect the life and health of
the nation.

Regarding the "customs crimes™ category. Customs crimes, according to
the interpretation of E.V. Dodina, this is a special and specific group of crimes,
therefore, in relation to them, the state is also forced to find specific measures
(means, methods) of countermeasures that are adequate for these crimes?’. In
addition, an important component in the customs sphere is corruption crime —
this is a system of corruption-related criminal offenses committed by officials
(officials) of customs authorities during the application of legislation on state
customs matters in relations with persons who move goods and vehicles across
the customs border, as well as interactions with other state bodies providing
customs activities. The content of corruption crime consists in illegal customs
activities of authorized state bodies and their officials for personal and
corporate selfish purposes®. Thus, corruption is one of the biggest obstacles
to the effective promotion and protection of human rights, especially as it
relates to business activities in the field of customs activities. Corruption in
the sphere of customs activity undermines the ability of the state to mobilize
resources for the provision of administrative services necessary for the
realization of economic, social and cultural human rights. Corruption leads to

2 1lleBuyk,0. M. 3yii B. B. IlopyIieHHs MUTHHX NpaBWi SK TiCTaBa a/IMiHiCTPaTUBHOT
BIZMOBiaNBHOCTI. Axkmyanvni  npobnemu Oepoxcagu i npaea.2024. Ne 102. C.135.
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C.21.
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discrimination in the context of access to public services in this area in favor
of persons who can influence power structures in the field of public affairs,
with the help of bribes (illegal benefits) or political pressure. One of the
effective measures to reduce the level of corruption in the state customs sphere
is the active implementation and development of digitalization of customs
procedures when moving goods and vehicles across the customs border of
Ukraine.

2. Stages of development of legislation on digitalization of customs

procedures in the conditions of the pre-war period of Ukraine

Globalization transformations of the economy starting from the end of the
20th to the beginning of the 21st century. marked the search for optimization
and improvement of state customs affairs, simplification and unification of
customs procedures, reduction of time and volume of customs formalities. The
key basis for achieving the specified areas of activity of customs authorities
and law enforcement agencies is increasing the effectiveness of combating
customs offenses, informatization and digitalization of customs affairs, and
optimization of information support for customs control and customs
clearance.

After the accession of Ukraine to the World Trade Organization and the
World Customs Organization and the signing of a few international
agreements, the constant increase in the volume and expansion of the scale of
international trade, the complication and strengthening of the dynamics of
trade processes, the strengthening of the requirements of international
organizations to ensure free access of foreign goods to domestic markets, and
the decrease national trade barriers. One of the main tasks of customs
authorities in accelerating the circulation of goods, combating unreliable
customs declarations and corruption is the large-scale implementation of
electronic customs in the customs system of Ukraine?®,

Chronologically, the introduction of customs information technologies in
Ukraine began in 1992, and the implementation of the "Electronic Customs"
system was implemented starting in 2005. In 1992, in the national customs
environment, the formation of a database of electronic copies of cargo
customs declarations from paper media, their analysis, processing and
systematization of customs statistics indicators took place. During 1994—
2005, in addition to the creation of a central database of electronic copies of
customs declarations, the formation of a telecommunications network with
departmental e-mail and a comprehensive information protection system was

PEnexTponna MUTHHMIIS. CyuacHuit cTaH Ta HepCIEeKTHBU
URL.:http://www.mdoffice.com.ua/pdf/elektronna_mitnicja_d5_1512250923.pdf. (mata
3BepHeHH::28.08.2024)
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initiated, the processes of customs clearance and cargo delivery control were
automated based on the newest automated information systems at that time.
One of the first steps towards the simplification of customs procedures and
the introduction of electronic business transactions into the world trade in the
customs sphere was an international document in 2005 as the UN
Recommendation No. 33. The purpose of this program was to improve the
capabilities of business and administrative organizations in foreign countries
to improve the efficiency of operations on the exchange of goods and related
services. UN Recommendation No. 33 suggests that the governments of the
countries of the world and subjects of foreign economic activity solve this
problem by creating a "Single Window" mechanism, thanks to which
information and documents necessary for the fulfillment of customs
formalities for the import, export or transit of goods are entered into the system
only once using a single access channel (point). This UN international
document recommends the use of a single window mechanism for
coordination of control, which is carried out by competent authorities and
agencies of trade and customs control and provides for the possibility of
settlements and payments that must be submitted to customs authorities®°.
With regard to the national legislation on customs issues in the researched
area, the regulations of the Customs Code of Ukraine of 2002 contained only
a mention of information technologies used in customs affairs, their essence
was not disclosed, but it was only determined that customs affairs are carried
out with the use of information technologies, in that including those based on
information,  telecommunication and information-telecommunication
systems, and means of their provision, functioning at the national and/or
international level®. In 2006, the Concept of the creation, implementation and
development of the electronic declaration of goods system was adopted, the
necessary conditions for the use of digital and information technologies of
electronic document circulation with the help of an electronic digital
signature, which, based on the appropriate software, made it possible to
optimize the processes of electronic declaration between the customs
authorities of the state were initiated and subjects of the Economic and
Monetary Union®. In 2008, based on the decision of the European Parliament
No. 70/2008/EC, a list of measures was implemented that contributed to the

% Pexomenmanis Ne 33 CE®@AKT OOH. URL.: https://unece.org/sites/default/files/2020-
12/ECE-TRADE-352_Rev.1R_Rec33_2020Edition.pdf

31 Murnuit komekc Ykpainm: 3akoH Ykpaimu Bim 11.07.2002 p. Ne 92-IV. (BTpaTus
YHHHICTB). Bidomocmi Bepxosnoi Paou Yipainu. 2002. Ne 38-39. C1.288.

%2 TIpo sareepikenHs Ilopsaky 3acTOCYBaHHS aBTOMATM30BAHOI CHCTEMH aHali3y Ta
YIPaBIiHHS PU3MKAMH IIiJ] YaC MUTHOTO KOHTPOJIO Ta MHUTHOTO O(GOpPMIICHHS TOBapiB i3
3aCTOCYBaHHSIM BaHTa)KHOT MUTHOT nekiapanii. Hakas IMCY Binx 13.12.2010 p. Ne 1467. URL :
http:// zakon4.rada.gov.ua/laws/show/z0180-11
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transition to electronic management of customs procedures, ensuring seamless
information interaction between customs institutions of EU member states and
creating a paperless customs environment. At the same time, the term
"paperless environment" as a characteristic of the functioning of "paperless
customs" was defined by experts of the World Customs Organization not only
as a prerequisite for the exemption from the use of paper documents, but
mostly as a necessary stage of the transition to the "single window" principle.

The next step in the activation of legislation on digitalization of customs
procedures is the activation of electronic customs declaration processes.
Electronic declaration was approved in 2008. The concept of creating a
multifunctional complex system "Electronic customs”. Thus, on September
17, 2008, the Cabinet of Ministers of Ukraine decree No. 1236 approved the
above Concept and the plan of measures for its implementation. In particular,
the creation of a multifunctional complex system "Electronic Customs™ is
aimed at strengthening the customs security of Ukraine, adaptation of the
Unified Automated Information System of the State Customs Service of
Ukraine (hereinafter — EAIS of the State Customs Service of Ukraine) and the
new computerized EU transit system, prompt obtaining of current and reliable
information about intentions to implement foreign economic operations,
creating conditions for speeding up customs control and customs clearance
procedures, improving social and information services for the population,
improving the information infrastructure of the State Customs Service of
Ukraine. Therefore, with the adoption of the above-mentioned Concept, the
necessary conditions for the use of digital and information technologies of
electronic document circulation with the help of an electronic digital
signature, which is based on the appropriate software, were initiated. Such
actions made it possible to optimize the processes of electronic declaration of
goods between the customs authorities of the state and subjects of foreign
economic activity. Another important step in the activation of the legislation
on digitalization of customs procedures was the introduction from June 10,
2010, with the aim of improving the automated information management in
the Unified Automated Information System of the State Customs Service of
Ukraine, into the permanent operation of the software and information
complex "Information and Search System for Processing and Analysis of
Price information when determining the customs value of goods moving
across the customs border of Ukraine”. We note that the practical
implementation of the "Single Window" principle in the activities of customs
authorities and control bodies was initiated on August 1, 2016. Thanks to the
"Single Window" mechanism, the conduct of foreign economic activity was
simplified by transferring the interaction of enterprises with customs and
control bodies to an electronic format. That is, in the process of implementing
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digitalization of customs authorities during 2016-2020, a few transformations
were carried out, namely: from changes in customs accounting to the
implementation of information and technical solutions for the effective use of
the "Single Window", in particular, the development and launch of a state
information web portal " A single window for international trade".

Later, as of October 4, 2018, the number of types of control carried out by
state bodies during the movement of goods across the customs border was
reduced, and a ban on requiring enterprises to submit documents in paper form
came into effect. Thus, the mechanism of the "Single Window" allows to
ensure: (1) qualitative control over the fulfillment of the requirements of the
legislation by enterprises; (2) operational exchange of information between
customs, enterprises and state bodies; (3) anti-corruption — minimization of
offline communications during control procedures; (4) simplification of
foreign economic activities.

However, problematic issues for the introduction and development of
electronic technologies in all spheres of activity of the customs system of
Ukraine remain: (1) the lack of an agreed position on the mechanisms for the
implementation of electronic information exchange with state bodies that
issue relevant permit documents; (2) lack of intrastate communication
between the customs authorities of Ukraine and the controlling authorities,
which makes it impossible to exchange permit documents; failure to resolve
the transition to electronic document management and the creation of a single
global system of "electronic government™ with many subsystems; (3) lack of
convenient access to tariff and statistical information; (4) the imperfection of
the legislation in the field of electronic declaration and electronic document
flow, because the legislation in force at that time in the field of state customs
affairs was focused on paper document flows3,

3. The legal nature of the development of legislation on the digitalization
of customs authorities in the conditions of martial law and the prospects
for its improvement in post-war Ukraine in the conditions
of European integration

The legal framework governing the provision of legislation on the
digitization of customs bodies in the conditions of martial law in Ukraine is
made up of the Constitution of Ukraine, the Laws of Ukraine "On
Information”, "On Access to Public Information”, "On Protection of Personal
Data", "On State secrecy", "On scientific and technical information”, "On
information protection in information and telecommunication systems", "On
electronic trust services”, "On electronic communications”, "On the

3 Muxkynsk, O. Credanmmmn P. BrnpoBamkenns iHpOpMAaIliHUX TEXHONOTiH y MHTHY
npakTuky Ykpainu. Ceim ¢hinancie. 2021. Ne 4(61). C.53-66.
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Commissioner of the Verkhovna Rada of Ukraine for human rights", Law of
Ukraine "On prevention of corruption”, Customs Code of Ukraine and others,
as well as decrees of the President of Ukraine, resolutions of the Cabinet of
Ministers of Ukraine, orders of the Ministry of Finance of Ukraine, orders of
the State Customs Service of Ukraine, etc.

The legal nature of the development of legislation on the digitalization of
customs authorities under martial law is covered in particular by Methodical
recommendations on the work of officials of customs authorities on the
analysis, identification and assessment of risks in the implementation of
control over the correctness of the determination of the customs value of
goods moving across the customs border of Ukraine, approved by order No.
476 of the State Customs Service of Ukraine dated July 1, 2021. Thus, the
legal principles of using an electronic digital signature in electronic
documents are currently established in the provisions of the Law of Ukraine
"On Electronic Trust Services" and are technologically implemented by
providing electronic trust services in accordance with the said Law.

Note that part 2 of Article 257 of the Customs Code e of Ukraine of 2012
states that electronic declaration is carried out using an electronic customs
declaration certified by an electronic digital signature and other electronic
documents or their details in cases established by law, as well as electronic
(scanned) copies of paper documents, certified by the electronic digital
signature of the declarant or a person authorized by him3*. For example, the
term “electronic customs declaration” is used in scientific works, and in
particular, the authors note that the purpose of electronic declaration of goods
and vehicles when moving across the customs border is to accelerate the
turnover of goods, reduce the time for customs control, and exclude subjective
factors during customs procedures®. In addition to the above, it is also
important that electronic declaration is able not only to minimize the time of
customs procedures, but also to fight corruption, develop international
cooperation and interact with the information systems of state organizations
of the country3®.

The Customs Code of Ukraine of 2012 defines the category “electronic
information resources of customs authorities” and the "single window"
mechanism. The category “electronic information resources of customs
authorities" is systematized information that includes data in electronic form,
the right to possess, use or dispose of which belongs to customs authorities in

3 MutHuit komexc Ykpainu: 3akon Ykpainu Bin 13.03.2012 p. Ne 4495-VI. Bidomocmi
Bepxosnoi Paou Ykpainu. 2012. Ne 44-45, Ne 46-47, Ne 48. Ct. 552.

% Illepayx O.M., Muneiiko K.C. EnekTpoHHe neKknapyBaHHsl TOBapiB MPH MepeMillleHHi
Yyepe3 MUTHUI KOpAOH YKpaiHu: npodiemu npasopeanizauii. /Ipaeso i cycninecmso. 2019. Ne 3.
42.C.117-123.
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accordance with the law and which was created, received (including from
information contained in documents, which are provided during customs
control and customs clearance of goods, vehicles, as well as other documents,
including those received in accordance with international treaties of Ukraine),
are recorded, processed and stored on physical media and/or displayed using
information technologies (p 12-2 part 1 of the Customs Code of Ukraine) ¥'.

According to Clause 19-1 of Part 1 of Article 4 of the Customs Code of
Ukraine of Ukraine, the "single window" mechanism is a mechanism for the
interaction of declarants, their representatives and other interested persons
with customs authorities, other state bodies, institutions and organizations
authorized to carry out authorization or control functions in relation to
movement of goods, vehicles for commercial purposes across the customs
border of Ukraine, which provides the possibility of one-time submission in
electronic form through the single state information web portal "Single
window for international trade" of documents and/or information in order to
comply with the requirements for the movement of goods, vehicles for
commercial purposes through the customs border of Ukraine, provided by the
Customs Code of Ukraine, other laws of Ukraine, international treaties of
Ukraine, consent to the bindingness of which has been granted by the
Verkhovna Rada of Ukraine, as well as normative legal acts issued on the
basis of and for the implementation of the Customs Code of Ukraine and other
laws of Ukraine®,

The by-laws of the legal framework for digitization of customs procedures
include the adoption of a number of by-laws, in particular, the Resolution of
the Cabinet of Ministers of Ukraine "Issues related to the use of customs
declarations", the order of the Ministry of Finance of Ukraine "On approval
of the Procedure for the implementation of customs formalities in the
implementation customs clearance of goods using a customs declaration on
the form of a single administrative document" and the order of the Ministry of
Finance of Ukraine "On approval of the Procedure for filling out customs
declarations on the form of a single administrative document", etc.

As well as the orders of the State Customs Service of Ukraine: "On putting
into trial use the access interface to depersonalized information for statistical
purposes and information on specific export-import operations”; "On the
approval of the Regulation on the access interface to depersonalized
information for statistical purposes and information on specific export-import
operations™; "On the approval of the Regulation on the management analytics

3" Murnuii konexce Ykpainu Bix 13.03.2012 p.Ne 4495-V1. Bizom. Bepxos. Pagu Ykpainu.
2012. Ne 44-45. Ne 46-47. Ne 48. C1.552.

3 Mutnuit konexc Ykpainu Big 13.03.2012 p.Ne 4495-VI. Binom. Bepxos. Pagu Ykpainu.
2012. Ne 44-45. Ne 46-47. Ne 48. C1.552.
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module”; "On the peculiarities of determining the risk of disclosure of
confidential information and the implementation of measures to depersonalize
aggregated information for statistical purposes, analytical information,
information on specific export-import operations, information on general
issues of the work of the customs authority and information related to
offenses.” We note that the actual publication of depersonalized information
regarding specific export-import operations, including information related to
the customs value of goods, began on June 16, 2021; order of the Ministry of
Finance of Ukraine dated January 4, 2023, under No. 6 "On registration of
international postal and express shipments and approval of amendments to the
Procedure for filling out customs declarations in the form of a single
administrative document", etc.

EAIS of the State Customs Service of Ukraine plays an important role in
the digitalization of customs procedures. The main tasks of EAIS of the State
Customs Service of Ukraine are: (1) ensuring the fulfillment of customs
formalities provided for by the legislation of Ukraine on customs matters;
(2) automation of customs control procedures and customs clearance of goods,
commercial vehicles moving across the customs border of Ukraine;
(3) exchange of information and electronic interaction between customs
authorities, law enforcement and other authorized authorities, including those
of foreign countries®; (4) provision of electronic interaction between natural
persons, natural persons — entrepreneurs, legal entities, non-residents;
(5) ensuring electronic interaction of customs authorities and their officials for
the purpose of operational implementation of their powers, creating conditions
for reducing time and financial costs for administrative and management,
information and search, calculation and analytical work, monitoring of
aggregated and individual data available in EAIS State Customs Service of
Ukraine, processing and formation of significant volumes of data, formation
of reporting; (6) informational support for the implementation of customs
affairs during the performance by customs authorities of the tasks and
functions assigned to them by the legislation of Ukraine on customs affairs,
with the aim of increasing the efficiency of their performance®.

The functions of EAIS of the State Customs Service of Ukraine are:
(1) integration of information resources; collection, accumulation,

% TIpo 3aTBepmxenns Ilonoxkenns mpo €IMHY aBTOMATH30BaHy iH(OPMAIIHHY CHCTEMY
MHTHHX OPTaHiB, MOPSIOK i YMOBHM 3acTocyBaHHs ii cucrem. Haka3 MinictepcTBa ¢dinanciB
VYkpainu 19 tpaBus 2023 poxky Ne 263 URL : https://zakon.rada.gov.ua/laws/show/z1132-
23#Text (nata 3BepHeHH::28.08.2024)

“ Tpo 3ateepmxenns [lonoxenns mpo €auHy aBToMaTH30BaHy iH(opMaliiiHy chcTeMy
MHUTHHUX OpraHiB, MOPSJOK 1 yMOBH 3acTocyBaHHA ii cucreM. Haka3 MinicTepcTBa (hiHAHCIB
VYxpainu 19 tpaBus 2023 poky Ne 263 URL : https://zakon.rada.gov.ua/laws/show/z1132-
23#Text (nata 3BepHeHHs: 28. 08.2024)
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systematization, processing and generalization of information in EAIS,
converting it into specified formats for automated processing, use and
provision to EAIS users in a unified form; (2) automation and verification of
information activity processes of EAIS subjects in an interactive real-time
mode; (3) provision of electronic information interaction and electronic
document flow between EAIS subjects; delineation of access rights and
provision of controlled access to EAIS users to EAIS information resources;
(4) ensuring the protection of information in EAIS; monitoring of the state of
information exchange between functional systems of EAIS and means of their
support, the state of security of these components and EAIS as a whole®!.

EAIS of the State Customs Service of Ukraine consists of functional
systems of the central and local levels, functioning at the national and/or
international level, and the means of their support. The functional systems of
EAIS include: automated customs clearance system "Center"”; automated
system of customs clearance and local subsystems of the automated system of
customs clearance of territorial bodies of the State Customs Service of
Ukraine interacting with automated systems of customs clearance "Center".
The single state information web portal "One Window for International Trade"
(hereinafter referred to as the "One Window" web portal); electronic transit
system operating at the national level (ETS). Means of ensuring the
functioning of EAIS of the State Customs Service of Ukraine include: (1) data
processing centers and server rooms; (2) central data storage, application
servers, technological services (complexes) and automated workplaces of
EAIS users; (3) departmental electronic communication network of the State
Customs Service and local computer networks of the apparatus of the State
Customs Service and its territorial bodies; (4) software and technical complex
of the State Customs Service of Ukraine "E-mail"*2.

In addition, under the conditions of European integration of the EU on
customs issues, such a document as a general declaration of arrival was
implemented in Ukraine, procedures were carried out to promote the
development of the institute of authorized economic operator, practical
implementation of the "single window" principle was carried out, joining the

4l TIpo 3atBepmxenns Ilonoxenns mpo €auHy aBTOMATH30BaHy iH(MOPMAIiiHy cHCTeMy
MHTHHX OpTaHiB, MOPSIOK i YMOBH 3acTocyBaHHs ii cucrem. Haka3 MinictepcTBa ¢inanciB
VYkpainu 19 tpaBus 2023 poxky Ne 263 URL : https://zakon.rada.gov.ua/laws/show/z1132-
23#Text (nata 3BepHeHH::28.08.2024)

42 TIpo 3atBepmkenns [lonoxenns mpo €auHy aBToMaTH30BaHy iH(opMaliiiHy chcTeMy
MHUTHHUX OpraHiB, MOPSJOK 1 yMOBH 3acTocyBaHHA ii cucreM. Haka3 MiHicTepcTBa (hiHAaHCIB
VYkpainu 19 tpaBus 2023 poxy Ne 263. URL : https://zakon.rada.gov.ua/laws/show/z1132-
23#Text (nata 3BepHeHH::28.08.2024)
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joint transit procedure®. It is submitted to the customs body, in which the
checkpoint is located, where the goods will cross the customs border of
Ukraine for the first time, before the arrival of such goods on the customs
territory of Ukraine, including in the customs transit regime, in compliance
with the established deadlines for submission. The customs authority carries
out a risk analysis for the general declaration of arrival" within one hour from
the moment of its receipt. After that, he performs the customs formalities
determined by the results of such an analysis*.

The list of information to be included in the general declaration of arrival
is provided for in the order of the Ministry of Finance of Ukraine of August
13, 2020, No. 502%. In addition, on October 30, 2022, Ukraine joined the
Convention on the Common Transit Procedure, as well as the Convention on
the Simplification of Formalities in Trade in Goods*. In particular, the
Convention on the common transit procedure unites 36 Contracting Parties
that have introduced uniform rules for declaration and control of transit
movements of goods using a common IT product (NCTS). Thus, the
implementation of NCTS in Ukraine makes it possible to establish an
exchange of information on all stages of customs clearance of goods transit
using electronic messages in real time and to increase the effectiveness of the
use of the risk analysis mechanism. In particular, the signatory countries of
this Convention are 27 EU countries, 4 EFTA countries (Iceland, Norway,
Liechtenstein and Switzerland), Great Britain, Turkey, North Macedonia,
Serbia and Ukraine*’.

Therefore, after Ukraine's accession to the Convention on the Common
Transit Procedure, subjects of foreign economic activity that move goods
across the customs border of Ukraine got the opportunity to: (1) work
according to the principle of "one means of transport — one declaration — one
guarantee™ and speed up the passage of goods through customs border of
Ukraine; to use common transit simplifications at the international level,
which have representations in 35 countries that have ratified the Convention

4 Murnuit xonexc Ykpainu: 3akon Ykpainu Bix 13.03.2012 p. Ne 4495-VI. Bidomocmi
Bepxosnoi Paou Yrpainu. 2012. No 44-45, Ne 46-47, Ne 48. Ct1.552.

4 Murnnit komexe Ykpainu: 3akon Ykpainu Bin 13.03.2012 p. Ne 4495-VI. Bidomocmi
Bepxosnoi Paou Yxpainu. 2012. Ne 44-45, Ne 46-47, Ne 48. Ct1.552.

45 IIpo 3arBepmxenns Ilepeniky BiZOMOCTEH, IO BHOCATBCS O 3aralbHOI JeKiapail
npubyTTs: Haka3z MiHictepcTBa ¢inanciB Ykpaiau 13 cepnus 2020 poxy Ne 502. Odirmiiinuii
BicHHK Ykpaiau. 2022. Ne 80. Ct. 4904.

46 IIpo 3arBepmxenns Ilepeniky BiZOMOCTEH, IO BHOCATHCS O 3aralbHOI JeKiapamil
npubyTTs: Haka3z MiHictepcTBa ¢inanciB Ykpaiau 13 cepnus 2020 poxy Ne 502. Odimiiinuii
BicHHK Ykpaiau. 2022. Ne 80. Ct. 4904.

47 KoHBeH11is po Mpoleypy CHilbHOIO TPAH3UTY: MixKHApOAHKI HokyMeHT Bix 20.05.1987
p- Ne 994_001-87. Odhiyitinuii gicnux Yrpainu. 2022. Ne 80.Ne 71; 13.09.2022; crop. 136, ctop.
541. Cr. 4912.
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on the Common Transit Procedure, and which make it possible to fully use
the simplifications provided in 2019 for placing goods in customs regimes; to
use simplifications of customs control and customs clearance, even without
AEO status, etc*®,

Thus, the procedure for filling out the customs declaration for goods when
they are placed in the customs transit regime under the terms of the
Convention on the Common Transit Procedure is detailed in the
Methodological Recommendations of the State Customs Service of Ukraine*,
Such recommendations cover the procedure for moving goods across the
customs border. For example, normative legal acts were adopted that cover
AEO, namely Resolution of the Cabinet of Ministers of Ukraine of January
27, 2021 No. 50 "On Approval of the Procedure for Maintaining the Unified
State Register of Authorized Economic Operators"*, Resolution of the
Cabinet of Ministers of Ukraine of February 3, 2021 No. 70 "On approval of
the form, description and rules of use of the national logo of the authorized
economic operator and the form of the certificate of the authorized economic
operator", etc.

In addition, we note that from October 31, 2023, the Agreement between
Ukraine and the European Union on the participation of Ukraine in
"Customs", the Union Program for cooperation in the customs sphere, entered
into force for Ukraine®. Thus, the objectives of the "Customs" program are to
support the customs union and customs authorities, which work together and
act as one unit to protect the financial and economic interests of the EU and
its member states, to ensure safety and security within the EU and to protect
the EU from unfair and illegal trade and at the same time to promote legal
business activity®.

4 KomBeHmis mpo crpouieHHs (OpMATBHOCTEH y TOPTIiBIi TOBapaMM: MiKHAPOIHHI
nokymeHT Bix 20.05.1987 p. Ne 987_012. Oghiyitinuii sicnux Yipainu. 2022. Ne 80, / Ne 71;
13.09.2022; ctop. 64. C. 737. Cr. 4913.

4 PexuM crminbHoro Tpamsmty. Ogimiiinmii caift MinicTepctsa Qinancie Ykpainm.
https://iwww.mof.gov.ua/uk/common_transit_mode-473 (nara 3Beprenns: 28.08.2024).

50 Meromnuni peKoMeHAalii 00 3alOBHEHHS MUTHOI JeKiapalii Ha TOBapu NpH IX
MOMIIIEHHI Y MUTHUH DPEXUM TpPaH3UTy Ha ymoBax KoOHBEHIII mpo mpouenypy CHiJIbHOTO
Tpam3ury. https://customs.gov.ua/rezhim-spilnogo-tranzitu-ncts (nata 3seprenns: 02.12.2023)

5! Tpo 3atBepmkenns Ilopsaky BeneHHs CIMHOTO NEPKABHOTO PEECTPY ABTOPH3OBAHMX
E€KOHOMIYHHX OTeparopiB: mocranoBa Kabinery MinictpiB Ykpainu Big 27. 01. 2021 p. Ne 50.
Odhiyiimuu gicnux Yrpainu. 2021. Ne 11. Cr. 455.

52 Yrona mixk Yxkpainoro Ta €sponeiicbkum Co1030M Mpo ydacTh YKpainu B “Muthuii”,
Tporpami Corozy ULt CHiBpOOITHHUIITBA B MUTHi# coepi. URL:
https://zakon.rada.gov.ua/laws/show/984_011-22#Text (nata 3BepHenns: 03.12.2023)

%3 Vrona mixk Ykpainoro Ta €sponeiicbkum Co1030M Mpo ydacTh YKpainu B “Muthuii”,
Iporpami Corozy ISt CHiBpOOITHHULITBA B MUTHi# coepi. URL:
https://zakon.rada.gov.ua/laws/show/984_011-22#Text (nata 3BepHenns: 03.12.2023)
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An important point in the practical implementation of European customs
simplifications in the implementation of customs procedures is the adoption
of the order of the Ministry of Finance of Ukraine No. 355 of June 29, 2023%,
which defines the specifics regarding the fulfillment of customs formalities
during the application of the simplification "procedure of release by location".
Also, in 2024, the State Customs Service of Ukraine approved the technical
specifications for a new IT solution — the customs decision-making system
(CDS). They were developed by EU4PFM in coordination with relevant
departments of the State Customs Service of Ukraine. CDS is one of the IT
systems provided by the Long-term National Strategic Plan for Digital
Development, Digital Transformation and Digitalization by the State Customs
Service of Ukraine.

As you know, the Plan is based on the European Multi-annual strategic
plan for electronic customs (MASP-C) and defines the actions of the State
Customs Service of Ukraine in this area in the context of Ukraine's preparation
for joining the EU to harmonize customs processes with European standards.
The implementation of CDS will increase the efficiency and speed of customs
control and reduce the related administrative and financial costs of business
entities in the process of foreign economic activity. CDS is an automated
system that will process customs decisions and, importantly, it will replicate
the data models and data exchange formats used in the EU. EU4PFM helped
in the development of the Strategic Plan and will support Ukraine in its
implementation.

Further, the development of technical specifications for CDS will be
accompanied by the development of an IT solution. EU4PFM will continue to
support the CDS software development process by recruiting additional
specialists for the State Customs Service of Ukraine team. It is tentatively
expected to complete the development of the software in the second half of
2024 and to put the system into operation by the State Customs Service of
Ukraine®,

On March 18, 2024, the Government approved the Plan for the
implementation of the Ukraine Facility program, which should become the
basis for the implementation of the financial support program for Ukraine
from the European Union during 2024-2027. The plan for the Ukraine Facility

% TIpo 3atBepmxenns OcobGauBoCTeil BUKOHAHHS MMTHHX (opMaibHOCTell T uac
3aCTOCYBAHHA CIPOLICHHS «IIpOoLEaYypa BUITYCKY 3a MiCHeSHaXO}I}KeHHﬂM» Ta BHECEHHS 3MiH J0
JIeSIKMX HOPMAaTHBHO-TIPaBOBUX akTiB MiHictepcTBa (inaHciB Ykpainu: Haka3 MinicTepcTBa
(inancis VYkpainu 29 YEepBHS 2023 poky Ne 355.URL:
https://zakon.rada.gov.ua/laws/show/z1378-23#Text (nara 3BepHeHH::28.08.2024)

% Oo¢iuifiauit  caiit  JepxaBHoi ~ MuTHOi  ciyxbu  Ykpaimm  URL:
https://customs.gov.ua/news/it-transformatsiia-62/post/ies-prodovzhuie-pidtrimuvati-it-
transformatsiiu-derzhmitsluzhbi-527 (nara 3Bepuenns:28.08.2024)
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envisages the implementation of structural reforms in the public sector, the
implementation of several economic reforms aimed at the development of the
business climate and entrepreneurship, priority sectors that can ensure
economic growth. In general, the Plan for the Ukraine Facility includes more
than 150 indicators in 69 directions of reforms, the implementation of which
is planned for the period until 2027. The plan was developed in
synchronization with Ukraine's international partners. The indicators provided
for in the Plan partially correspond to Ukraine's already existing international
obligations within the framework of other agreements®. The reforms are
divided into 3 main blocks: basic reforms, economic reforms, and key sectors.
Also, the Plan has three directions, for which separate measures are provided
in all sections: "green" transition, digital transformation and European
integration. Approval of the plan is also one of the three conditions of the Plan
of Ukraine within the framework of the EU Ukraine Facility instrument for
the next three months in the sphere of responsibility of the Ministry of Finance
of Ukraine. Fulfillment of all indicators for the first stage will allow attracting
budget support in Ukraine in the amount of about 4 billion euros®’.

In 2024, the Ministry of Finance of Ukraine approved the Long-Term
National Strategic Plan for Digital Development, Digital Transformation and
Digitalization by the State Customs Service of Ukraine — a guiding document
for the implementation and development of customs information systems until
2026%.

This Long-term national strategic plan for digital development, digital
transformation and digitalization by the State Customs Service of Ukraine
provides for: (1) introduction of cyber protection principles; (2) introduction
of paperless procedures; (3) construction of reliable and modern customs IT
systems®®. Among the key principles of the Long-term national strategic plan
for digital development, digital transformation and digitalization of the State
Customs Service, the basis of the IT strategy of the State Customs Service of
Ukraine defined: (1) service-oriented architecture, (2) centralized

% [lmam gana peamisamii mporpamu  Ukraine Facility ma 2024-2027. URL:

https://www.ukrainefacility.me.gov.ua/wp-content/uploads/2024/03/plan-ukraine-facility.pdf
nata 3BepHeHH:28.08.2024)

S Mlmam gna peamisamii mporpamu  Ukraine Facility ma 2024-2027. URL:
https://www.ukrainefacility.me.gov.ua/wp-content/uploads/2024/03/plan-ukraine-facility.pdf
nata 3BepHeHH:28.08.2024)

®Mindin cxBanmuB cTpareriuumii mwiam uu¢posizanii  depxmurcmyx6u  URL:
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implementation of EAIS, (3) harmonized interface with the EU and Single
window for international trade.

Special attention in the long-term national strategic plan of digital
development, digital transformation and digitalization by the State Customs
Service of Ukraine is given in the document to the introduction of cyber
protection principles. First of all, it is about ensuring: (1) recording and
tracking the history of requests for changes to data; (2) protection against
unauthorized access to information; (3) impossibility of changing or losing
data logs; impossibility of changing information and documents provided by
users using a qualified electronic signature. Among the priorities of the EU
now is the introduction of paperless procedures. In the customs department,
the Electronic customs initiative is implemented for this purpose. For further
implementation of E-Customs, the Multi-annual strategic plan for electronic
customs (MASP-C) was developed — a planning document covering all IT-
related customs projects.

The State Customs Service of Ukraine envisaged a phased approach to the
implementation of electronic customs: (1) business analysis, policy and legal
registration; (2) creating a technical specification of the system; (3) creation
of specifications for integration with external systems; (4) system
development and implementation. In the process of IT transformation, the
State Customs Service of Ukraine will use business process management and
BPM modeling, which will provide a holistic view of customs processes and
the practical consequences of their implementation in accordance with the
customs legislation of Ukraine and the EU. Separate plans for the
digitalization of the State Customs Service of Ukraine have begun to be
implemented in practice in the activities of customs authorities. Thus, in
August 2024, eight checkpoints for automobile traffic on the Ukrainian border
began to use a new automated system for customs clearance, which will
replace the current ASMO "Inspector¢°,

It is important that the system is integrated both with traditional partner
services (State Border Services of Ukraine, IRU, e-Cherga, etc.) and with new
ones implemented by the State Customs Service of Ukraine in the context of
European integration, for example, the European SEED+. The results of the
test operation of the system indicate a significant reduction in the time for
customs clearance of vehicles and an increase in the throughput of checkpoints
without increasing the number of employees — primarily, due to the

€ Ogiuitiauit caitt [epxaBHoi MUTHOI ciyx0Ou Ykpainu. CyTTeBHHl KPOK MUTHHIN Y
HanpsiMKy €C: mepexi Ha HOBY aBTOMATH30BaHy CHCTEMY JIO3BOJIUTH CKOPOTHTH 4Yac
odopmiIeHHs  TpaHCIOPTHHX 3aco0iB g0  35%: URL: https://customs.gov.ua/news/it-
transformatsiia-62/post/suttievii-krok-mitnitsi-u-napriamku-ies-perekhid-na-novu-
avtomatizovanu-sistemu-dozvolit-skorotiti-chas-oformlennia-transportnikh-zasobiv-do-35-1697
(mara 3BepHeHHs1:28.08.2024)
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optimization of processes. In the passenger direction, it is about 25-30%. In
the cargo direction, the carrying capacity has been increased by more than
35%. Yes, if earlier the inspector of the customs post processed
150-155 vehicles for a change, now it is 200-205 vehicles®.

In addition, the State Customs Service of Ukraine is implementing Help
Desk technologies aimed at optimizing the response time to requests.
Therefore, such an initiative will help increase productivity, which in turn will
improve customs procedures. The support center is an interface for interaction
between business entities and the State Customs Service of Ukraine. The Help
Desk will resolve incidents arising from failures or errors in information
systems. This development is particularly important in the context of efforts
by the State Customs Service of Ukraine to develop digitalization. New
technologies are designed to speed up business processes and minimize the
human factor. The State Customs Service of Ukraine is working together with
the EU4PFM project on the development of a new IT tool. A modernized
platform for processing requests and appeals from users of NCTS and various
analytical systems should be operational by the end of 20242,

It should be noted that since 2023, the principles of the anti-corruption
policy of the State Customs Service of Ukraine have been implemented
through the implementation of tasks and measures in the following directions
in the conditions of European integration, namely: (1) ensuring a systematic
approach to preventing and countering corruption; (2) implementation of anti-
corruption policy in personnel management, formation of a negative attitude
towards corruption; (3) implementation of measures to comply with the
requirements of financial control, prevention and settlement of conflicts of
interest; (4) encouraging and forming a culture of reporting possible facts of
corruption or corruption-related offenses; (5) cooperation with the public and
international organizations regarding the implementation of anti-corruption
measures®,

80 Ogiuiitamii caiit Jepxkasroi MuTHO CiyxOu Ykpaimm. CyTTeBHH KPOK MHTHHUII Yy
HanpsiMky €C: mepexii Ha HOBY aBTOMATH30BaHy CHCTEMY JIO3BOJIUTH CKOPOTHTH 4ac
opopmieHHsT TpaHCHOPTHHX 3aco6iB 1m0  35%: URL: https://customs.gov.ua/news/it-
transformatsiia-62/post/suttievii-krok-mitnitsi-u-napriamku-ies-perekhid-na-novu-
avtomatizovanu-sistemu-dozvolit-skorotiti-chas-oformlennia-transportnikh-zasobiv-do-35-1697
(nata 3BepHenHs:28.08.2024)

62 Jepxmurciyx6a MmosepHisye cuctemy Help Desk nns minrpumku Gismecy mij vac
npoxokeHHs wmuTHHX npomemyp. URL:  https://customs.gov.ua/news/it-transformatsiia-
62/post/derzhmitsluzhba-modernizuie-sistemu-help-desk-dlia-pidtrimki-biznesu-pid-chas-
prokhodzhennia-mitnikh-protsedur-1539 ( nara 3Bepuaenns:28.08.2024)

8 3giT npo Bukonanus y I miBpiuui 2023 poxy AHTHKOpyMIiiiHOT mporpamu JlepskaBHOT
mutHOI cimyx6u Yxpainum ma 2023-2025 pokxu. URL. https://customs.gov.ua/antikoruptsiina-
programa (nara 3BepHenHs: 28.08.2024).
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Measures were taken to control compliance with anti-corruption
legislation, as well as to check the state of organization of work on prevention
and detection of corruption in the Specialized Laboratory for Expertise and
Research of the State Customs Service of Ukraine. In order to achieve the goal
of the Anti-corruption program and implement the general departmental
policy on the prevention and counteraction of corruption, measures were taken
to disseminate anti-corruption information, the staff of customs authorities
were provided with individual clarifications, methodical and consulting
assistance on compliance with anti-corruption legislation®.

For example, on the official web portal of the State Customs Service of
Ukraine, publicly accessible information is available for citizens and business
representatives, which allows you to be informed about the procedure for
passing customs control, the customs clearance procedure, the list of
documents that are provided during customs control, which prevents possible
illegal actions on the part of employee’s customs authorities. Access to the
following information is available: simplified customs clearance of vehicles;
procedure for passing the "red" corridor; procedure for registration of postal
items; invoices for payment of customs payments; restricted goods; checking
the customs declaration; procedure for charging customs payments; statistics
of declaration, movement of goods and vehicles; other open data®®.

The State Customs Service of Ukraine has ensured the functioning of a
separate telephone line for reports from whistleblowers, the telephone line is
equipped with the possibility of leaving voice messages, to process 100% of
corruption reports, even those received outside working hours. In addition, the
official web portal of the State Customs Service of Ukraine publishes
information on: (1) normative legal acts and executive documents of the State
Customs Service of Ukraine in the field of corruption prevention; (2) monthly
results of the anti-corruption activities of the authorized divisions for the
prevention and counteraction of corruption; (3) channels for reporting possible
facts of corruption or corruption-related offenses®.

In today's conditions, the institute of the authorized units for the prevention
and counteraction of corruption of the State Customs Service of Ukraine needs
to be reformed. Thus, the authorized units (individuals) still do not fully
realize their potential and apply a mainly formal approach to assessing
corruption risks, developing and implementing anti-corruption measures. As
a result, the goal of ensuring integrity, particularly in the activities of customs

6 Awntuxopymiitaa nporpama JlepskaBHOT MUTHOT ciTysx6u Ykpaiau Ha 2023 — 2025 poku.
URL. https://customs.gov.ua/antikoruptsiina-programa (nara 3sepuenssi: 28.08.2024)

8 Anrukopynuiiina mporpama JlepskaBHoi MUTHOT ciyx6u Ykpainu na 2023 — 2025 poku.
URL. https://customs.gov.ua/antikoruptsiina-programa (nara 3sepuenmsi: 28.08.2024)

 Antuxopymiitaa nporpama JlepskaBHOT MUTHOT ciTysx6u Ykpaiau Ha 2023 — 2025 poku.
URL. https://customs.gov.ua/antikoruptsiina-programa (nara 3sepaenss: 28.08.2024)
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authorities, is not achieved; lack of a system of professional development of
persons authorized to prevent corruption as professionals who ensure the
implementation of anti-corruption policy in the activities of institutions, and
an underdeveloped professional network of anti-corruption officers; the lack
of formally defined priorities in the activity of the authorized unit (person) is
one of the reasons for the widespread practice of incorrect organization and
planning of work in the direction of preventing corruption in the institution;
the absence in the Law of Ukraine "On Prevention of Corruption"®” of clear
guarantees of the independence of the authorized unit (authorized person)
from influence or interference in the work leads to the absence of legal
mechanisms to compel the head of the institution to provide them and turn
such guarantees into a formality®. The above also covers the sphere of state
customs affairs.

In 2024, the implementation of the Export Control and Border Security
Program (EXBS) will continue in the customs authorities of Ukraine. One of
the directions is the formation of such areas of the new strategy as countering
cross-border terrorism and drug trafficking. At the same time, the mandate of
the Program is quite broad, which also covers the issue of illegal movement
of not only weapons, but also their components, dual-purpose goods, their
components, and precursors.

An effective customs system is one of the main components of Ukraine's
financial stability and border security in the conditions of war and post-war
reconstruction. By 2024, Ukraine has already implemented more than a third
of the EU Customs Standards. There was strengthening of the institutional
capacity of the State Customs Service of Ukraine; optimized salary system for
officials of customs authorities, its dimensions; improved administrative and
legal mechanism of cooperation with business and international interaction;
active development of IT systems and introduction of legal mechanisms for
the criminalization of goods smuggling is being carried out. The reform of the
State Customs Service of Ukraine in the post-war recovery of Ukraine in the
customs sphere is already being formed into a certain program, according to
which one of the priorities is to increase the security functions of customs
authorities and grant the State Customs Service of Ukraine the status of a law
enforcement agency, with the possibility of implementing mechanisms of

87 Tpo 3ano6iranns kopymiii: 3akon Ykpaiau Big 14.10.2014 p. Ne 1700-VII. Bidomocmi
Bepxosnoi Paou Yrpainu. 2014. Ne 49. C1.2056.

6 Amnani3 npoGnemu. [HCTUTYT YHMOBHOBaXEHHX MiAPO3/LTiB (0Ci0) 3 MUTAHb 3aMOOIraHHs
KOpYIIiT He MOBHOIO MIpOI0 peasi3ye CBili MOTEHIIan y 3B’A3Ky 3 HEJOCTATHIMH TapaHTisIMU
asronomuocti. URL. https://dap.nazk.gov.ua/uploads/problem/5/135-2879-64dc8020b8ea4.pdf
(mara 3BepHeHHs: 28.08.2024).
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operational and investigative activities®®. Today, there is a need to update the
strategy of reforming the State Customs Service of Ukraine, which, among
other things, provides for anti-corruption measures, the introduction of
certification of officials of customs authorities, as well as the construction of
an effective system of motivation of employees of officials of customs
authorities. Therefore, it should be noted the high level of Ukraine's
compliance with EU requirements in the customs sphere, which includes the
harmonization of Ukrainian customs legislation with EU norms.

CONCLUSION

Effective implementation of digitization of customs procedures in post-
war Ukraine in the conditions of European integration is a defining feature of
effective implementation of customs control and clearance of goods. By
implementing digital solutions for international trade and customs services,
states will save money and time for subjects of foreign economic activity to
go through customs procedures and will gradually solve the problem of
corruption and inefficiency of customs and law enforcement agencies. It is
also important that the legislative changes carried out in 2024 on the
digitalization of customs procedures related to the introduction of EU customs
law norms (EU acquis) into the customs legislation of Ukraine in terms of
strengthening the anti-corruption component in customs authorities are
introduced, namely: publication on the official web on the website of the State
Customs Service of depersonalized texts of decisions based on the results of
complaints consideration within three days from the date of their acceptance;
the right of customs authorities to exchange information on the customs value
of goods in electronic form in the format of international standards for the
exchange of electronic information with customs authorities of foreign
countries.

The further implementation of digitalization of customs procedures in
post-war Ukraine contributes to the minimization of the human factor and,
accordingly, to the reduction of corruption, and the observance of human
rights in this area, and will improve the processes of exchanging customs
information between countries, simplify and speed up customs control
procedures, and reduce corruption risks in the implementation of customs
procedures, will contribute to increasing the level of trust of the EU in the
customs services of Ukraine, and will also accelerate the integration into the

% [piopuTeTr i yac BiifHU: MiXKHAPOJIHI TAPTHEPH CIPUSATUMYTh TIOCHJIEHHIO 6E3MEKOBOT
dynkuii [depxxmutciayx6u Ha kopponi. Odiuilinuii cait depxmutcayxOu Ykpainu. URL.
https://customs.gov.ua/news/zagalne-20/post/prioriteti-pid-chas-viini-mizhnarodni-partneri-
spriiatimut-posilenniu-bezpekovoyi-funktsiyi-derzhmitsluzhbi-na-kordoni-1124
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EU customs legislation both in the conditions of martial law and the post-war
reconstruction period of Ukraine.

SUMMARY

The article examines the peculiarities of the implementation of
digitalization of customs procedures in post-war Ukraine as a priority
direction for preventing corruption in the context of the integration of Ukraine
into the EU customs space, which involves both the harmonization of national
customs legislation and the approximation of customs practices to European
standards. It is indicated that corruption in the customs sphere and its
consequences are one of the most dangerous threats to human rights,
democracy, law and order, honesty and social justice. It was established that
the violation of customs rules is an integral part of economic crime in Ukraine,
which is closely related to the functioning of the "shadow" economy,
deviations from the payment of customs payments and taxes, official offenses,
and an increase in the level of corruption in this area in the conditions of war
state. Attention was drawn to the fact that corruption in customs authorities
also hinders the implementation of "customs security” and affects the
implementation of human rights. It is indicated that customs crime is
determined through the category of directions of the state's criminal policy, as
well as through the understanding of the components of the state's customs
policy. It was highlighted that one of the components of customs crime in the
state customs affairs is corruption crime. The categories "customs crime",
""customs procedure”, "customs security", "electronic declaration", "electronic
information resources of customs authorities" and the content of the definition
of the "single window" mechanism are disclosed. It is indicated that the
systemic nature of corruption in the customs sphere also stems from the
principle of imperfect organization and management of the system of customs
bodies in relation to the implementation of customs affairs. The main tasks of
EAIS of the State Customs Service of Ukraine are disclosed, its components
are distinguished, and their list is given. The analysis of the Plan for digital
development, digital transformation and digitization of the State Customs
Service of Ukraine, calculated from 2024 to 2026, was carried out. The stages
of the implementation of the legislation on digitalization of customs
procedures in the context of the integration of Ukraine from 1992 to 2024 are
highlighted. It was determined that one of the priorities of the reform of the
State Customs Service of Ukraine for the post-war recovery of Ukraine is to
increase the security functions of customs authorities and to grant the customs
office the status of a law enforcement agency, with the possibility of
conducting pre-trial investigation procedures and operational and
investigative activities. It was concluded that the further implementation of
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digitization of customs procedures in post-war Ukraine as a priority direction
for the prevention of corruption in customs authorities will speed up the
fulfillment of Ukraine's obligations under the Association Agreement with the
EU of 2014 and bring it closer to the implementation of the EU Customs Code
in our country.
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