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Cybersecurity is “preservation of confidentiality, integrity and
availability of information in the cyberspace” [1, p. 41]. For the first time,
the need to protect cyberspace was legally recognized in the U.S. military
doctrine Concept Force XXI in 1996 [3, p.21]. In Ukraine, the term
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“cybersecurity” was first used in 2007 [op. cit.], and the Law of Ukraine
“On the Basic Principles of Ensuring Cybersecurity of Ukraine” dates back
to 2017. Being a relatively new field of information technology,
cybersecurity and data protection are rapidly evolving [2, p. 4]: the changes
in the basic terminological framework of the U.S. Department of Defense
in the field of cybersecurity over the past three years amount to 25-30%
[3, p.21]. Thus, the professional language of cybersecurity and its
translatability into Ukrainian is a topical research issue.

The present study focuses on ordinary English words as cybersecurity
terms of art and the misinterpretation risks while translating them into
Ukrainian. Words (terms) of art are typically defined as terms that have
specialized meaning in a particular field or profession. Among cybersecurity
terms, English ordinary words (e.g. bug, handshake, salt, sandbox, root, etc.)
used as words of art are of particular interest for translation purposes
because their specialized meanings may not directly correspond
to equivalent terms in Ukrainian as the target language. Such semantic shifts
and possible specialization of ordinary words in professional contexts should
be in the focus of translators’ cognitive and linguistic processing of the
original text.

Clear understanding and translation consistency of ordinary words as
cybersecurity terms of art require their categorization. A possible common
taxonomy that aligns cybersecurity definitions and terminologies to enable
the categorization of existing institutions and expertise across Europe —
The JRC Cybersecurity Taxonomy [1], presents the list of the following
15 domains: “1) Assurance, Audit and Certification; 2) Cryptology
(Cryptography and Cryptanalysis); 3) Data Security and Privacy; 4) Educa-
tion and Training; 5) Human Aspects; 6) Identity Management; 7) Incident
Handling and Digital Forensics; 8) Legal Aspects; 9) Network and Distri-
buted Systems; 10) Security Management and Governance; 11) Security
Measurements; 12) Software and Hardware Security Engineering; 13) Stega-
nography, Steganalysis and Watermarking; 14) Theoretical Foundations;
15) Trust Management and Accountability”. Though the taxonomy above
can serve as a crucial reference point for cybersecurity activities and the
alignment of cybersecurity definitions and terminology, a more user-friendly
framework for translation practices would incorporate two key parameters:
1) the cybersecurity domain and 2) the translatability of terms of art.

Categorizing terms based on the specific cybersecurity domain they
belong to will yield the following groups: 1.1) Attacks and Threats, e.g.
backdoor (a secret method of bypassing security to access a system;
bexdop | memoo  06x00y cmandapmuux npoyedyp asmenmudgpixkayii);
eavesdropping (intercepting communications to steal sensitive data;
npocayxosyeanns); flood (overloading a system with excessive requests;
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@nyo | naocunanmnsa eenuxoi kinoxocmi zanumig); 1.2) Vulnerabilities and
Exploits, e.g. crack (bypassing security protections, such as breaking
passwords or software licenses; szamysanns); hook (a technique used in
malware to intercept system functions; ayx / nepexonnenns, sixe moxe 0yTu
BUKOPHCTaHe WIKiAIUBUM KoxoM); bug (a fault in the system of instructions
that operates a computer; 6ae / nomuaxka ¢ npoepami); 1.3) Authentication
and Access Control, e.g. gate (a security control that regulates access to a
system; wmo3); handshake (process of establishing communication;
npoyedypa  yszeodicenns); key (a security mechanism preventing
unauthorized access; wxarou [ 3axuchuli  mexawmizm, AKul  Oonomazae
sanobiemu Hecanxyionosarnomy oocmyny); 1.4) Defensive Measures and
Security Mechanisms, e.g. firewall (system that filters traffic;
gaepeon | bpanomayep); honeypot (decoy system to attract attackers;
nacmxka ons xaxepis); sandbox (isolated environment for testing; nicounuys /
301b06aHe cepedosuuye).

Several factors can cause potential misinterpretations, ambiguous or
misleading translations of ordinary terms of art. One of them is a failure to
convey their specialized meaning in cybersecurity, e.g. it will be
incorrect/misleading to translate exploit (code used to attack vulnerabilities)
as excnayamayiz;, its Ukrainian equivalent term of art is excnaoim |/
suxopucmanns epaznusocmi. The term of art brute force (password cracking
method) cannot be literally translated as zpy6a cuna (physical violence);
its correct UKr. counterpart is memoo nepetopy.

Another cause of potential translation misinterpretation is words with
multiple meanings: e.g. root can have the following meanings depending on
the context: the part of a plant that grows underground and absorbs water
and nutrients (kopinw); a source or origin of something (oocepero a6o
npuuuna wozocs); the base or core of a word from which other words are
derived (kopins cnosa); a solution to an equation (kopine pisusnns); heritage
or origin of a person or group (kopinus, noxodscenns), etc. In cybersecurity,
root means “the highest level of access in a computer system”, therefore this
term of art has the Ukr. equivalent “naiisuwuii pisenv docmyny 6 xomn 'io-
mepHit cucmemi’”’.

Some words can function as translator’s false friends, e.g. blacklist and
yopnuii cnucox 100k similar, but in cybersecurity, its specialized meaning is
“list of blocked entities” that is equivalent to Ukr. cnucox 6noxysanns. The
term zero-day has a Ukrainian calque uynwosuti dens, but its specialized
equivalent is epazaugicmo, Hesidoma nocmauanvnuxy I10 (a vulnerability
unknown to the vendor). The word threat (which generally means zaeposa)
has acquired a specialized meaning in cybersecurity, referring to a potential
cybersecurity risk. The term worm typically denotes a crawling creature, but
in cybersecurity, it relates to self-replicating malware that spreads across
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networks. In this context, it can be translated as xpo6ax or uepe’sx
(mkigmiBe mporpamHe 3a0e3MeueHH).

In conclusion, relevant translation strategies to avoid misinterpretation
of ordinary words as cybersecurity terms of art include: 1) using direct
borrowings for some terms (pym-docmyn instead of xopins docmyny);
2) providing contextual clarification (salt in cryptography is sunaoxosi dani
ons xewysanns); 3) avoiding word-for-word translations (the equivalent for
handshake is npoyedypa yseodacenns, but not pyxocmuckanns). In every
case, it is worthwhile cross-checking with Ukrainian Cybersecurity
and IT Standards.
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