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DIGITAL TRANSFORMATION OF THE TRANSPORT COMPLEX
AS A TOOL FOR SUSTAINABLE DEVELOPMENT IN WARTIME

Remyha Yu. S., Shcherbatykh D. V.

INTRODUCTION

In the face of unprecedented challenges posed by military conflict, the
transport sector emerges as a critical domain requiring innovative approaches
to ensure operational continuity and resilience. The research aligns with the
United Nations Sustainable Development Goal 9: "Building resilient
infrastructure, promoting inclusive and sustainable industrialization and
fostering innovation" — a framework that takes on heightened significance in
conflict zones where infrastructure vulnerability intersects with urgent
humanitarian and economic needs.

The disruption of traditional transport networks during warfare
necessitates rapid adaptation and technological innovation to maintain critical
supply chains, enable humanitarian corridors, and support economic activity.
Digital technologies offer transformative potential in this context, providing
tools for real-time monitoring, alternative routing, infrastructure protection,
and operational optimization when physical systems are compromised. This
digital pivot not only addresses immediate wartime challenges but also lays
groundwork for more resilient, efficient, and sustainable transport systems in
post-conflict reconstruction.

As we examine the intersection of digital transformation, transport
infrastructure, and conflict environments, this article provides insights into
how technological innovation can support sustainable development
principles even under the most challenging circumstances, contributing to
long-term resilience building while addressing immediate operational
imperatives in a war-affected transport ecosystem.

The Ukrainian transport complex plays a crucial role in the country's
economy, ensuring connectivity between various sectors and regions, as well
as interaction with other states. Today, it can be confidently stated that
transport is a vital prerequisite for the functioning of industry, agriculture,
trade, and other sectors. It is one of the fundamental branches of the economy,
actively contributing to the creation of necessary conditions for defense
capability, national security, state integrity, and the improvement of the
population's living standards, as well as generating revenues for the State
Budget of Ukraine®.

The transport system also plays a key role in the functioning of the
domestic market by ensuring the mobility of goods between different regions
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of the country. Additionally, it is a critical element of foreign economic
activity, supporting export and import processes. Ukraine's strategic
geographical location at the crossroads of trade routes creates significant
potential for gaining additional benefits from globalization processes,
provided that the transport infrastructure? is actively developed and fully
utilized. This, in turn, facilitates Ukraine’s integration into the European and
global economic systems®, opening up new opportunities for trade,
investment, and economic growth.

Unfortunately, it must be stated that Ukraine's transport infrastructure
faces numerous challenges, including a high level of wear and tear,
insufficient funding, managerial issues, and significant destruction caused by
the armed conflict.

For example, according to the European Business Association, Ukraine's
Infrastructure Index has stood at 2.58 out of 5 possible points since 2020,
indicating a moderate assessment of the country's infrastructure development
level*. The performance of government agencies and transport monopolies
also received low ratings. In particular, the activities of "Ukravtodor” were
rated at 2.9 out of 5, indicating the need for improved management and a
reduction in corruption within the sector®.

The armed conflict with the Russian Federation has caused significant
destruction to Ukraine's transport infrastructure. As of February 2025, direct
losses in this sector are estimated at $38.5 billion. In particular, nearly 26,000
km of roads have been damaged or destroyed, accounting for approximately
$28.3 billion in losses. The railway sector has suffered damages amounting
to $4.3 billion, while port infrastructure has incurred losses of $0.85 billion®.

Summarizing the above, it can be stated that the key challenges for
Ukraine's transport sector today are — see Figure 1.
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Fig. 1. Key Challenges for Ukraine's Transport Sector

Thus, these data highlight the urgent need for comprehensive reforms and
significant investments to restore and modernize Ukraine's transport
infrastructure.

1. Challenges of the transport complex in war conditions

With the onset of russia’s full-scale invasion of Ukraine, the country’s
transport infrastructure has suffered extensive damage’. According to a report
by the Kyiv School of Economics, as of January 2024, the direct losses from
infrastructure destruction are estimated at $170 billion, of which $38.5 billion
accounts for transport infrastructure®. In particular, over 26,000 km of roads
have been damaged, costing the country $28.3 billion. The railway sector
($4.3 billion), port infrastructure ($0.85 billion), and aviation industry
($2 billion) have also suffered significant losses®.

Furthermore, according to Ukraine’s Prime Minister Denys Shmyhal,
15 out of the country’s 20 civilian airports have been damaged as a result of
hostilities'®. These destructions have caused significant disruptions in
passenger and freight transportation, limiting population mobility and
complicating export-import operations.

The blockade of key ports on the Black Sea and the destruction of
transport routes have forced Ukrainian businesses to redirect their supply
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chain logistics*. The lack of access to maritime transportation has led to a
shift toward land routes through Ukraine’s western borders. This, in turn, has
overloaded railway and road infrastructure, increasing costs and delivery
times for goods.

Military actions have also caused significant environmental strain on
Ukraine's natural surroundings. The destruction of infrastructure, particularly
transport infrastructure, has led to soil and water pollution. For example, the
shelling of the Kakhovka Reservoir in 2022 caused a rise in water levels,
resulting in the flooding of 112 private homes??.

Additionally, the growing reliance on digital technologies in the transport
sector has made it vulnerable to cyberattacks. In March 2025, the state
railway company "Ukrzaliznytsia” suffered a large-scale cyberattack that
affected its online freight services. This led to a temporary shift to paper-
based documentation and delays in transportation*®,

Mobilization has significantly impacted the workforce potential of
Ukraine's transport sector. A large number of employees, particularly drivers,
have been called up for military service, leading to a shortage of qualified
personnel. According to the Association of International Road Carriers of
Ukraine, only 5% of international transport drivers have deferments from
mobilization, while the remaining 95% are at risk of being drafted into
military service. This poses a threat of collapse for the country’s logistics
system!. Additionally, mobilization has led to a shortage of public transport
drivers in Ukrainian cities, reducing the number of available routes and
negatively affecting population mobility. Local authorities are forced to seek
solutions to this issue, including recruiting new personnel and optimizing
routes.
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Under wartime conditions, Ukraine's transportation system has undergone
significant transformations to meet defense needs. The Armed Forces of
Ukraine face challenges in transport logistics, such as inefficient use of
weapon and equipment delivery routes, poor road conditions in combat
zones, weak transport infrastructure, and an insufficient number of
standardized loading/unloading sites. To address these issues, it is necessary
to implement modern information and telecommunication technologies and
software, as well as to improve the state of transport infrastructure®.

Overall, the war in Ukraine has highlighted the critical importance of
protecting transport infrastructure and digital systems from physical and
cyber threats, the need to adapt logistics chains to new realities, and the
significance of preserving human resources and transforming the
transportation system to meet military needs.

2. Digital transformation as a response to modern challenges
It is essential to note that digital transformation plays a key role in
modernizing the transportation sector, contributing to increased efficiency,
security, and adaptability to modern challenges. Research has shown that the
main aspects of this transformation may include — see Figure 2.
Let’s examine these aspects in more detail.
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Fig. 2. Key Aspects of Digital Transformation for the Transport
Sector
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Big Data analysis enables the optimization of traffic management,
congestion forecasting, and improved route planning. The application of
machine learning methods and neural networks enhances the accuracy of
predictions and the efficiency of transport systems'®. The use of Big Data also
contributes to the development of smart city concepts and the improvement
of infrastructure!’.

Intelligent Transport Systems (ITS) integrate modern technologies to
improve traffic management and reduce congestion. In Ukraine, the
feasibility of implementing such systems is being studied to mitigate traffic
congestion in cities. For example, in Kyiv, the introduction of ITS is planned,
which is expected to save road users up to 20% of their travel time*8.

The automation of processes and the use of artificial intelligence will
enhance the efficiency of logistics operations, particularly through the
implementation of intelligent transport systems in transportation processes.
This will help reduce costs, improve forecasting accuracy, and elevate the
level of customer service.

The use of electronic documents and digital platforms will simplify
international transportation processes, reduce paper bureaucracy, and
accelerate information exchange among logistics chain participants. This will
enhance transparency, minimize the risk of errors, and improve collaboration
between partners.

With the growing digitization of the transportation sector, cybersecurity
has become a critical concern. The increasing reliance on digital platforms,
smart infrastructure, and IoT devices makes transport systems more
vulnerable to cyberattacks. Key measures for strengthening cybersecurity
include: implementation of Al-based threat Detection Systems; use of Secure
Communication Protocols; Multi-Factor Authentication (MFA) and Identity
Management; regular cybersecurity audits and penetration testing;
collaboration with National and International Cybersecurity Agencies.

IoT technology enables real-time monitoring and management of
transportation networks, improving efficiency, safety, and reliability. And
blockchain technology enhances the security and transparency of logistics

16 Benirypcekuit O.C. YHpaImiHHA TPaHCTIOPTHHMH TOTOKAMH HA OCHOBi MaIIMHHOTO
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operations by providing an immutable ledger for recording transactions. Key
benefits of these technologies include:

— secure and transparent documentation of shipment details, reducing
fraud and errors;

— self-executing contracts can streamline payments, customs clearance,
and cargo handovers;

— stakeholders can track goods in real time, ensuring authenticity and
reducing counterfeiting;

— blockchain can help combat smuggling and unauthorized modifications
to cargo;

— digital records provide verifiable proof of transactions, reducing
conflicts between logistics partners.

Overall, digital transformation is a necessary condition for the
development of a modern transportation system that meets contemporary
demands and ensures efficient operation in the face of global challenges.

3. Digital technologies as a factor of sustainable transport development

Digital technologies play a crucial role in ensuring the sustainable
development of the transport sector by increasing efficiency, reducing
environmental impact, and facilitating the integration of various modes of
transportation. We have identified the following key aspects of this
transformation — see Figure 3.

Route optimization and fuel cost Use of electric transport and
reduction through digital systems alternative fuels

CO: emissions monitoring and
environmental responsibility in the
transport sector

Development of digital solutions for
multimodal transport integration

Fig. 3. Key aspects of digital transformation in the context of
sustainable transport system development

Let’s consider each aspect in more detail.

1. Route optimization and fuel cost reduction through digital systems.

The use of modern digital technologies enables the optimization of
transport routes, which helps reduce vehicle mileage and fuel consumption.
For example, the company Meest China has already started implementing
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intelligent routing systems to plan optimal delivery routes, which not only
shortens transportation time but also reduces the carbon footprint*®.

2. Use of electric transport and alternative fuels.

The transition to electric vehicles and the use of alternative fuels are
essential steps toward reducing greenhouse gas emissions. Electric vehicles
are expected to become dominant on the roads, contributing to lower CO:
emissions and the shift to clean energy sources. Additionally, the use of
Sustainable Aviation Fuel (SAF) in air transport can reduce emissions by up
to 80%, helping to accelerate the achievement of sustainable development
goals®.

3. CO: emissions monitoring and environmental responsibility
in the transport sector.

Digital solutions enable efficient tracking and management of CO:
emissions data. The use of unified software platforms to aggregate data from
various sources allows companies to create a comprehensive emissions
overview, forecast future trends, and evaluate different scenarios?. This
approach contributes to greater environmental responsibility and compliance
with international standards in the transport sector.

4. Development of digital solutions for multimodal transport
integration.

Multimodal transportation, which combines different modes of transport,
helps streamline infrastructure and reduce transportation costs??. The use of
digital platforms to manage such logistics enables route optimization,
reduction of empty runs, and improved planning®. This, in turn, contributes
to lower energy consumption and a reduced carbon footprint across supply
chains.
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Overall, the implementation of digital technologies in the transport sector
is essential for achieving sustainable development, enhancing transport
efficiency, and minimizing environmental impact.

4. Prospects for post-war recovery of the transport sector

Post-war restoration of Ukraine's transport sector is a key task for
ensuring sustainable economic development and integration into the
European space. The main directions of this process should include
restoration and modernization of infrastructure with an emphasis on
digitalization, creation of "smart" logistics hubs, attracting international
investments in digital infrastructure, and harmonization of Ukraine's
transport standards with the EU.

Restoration should be accompanied by modernization and
implementation of digital technologies to improve transportation efficiency
and safety. This includes the use of intelligent transport systems, process
automation, and integration of modern information technologies. The
application of digital solutions will help optimize logistics processes and
reduce costs.

The development of modern logistics centers equipped with advanced
technologies is an important step towards improving transportation and
logistics infrastructure. "Smart" hubs will ensure efficient management of
goods flows, reducing cargo processing time and improving interaction
between different modes of transport. The implementation of such hubs will
facilitate Ukraine's integration into international logistics networks and
increase competitiveness in the global market.

Modernization of the transport sector will require significant financial
resources, so public-private partnership can be an important tool for attracting
private investments into Ukraine's transport industry. Cooperation with
international financial institutions and private investors will contribute to the
implementation of large-scale infrastructure projects and the introduction of
advanced technologies. A scientifically based approach involves applying the
Life Cycle Assessment methodology for infrastructure objects, which will
optimize capital and operational expenses in the long term?,

Creating a favorable investment climate in the transport sector requires
systemic changes in the regulatory field, including deregulation of
excessively bureaucratic procedures, introduction of transparent tariff-setting
mechanisms, and improvement of guarantees for investors. Econometric
models demonstrate that attracting additional investments amounting to 1%
of GDP annually over 5 years can provide a cumulative increase in industry
productivity of 7-9%.

2 1leHTp CTpATEridHMX i MiKHAPOAHUX JAOCII/PKCHb 3aMPONOHYBAB MOAENL pedhopMu
TpancnoptHoi rTamysi Ykpainu. URL: https://foreignukraines.com/2024/04/19/a-model-of-
reform-of-the-transport-industry-of-ukraine (nara 3sepuennsi: 20.03.2025)
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Technological modernization of the transport complex should be based
on the "Transport 4.0" concept, which includes intelligent transport systems,
digitalization of logistics processes, and the use of big data to optimize cargo
and passenger flows. Special attention will need to be given to implementing
energy-efficient technologies and the gradual decarbonization of transport in
accordance with the principles of the European Green Deal. According to
expert calculations, comprehensive digitalization of transport processes can
increase the operational efficiency of the industry by 15-20%.

Deepening cooperation with the European Union in the transport sector
involves harmonization of the regulatory framework, technical regulations,
and safety standards with the acquis communautaire. The harmonization of
standards will facilitate border crossing procedures, improve transport safety,
and enhance the quality of transport services. This will also open new
opportunities for Ukrainian carriers in the European market and promote the
development of international trade. A priority task is the inclusion of
Ukraine's key transport arteries in the Trans-European Transport Network
(TEN-T) and the implementation of projects within international transport
corridors. According to economic and mathematical modeling results, full
integration into the European transport system will increase Ukraine's transit
potential by 30-35% in the medium term.

Overall, the post-war recovery of Ukraine's transport sector should be
based on the principles of innovation, efficiency, and integration into
international transport systems, which will ensure sustainable development
and increase the country's competitiveness in the global market. It should also
be implemented on the basis of a scientifically grounded transport policy with
clearly defined performance indicators, which will ensure systematic
development of the industry and enhance its competitiveness in the
international arena.

CONCLUSIONS

Digitalization is a strategic imperative for ensuring stability and
development of Ukraine's transport complex both during wartime and in the
post-war period. It acts as a catalyst for fundamental changes in the transport
industry, ensuring increased operational efficiency, infrastructure resilience,
and environmental sustainability.

In the conditions of military conflict, digital technologies play a critically
important role in ensuring operational management, coordination of logistics
processes, and maintaining supply continuity. The implementation of
integrated cargo flow monitoring systems, digital platforms for coordinating
logistics chain participants, automated infrastructure diagnostic systems, and
cyber protection mechanisms significantly increases the adaptability of the
transport complex to crisis conditions.

In the context of sustainable development, digital innovations contribute
to the optimization of transport flows, reduction of environmental impact,

279



improvement of road safety, and efficiency of logistics operations. Key areas
include the implementation of intelligent transport systems, development of
electrified and autonomous transport, digitalization of supply chains, and
integration of transport systems into the “smart cities" concept.

In the perspective of post-war reconstruction, the digital transformation
of the transport complex should become an organic component of the national
recovery strategy aimed at creating a modernized, competitive economy
integrated into the European space. Key priorities should be the development
of digital infrastructure, implementation of e-governance, support for
innovations, digitalization of key industries, development of digital
education, and ensuring cybersecurity.

Successful implementation of a comprehensive digital transformation
strategy will not only restore Ukraine's transport industry after the war but
also create a high-tech, efficient, and sustainable transport system capable of
meeting future challenges and ensuring sustainable economic development
of the country.

SUMMARY

The research is dedicated to analyzing the current state of Ukraine's
transport complex, which has suffered significant destruction as a result of
military actions. The main challenges facing the industry are considered,
including infrastructure destruction, restructuring of logistics chains,
environmental consequences, and cyber threats. The possibilities of digital
transformation as a tool for restoration and development of the transport
system are explored, particularly the application of Big Data, intelligent
transport systems, and logistics automation. Special attention is paid to the
prospects of post-war industry recovery through infrastructure
modernization, creation of "smart" logistics hubs, and harmonization of
standards with the EU. In conclusion, the necessity of a comprehensive
approach is emphasized, one that combines innovative technologies, strategic
planning, and international support to ensure sustainable development of
Ukraine's transport sector.
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