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The development of modern radio systems is introduced by the use of 

electronic and robotic systems, the replacement of hydraulic systems with 

electromechanical ones. Electronic weapon systems based on microelec-

tronics allow on the one hand to reduce power consumption of systems, 

reduce the levels of useful signals, increase the speed of processing and 

transmission of information, and on the other hand – have a relatively low 

noise immunity. This factor is becoming increasingly important, as the 

presence of a wide range of electronic means complicates the electromag-

netic environment, increases the likelihood of destructive effects on the 

transmission and processing of information, which can lead to functional 

safety violations [1-4]. 
The situation is complicated by the emergence of new technical means 

of powerful electromagnetic influences that can be used as weapons or 

means of electromagnetic terrorism.  

Therefore, research on the problems of protection of electronic means 

(REM) from high-power electromagnetic radiation (EMR) is becoming 

increasingly important. This is due to the fact that in order to counteract the 

external influence of the EMR, the development of means of protection 

must go hand in hand with the creation of these weapons and even a few 

steps ahead. 

Improving the methods of generating pulsed EMR in order to increase 

the radiation power with decreasing pulse duration leads on the one hand to 

increase the striking effect of EMR, and on the other to the inability to 

effectively protect REM based on existing methods and tools. 

At the same time, there is no systematic data that would determine the 

ways to protect REM from high-power EMR through the openings of the 

housings and cable input channels. 

One of the possible areas of REM protection is the use of plasma tech-

nology [5], which according to preliminary estimates will provide the fol-

lowing requirements: 
– independence of the process of functioning of electronic equipment 

from means of protection; 

– the required speed depending on the pulse length of the EMR; 
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– energy independence and reusability; 

– invariability of weight and dimensional characteristics of electronic 

equipment; 

– practical implementation of means of protection of electronic equip-

ment. 
Implementation of these requirements in protecting REM from the effects 

of high-power ultra-short-term EMR through holes and cable input channels 

is possible by creating conditions for breakdowns in the locations of holes 

and cable channels for REM input to further dissipate EMR energy. 
To do this, it is proposed to use the principle of an out-of-wave wave-

guide through the use of a waveguide nozzle. But the effectiveness of REM 

protection depends on the thickness of the nozzle, which leads to an in-

crease in the weight and size characteristics of the housing-screen. There-

fore, in order to comply with the requirements for ensuring the weight and 

size characteristics of the REM screen housings, it is proposed to apply a 

layer of α-radioactive substance in the form of a thin film on the inner 

surface of the waveguide nozzle. As a result, in the waveguide nozzle in-

ternally or in the space between the inner wall of the nozzle and the cable, a 

non-equilibrium weakly ionized air environment is formed [6]. 
This approach to the implementation of the means of protection can 

significantly reduce the thickness of the waveguide nozzle with strict re-

quirements for weight and size characteristics, increase due to the nonequi-

librium state of the electronic absorption subsystem EMR, and in case of 

powerful EMR to ensure its complete removal by creating a breakdown in 

pre-ionized air. 
Calculations confirming the feasibility and feasibility of using the de-

veloped device to protect the openings of the housings and cable input 

channels from the effects of strong electromagnetic radiation of both terres-

trial and onboard REM.  
When using a means of complex protection on ground REM, for the 

breakdown it is necessary to take into account the dependence of the pene-

tration voltage of the electric field on pressure, if necessary, increase the 

initial electron concentration, which is determined by the activity of α – 

radioactive film. As a source of ionization, it is advisable to choose pure 

sources of α – particles, such as Po 210 or Рu208. 
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