Riga, the Republic of Latvia April 24-25, 2025

DOI https://doi.org/10.30525/978-9934-26-597-6-19

IOT-DRIVEN REAL-TIME DATA PROCESSING
AND AUTOMATION IN SUPPLY CHAIN NETWORK

Al e ali, Amit Joshi
ISMA University, Valérijas Seiles Str., building 6, Riga, LV-1019
www.isma.lv

Abstract

Companies integrate 10T technology with their supply chain management
system to get accurate information throughout the supply chain process. The
basic aim of the research is to analyze the impact of 10T automation on supply
chain efficiency to provide recommendations for the successful
implementation of loT-driven supply chain networks. To analyze the impact
of loT-driven real-time data processing and automation, a mixed-method
approach is adopted by research in the current study. To analyze the benefits
of loT-driven supply chain management systems, existing research is
analyzed, which is included in the qualitative research method. Along with it,
a survey tool will be used to collect primary data for this research, which
includes a quantitative research method. The expected results included the
analysis of loT-driven real-time data processing and automation in supply
chain networks. Challenges faced by companies to successfully implement
loT-driven real-time data processing and automation in the supply chain
network will be analyzed, and after that, recommendations for successful
implementation will be provided. The expected impact of loT-driven data
processing and automation in supply chain networks is that it will improve the
supply chain efficiency, security of transactions, and improve inventory
management.

Keywords: 10T, supply chain management, real-time data processing, and
automation.

Introduction

There have been paradigm shifts observed in logistics and supply chain
management over the last few years. In a highly competitive business
environment, businesses need to effectively and efficiently manage the
activities of supply channel and logistics management. To bring efficiency
into supply chain management, companies focused a lot on upgrading their
supply chain management systems. New opportunities are created for
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companies with the development of new technologies. Throughout the supply
chain, physical goods monitoring and exchange of information are improved
a lot with the integration of new technology in the existing supply chain
management system. For effective decision-making, accurate information is
required in supply chain management. Companies integrate 10T technology
with their supply chain management system to get accurate information
throughout the supply chain process. To implement autonomous decision-
making systems, companies use the loT-driven supply chain management
system. This autonomous decision-making system helped the companies to
optimize the delivery schedules as stock levels are adjusted automatically
through smart warehouses. 10T plays a significant role in the efficiency of
supply chain management. High infrastructure costs and data security are the
main challenges faced by companies while implementing loT-driven supply
chain management. This research helps analyze the impact of loT-driven real-
time data processing and automation on supply chain networks.

The basic aim of the research is to analyze the impact of loT automation
on supply chain efficiency to provide recommendations for the successful
implementation of loT-driven supply chain networks.

An object of study is the loT-driven supply chain.

This research will help the company’s management to understand the
importance of loT-driven supply chain systems for operational efficiency and
growth. This research will help the policymakers to develop standards for IoT
adoptions that ensure that loT-driven supply chain management system is
ethically implemented by companies. This research will analyze the
challenges faced in the integration of 10T in supply chain management.
Furthermore, recommendations to deal with these challenges will be provided,
which will help the supply chain managers to effectively implement the loT-
driven supply chain system.

2. The Potential of loT-Driven Real-Time Data Processing and
Automation for Transforming Supply Chain Networks

The integration of the Internet of Things (10T) in supply chain networks has
revolutionized real-time data processing and automation, enabling businesses to
enhance efficiency, reduce costs, and improve decision-making. 10T devices, such
as RFID tags, sensors, GPS trackers, and smart systems, facilitate seamless data
exchange across various supply chain activities, ensuring real-time visibility and
automated responses to dynamic conditions (Khan et al., 2022). Scholars have
widely explored the role of 10T in supply chain networks, emphasizing its
potential to address challenges related to inventory management, logistics
optimization, and demand forecasting. According to Wang et al. (2020), real-time
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data acquisition from loT-enabled systems significantly enhances the accuracy of
inventory tracking and replenishment, minimizing stockouts and overstock issues.
The authors highlight how automation through IoT reduces human intervention in
supply chain processes, leading to greater operational efficiency (Haddud et al.,
2017).

Real-time data processing in loT-driven supply chains is supported by
cloud computing, edge computing, and artificial intelligence (Al) algorithms.
Researchers argue that loT-powered edge computing reduces latency in data
transmission, allowing faster decision-making in supply chain operations.
According to Li et al. (2021), the integration of Al with IoT enhances
predictive analytics, enabling businesses to anticipate demand fluctuations
and optimize production schedules. Additionally, blockchain technology has
been proposed as a solution to enhance security and transparency in 1oT-
driven supply chains. Studies by Chang and Lee (2019) suggest that
blockchain-integrated 10T networks improve the traceability and
authentication of goods, reducing risks associated with counterfeit products
and fraudulent activities.
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Figure 1. 1oT and RFID Integration in Supply Chain Network
(Adeusi et al., 2024)

Figure 1 provides a comprehensive visual representation of how RFID
systems and 10T systems collaborate to enhance the efficiency, visibility, and
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automation of supply chain networks. It is divided into two main sections: the
RFID System on the left and the 10T System on the right. Starting with the
RFID system, it illustrates how RFID tags—which can be passive—are attached
to packages or assets. These tags emit data when stimulated by an RFID
antenna, which transmits radio waves to activate the tags. Once activated, the
RFID tags send identification information to an RFID reader. The reader then
converts this analog signal into digital information, which can be processed or
transmitted further for use in the broader supply chain management system.
This process is a fundamental step in item-level tracking and provides the
basic infrastructure for automated identification.

On the right side of Figure 1, the 10T system is depicted, which builds
upon the foundational tracking capabilities of RFID by incorporating sensors,
cloud computing, and intelligent data processing. In this system, sensors are
installed on trucks, containers, or other supply chain assets to continuously
monitor variables such as location, temperature, humidity, vibration, and
more. These sensors collect real-time data and send it to the cloud for
processing. Once the data reaches the cloud, it can be analyzed, stored, or used
to trigger specific actions across the supply chain.

The image highlights three main benefits of integrating 10T systems into
supply chains. The first benefit is higher visibility into supply chain processes.
Through 10T, stakeholders gain accurate real-time insights into the location,
condition, and status of goods. It also enables the tracking of inbound
deliveries, which helps in proactive logistics planning and reduces
uncertainty. The second benefit is the automation of processes. With the help
of machine learning and Al algorithms analyzing the sensor data in the cloud,
the system can generate accurate forecasts, make recommendations, and even
trigger automatic orders without human intervention. This level of automation
significantly reduces delays, human errors, and manual workload, leading to
better operational efficiency.

The third benefit of 10T integration is the seamless interaction with other
enterprise systems such as Manufacturing Execution Systems (MES),
Warehouse Management Systems (WMS), Distribution Supply Chain
Systems (DSC), Enterprise Resource Planning (ERP), and Product
Information Management Systems (PIMS). These systems ensure that the data
collected from loT sensors and RFID readers is not siloed but rather
disseminated throughout the organization's digital ecosystem. This creates a
cohesive and agile supply chain where real-time data supports both strategic
and operational decision-making.
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In conclusion, the image effectively illustrates how the combination of
RFID and IoT systems creates a smart, responsive, and data-driven supply
chain. RFID provides precise identification at the item level, while 10T
enables real-time condition monitoring, process automation, and seamless
system integration. Together, they represent a transformative shift in how
supply chains operate—-moving from reactive processes to predictive,
autonomous, and intelligent networks that deliver enhanced efficiency,
reliability, and customer satisfaction.

Within the supply chain network, the flow of goods and services is
optimized with the help of loT-powered automation. Ford equipment
maintenance, shipment scheduling, order processing, and inventory tracking
are supply chain management tasks that require extensive human oversight.
Due to the limitations of human decision-making and manual data entry, the
problems of delayed shipment, errors, and inefficiencies are raised. These
processes | manage automatically with the help of IOT technology such as
GPS trackers, RFID tags, and smart sensors (Yan, 2017). During
transportation of goods, goods status, location, and condition or continuously
monitored by embedding sensors in delivery trucks or storage units. 10T -based
real-time data processing and automation helped to reduce labor costs, reduce
the probability of human errors, and precise the supply chain operations
precise. For machines or vehicles, maintenance needs can be foreseen by
predictive analytic power by IOT. Machine maintenance needs help the
companies to reduce the costly downtime. In stock management, autonomous
robots and smart shelves play a crucial role (Oladele, 2024).
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Figure 2. 10T driven Supply Chain Management (Oladele, 2024)
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Automation through loT-enabled systems has transformed logistics and
transportation management by ensuring efficient route optimization, fleet
tracking, and predictive maintenance of vehicles. 10T sensors embedded in
transport vehicles monitor fuel consumption, engine health, and
environmental conditions, facilitating proactive maintenance and reducing
downtime. According to Kumar et al. (2022), predictive maintenance powered
by 1oT analytics prevents unexpected breakdowns, thereby reducing
operational costs and enhancing supply chain resilience. Furthermore, 10T-
driven automation in warehousing, through the use of robotic process
automation (RPA) and autonomous guided vehicles (AGVs), has significantly
improved order fulfillment accuracy and speed. Studies have shown that
automated warehouses employing 0T solutions experience increased
productivity and reduced labor costs (Smith & Brown, 2020).

Despite its numerous advantages, loT-driven real-time data processing in
supply chain networks presents several challenges. Security vulnerabilities,
data privacy concerns, and integration complexities remain critical barriers to
widespread adoption. Researchers emphasize the need for robust
cybersecurity measures, as 10T devices are susceptible to cyberattacks that
may compromise sensitive supply chain data. Additionally, interoperability
issues among different 10T systems pose challenges in achieving seamless
integration across supply chain networks. Studies by Gupta et al. (2021)
highlight the importance of standardized 10T protocols to ensure compatibility
and smooth data exchange among diverse systems.

Table 1
loT-Driven Supply Chain Network Challenges and Solutions
Challenges Impact Solution
Ri%l#atlci)g;nd Financial penalties and delay | To monitor the practices,
P in deliveries hire a compliance officer
Challenge

When the business expands, it

Scalability Issue is difficult to expand the 10T Design a modular loT

system.
networks. Y

Data accuracy and Misleading and inaccurate Routine maintenance of
sensor reliability information 10T devices

Difficulty in effectively
managing and maintaining the
10T system.

Lack of skilled
workforce

Provide technical training
to employees
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High Cloud-based models,
Implementation Slow down the adoption rate. scalability solutions, and
cost government subsidies

3. Research Methodology

To analyze the impact of loT-driven real-time data processing and
automation, a mixed-method approach will be adopted by research in the
current study. To analyze the benefits of loT-driven supply chain management
systems, existing research will be analyzed, which is included in the
qualitative research method. Along with it, a survey tool will be used to collect
primary data for this research, which includes a quantitative research method.
To provide recommendations for successful 10T implementation in supply
chain management, case studies will be analyzed.

4. Expected Findings

The research reveals that I0T-driven real-time data processing and automation
have significantly transformed supply chain networks by enhancing efficiency,
accuracy, and responsiveness. One of the primary findings is that loT-enabled
devices, such as RFID tags, GPS trackers, and smart sensors, provide real-time
visibility across supply chain operations. This enhanced visibility helps
organizations track inventory, monitor shipment conditions, and optimize
warehouse management, leading to reduced delays and improved service levels.
Additionally, real-time data analytics powered by loT improves demand
forecasting and inventory replenishment, minimizing stockouts and excess
inventory, thereby optimizing working capital.

Another critical finding is the role of automation in logistics and
warehousing. loT-driven automation has enabled the use of autonomous
guided vehicles (AGVs), robotic process automation (RPA), and predictive
maintenance systems. These technologies streamline warehouse operations,
improve order fulfillment speed, and reduce operational costs. Predictive
maintenance, in particular, has been found to reduce downtime and
unexpected failures in transportation fleets by providing real-time diagnostics
and early warnings. As a result, companies leveraging loT-driven automation
achieve greater supply chain resilience and cost efficiency.

However, despite its advantages, the study highlights key challenges in
IoT adoption. Cybersecurity risks, data privacy concerns, and system
interoperability issues are significant barriers to full-scale implementation.
Many organizations struggle with integrating 10T systems due to a lack of
standardized protocols and security vulnerabilities that expose supply chain
data to cyber threats. Furthermore, high implementation costs and the
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complexity of managing large volumes of real-time data present additional
obstacles.

Overall, the findings suggest that while loT-driven real-time data
processing and automation offer substantial benefits in supply chain
management, addressing security, interoperability, and cost challenges is
crucial for maximizing its potential. Future advancements in Al, blockchain,
and standardized loT frameworks could further enhance efficiency and
security in the supply chain network.
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