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CEMAHTHUKA HOBOI BINCBKOBOI TEPMIHOCUCTEMHA
AHIJIINCBKOI MOBH TA ii EKCTPAJIIHI BAJIbHA
OBYMOBJIEHICTb
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KanHouoam QinonoiuHux Hayx,
doyenm Kageopu GoHemuxy i NPAKMUKU AHSTIUCLKOL MOBU
Kuiscoxuii nayionanvnuil ninegicmuynuil yHigepcumem
M. Kuis, Yxpaina

Kowmrr’'rotepuzariist mpakTHYHO BCiX Taly3ed CydacHOI HayKH 1 TEXHIKH
CIPUYMHIOE CTPIMKE HPOHWKHEHHS KOMII'IOTEPHOTO JIEKCHKOHY Yy pi3HI
npodeciiiHi maMOBH, 30KpeMa, BIICEKOBY, Ta 3yMOBIIIO€ JHHAMIYHI TIPOIIECH,
sIKi BiIOYBaIOThCS Y IaHii TepMiHOCHCTEMI. BIUTHB ri106ambHOT KOMIT TOTepHOT
Mepexi Ta HOBITHIX TEXHOJOTIH, Tak 3BaHa ‘“iH(opMaliiiHa peBooLis”
3HAMIUIK BiIOUTTS Y TIEBHUX BUAX BIHCHKOBOI MisJIBHOCTI.

Memolo 1BOTO  NOCHIDKEHHS € aHaji3 CTPYKTYPHO-CEMaHTHYHHX
0COOJIMBOCTEH aHIJIOMOBHOI BIMCHKOBOI TEPMIHOJIOTi, CKJIQJIOBUMHU €JIEMEH-
TaMHu SIKOT € KOMIT'IOTEpHI JiekceMu. Mera poOOTH 3YMOBIIIOE PO3B’SI3aHHS
TaKUX 3a60aub: 1) BUOKPEMJICHHS KOMII IOTEPHUX JICKCHYHHUX OJMHUIb, Ha
OCHOBI SIKHIX YTBOPIOIOTHCSI HOBI BICHKOBI TEPMIHM; 2) BCTAHOBJICHHS CIIOBO-
TBOPYMX 3B’S3KIB, Y SKi BCTYIIAIOTh KOMII'FOTEPHI JICKCEMH Y BIiHCHKOBIM
miaMoBi; 3) BH3HAUCHHSA CTPYKTYPHO-CEMAaHTHYHHUX THITB BiACHKOBUX
TEPMiHIB i3 KOMIT'IOTEPHUMH CKIaIHUKAMU; 4) aHali3 eKCTpalliHrBaJIbHUX
YMHHUKIB, II0 BIUIMBAIOTh Ha MPOLECH BHHHWKHEHHS HOBOi BiMCHKOBOI
TEPMIHOJIOTI.

06 ’exkmom IOCTIDKEHHS CTajld AQHIJIOMOBHI BIMCBKOBI TEpMiHH, IO
YTBOPUJIUCS Ha OCHOBI JIEKCEM KOMIIT I0TepHOI chepu. [Ipedmemom BUBYCHHS
€ CTPYKTypHI Ta CEMAHTHUYHI OCOOJMBOCTI BIHCHKOBUX JIHIBAJbHUX
iHHOBaIlil, TOOyZAOBaHMX Ha 0a3i KOMIT'IOTepHOi JIeKCUKU. Mamepiaiom
JOCII/DKSHHST CIYTYIOTh BIHCBHKOBI TepMiHM, 3a(iKCOBaHI aHITIOMOBHHUMHU
TEPMIHOJIOTIYHIUMH CIIOBHUKaMHU [2; 3].

Ha niHrsansHOMY piBHI CTBOPEHHS HOBHMX BHIIB 30poi i TEXHIKH, BIpPO-
Ba/UKEHHS HOBOI BIiMICHKOBOI CTpaterii BHKJIMKAlOTh MOsIBY HOBHX TEPMIHIB 1
CIIPUSIIOTh TOJAJIBIIOMY PO3BHUTKY BilicbKOBOI migMoBH. JlekcuuHi iHHOBai,
SIKI TEMaTU4YHO CITIBBIIHOCATBCS 3 BIHCBKOBOIO Tally33l0, KOHLEHTPYIOTHCS
HABKOJIO CJIiB: computer, cyber, digital, electronic, information, net.
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CTpyKTYpHO-CEMaHTHYHUI aHali3 HOBHMX aHIJIOMOBHUX BIHCHKOBHX
TEPMiHIB CBITYHUTH MPO Te, MO OUTBIIICTD 3 HAX MOOYAOBAHI IUIIXOM CIIOBO-
CKJIafaHHA. 3HAYHOIO Miporo Iedl ()aKT 3yMOBIIOETHCS Mi€0 TPUHIIAIY
MOBHOI €KOHOMii TIpHW CTBOpEHHI BIiHICHKOBMX HOMIHAIli, $Ki Xapakre-
PU3YIOThCS TOYHICTIO 3HAYCHHS JIEKCHYHUX eJeMeHTiB. HaiOinpm mpomyk-
TUBHOIO MOJICJUTIO CJIOBOCKJIAJIAHHS Yy BIHCHKOBIH IMiZIMOBI BHCTYIA€ CIIONY-
YeHHsS OCHOB iIMEHHHKIB — Mozenb N + N > N. Kiac iMeHHHKIB € OCHOBHUM Y
IIOIIOBHEHHI CJIOBHUKOBOI'O CKiiagy BiHiCEKOBOT HiZLMOBI/I.

CTpyKTypHO-CKIaHi IMCHHHKH, MOOYJOBaHi 3a cxemor N + n — N,
MOXYTbh OYTH yCKJIaIHEHI CIIOIy4eHHSM TphOX a0 Oliblie OCHOB: computer
intrusion — an incident of unauthorized access to data or an automated
information system — “sunadox necanxyionosanozo docmyny 00 oanux abo
asmomamuzosanoi  ingopmayitinoi cucmemu’”:  “Today, these computer
intrusion cases — counterterrorism, counterintelligence, and criminal — are the
paramount priorities of our cyber program because of their potential
relationship to national security” [fbi.gov/about-us/investigate/cyber];
computer security — the protection resulting from all measures to deny
unauthorized access and exploitation of friendly computer systems, also called
Compusec: “xoMm’roTepHa Oe3meka’.

Cepen HOBUX BIHCBKOBHX CKIaJHUX JIBOKOMIOHEHTHHX TEPMIiHIB
MONIMPEHUMH € JIEKCUYHI OJJMHHMII, yTBOpeHi 3a Monesuto adj + n — N. Leit
TUI CJIOBOCKJIAJaHHS IIOCima€e Jpyre MiCIle 3a KUIBKICTIO JHIBaJbHUX
innoBamiii: electronic warfare — military action involving the use of
electromagnetic and directed energy to control the electromagnetic spectrum
or to attack the enemy, also called EW — “padioerexmponna siina’
“Electronic Warfare Europe provides you with unparalleled opportunities to
learn from operational feedback, network with key decision makers and
understand the shape of future requirements in the EW arena”
[eweurope.com]; electronic attack — division of electronic warfare involving
the use of electromagnetic energy, directed energy, or antiradiation weapons
to attack personnel, facilities, or equipment with the intent of degrading,
neutralizing, or destroying enemy combat capability and is considered a form
of fires, also called EA: “erexmponna amaxa’; electronic protection —
division of electronic warfare involving actions taken to protect personnel,
facilities, and equipment from any effects of friendly or enemy use of the
electromagnetic spectrum that degrade, neutralize or destroy friendly combat
capability, also called EP: “erexmponnuii 3axucm”.

CTpyKTypHO-CEMaHTHYHUM  aHaji3  BIHCHKOBOI  JIGKCMKM  BHSIBUB
MOXJIMBICTh YTBOPEHHS 0araTOKOMIIOHEHTHHX KOMOIHaliii y BIHCHKOBIN
miMOBI, TakuX sik: computer intrusion detection — the process of identifying
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that a computer intrusion has been attempted, is occurring, or has occurred —
“npoyec ioenmugbixayii cnpobu emopeHeHHs 00 Komn tomepHoi cucmemu”;
computer network attack — actions taken through the use of computer
networks to disrupt, deny, degrade, or destroy information resident in
computers and computer networks, or the computers and networks themselves,
also called CNA: “0ii, 3 sukopucmannsam Komn 10mMepHUx MEPextc, CRPAMOBAHI
Ha me, wob 3ipeamu, nozipwumu ado SHUWUMUY IHPOpMayilo 8 KomMn romepax
i Komn romepHux mepesicax abo cami Komn 'romepu ma mepedci”; computer
network defense — actions taken to protect, monitor, analyze, detect, and
respond to unauthorized activity within the Department of Defense
information systems and computer networks, also called CND: “3axoou,
npuuHAmi ONIsL 3aXUCHLY, MOHIMOPUH2Y, AHANI3Y, GUAGNEHHA [ GION0Gidi Ha
HEeCAHKYIOHO8AHY  OLIbHICMb 8  pamMKax — IH@opmayiiHux cucmem i
Komn tomepuux  mepexc Minicmepcmea o6oponu”; computer network
operations — comprised of computer network attack, computer network
defense, and related computer network exploitation enabling operations, also
called CNO: “komn’tomepni mepeosicesi amaxu, 3axucm KoMn IOMEPHUX
Mepedic 1 nos’szanoi 3 num excniayamayii komn tomepnoi mepexci”; Global
Network Operations Center — United States Strategic Command operational
element: “Ifenmp I'nobanvroi Ingpopmayiitnoi Mepesici”.

Adikcu Ta adikcoinu (cyber-, info-, e-, etC) Takox TPOAYKYIOTH HOBI
BilicbkoBi Tepminm: cybercounterintelligence — measures to identify,
penetrate, or neutralize foreign operations that use cyber means as the
primary tradecraft methodology, as well foreign intelligence service collection
efforts that use traditional methods to gauge cyber capabilities and intentions:
“rxibepronmppossioka’; cyberspace — a global domain within the information
environment consisting of the interdependent network of information,
technology infrastructures, including the Internet, telecommunications
networks, computer systems, and embedded processors and controllers —
xibepnpocmip: “Military and governmental cyberspace espionage represents
an extension of the traditional espionage that has been conducted since the
development of nation-states ” [Armed Forces Journal, June 2010].

3rigHO 3 TUTAaHAMHM aMEPHUKAaHCHKHMX BiMICPKOBHMX TEXHOJIOTiYHA IiepeBara
MOBHHHA OyTH JOCSTHEHA 332 paXyHOK “‘cTpruOKa” y po3BUTKY iH(popmarliitHo-
KOMYHIKaIlifHOi ~ CKJIafoBOi cucTeM 030poeHb. Po3pobneHi  “mepeoice-
yenmpuuna KoHyenyis eedemns Ootiosux O’ — network-centric, “nosa
inpopmayiina cucmema 6otiosozo rxepysanns”’ — FBCB2 (Force XXI Battle
Command or Below), “kuwenvrosi xomn’romepu” — pocket computers,
KOHLICNLS “komn tomepuzosanoco nons 6ow” — Digital Battlefield, mio
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BHM3HAYAa€ OCHOBHI HalpAMKH YIOCKOHAJICHHSA TEXHOJIOTIN JUIL TOCATHCHHA
OLTIBIIT BUCOKOTO PiBHS €()EKTHBHOCTI B CIIIBHUX O0HOBHX Hisx [1].

B ogimiitanx goxymentax CIIA, mo perfmaMeHTYIOTh BEOCHHS iHQOp-
MaIiiHOi 0OpPOTEOM B CYJaCHHX YMOBaxX i Ha MEPCIEKTHBY, BHOKPEMIIFOIOTH
Taki MOXJIHBI (opmu iHPOpMaIiHOI BiltHA: “padioerexmponna bopomvbda Ta
paodioenexkmponna eitina” — radioelectronic war, “xibepsitina” — Cyberwar.
306potini cumi CIIIA 1maHyrOTh OTPAMATH y CBOE PO3TIOPSIKEHHS IHTETPYIOUTY
apXITeKTYpy HPHHHATTS pillleHb, MO0 0a3yeTbCsi Ha IITYYHOMY IHTEIEKTI,
edexTuBHOMY cHHTe31 iH(opMmamii, OaraToQyHKIIOHAIEHUX MpoIecopax i3
3IaTHICTIO MIATPUMYBATH NPUAHATTS PIILICHHS B PEAJIbHOMY Yaci, TEXHOJIOTIsX
CTHCHEHHS JMaHWX ISl TiJBUIICHHS MIBUAKOCTI 00poOKku iHdopmarlrii. 3HauHa
KUTBKICTH HOBOYTBOPEHh KOHIICHTPYETHCS HaBKOJO moOHATH information
warfare — ingopmayiiina eiiitna, netwar — eiina y mepedxcax: infowar,
information superiority, netwarriors, digital battlefield, vanpuxnan, “Yugoslav
hackers are waging infowar against NATO’s computer network, but the fighters
appear to be poorly armed” [Washington Post, April 1, 1999].

[lix irpopmamniiiHOO BIfHOIO PO3YMIIOTh BiMICHKOBI il i3 3aCTOCYBaHHSIM
CyJ4acHOi TEXHIKH, OCOONMBO 3 METOI0 BHBEICHHS 3 JIaJy KOMII IOTEPHOI,
TENICKOMYHIKAIIIHHOI CHCTEMH CYNpPOTHBHMKA. |HHOBaIiiiHA JIEKCHKa BigOMBae
XapakTep COLIaJIbHUX BIH y Mepekax, y IKHX 3HauHa pOJib HAJIEKUTh TOUHOMY
MPOEKTYBaHHIO Ta BUKOPHCTaHHIO (opM KoMyHiKamii Ta iHdopMamiiHuX
texnosiorii: “Netwar is the lower-intensity, societal-level counterpart to the
editors’ earlier, mostly military concept of cyberwar. The most potent
netwarriors will not only be highly networked and have the capacity for
mounting “swarming” attacks, they will also be held together by strong social
ties, have secure communications technologies, and project a common story
about why they are together and what they need to do” [RAND 2001]; network
operations — activities conducted to operate and defend the Global Information
Grid, also called NETOPS — “mepeoicesi onepayii”’: “The decision to employ
computer network operations and INEW capabilities rests with the senior
political and military leadership and would be part of a larger issue of
employing force during a crisis” [publicintelligence.net/chinese]; information
operations — the integrated employment of the core capabilities of electronic
warfare, computer network operations, psychological operations, military
deception, and operations security, in concert with specified supporting and
related capabilities, to influence, disrupt, corrupt, or usurp adversarial human
and automated decision making while protecting our own, also called 10 —
“ingpopmayitini onepayii”: “According to a 2003 manual from the Joint Chiefs
of Staff, “Information operations (I0) are described as the integrated
employment of electronic warfare (EW), computer network operations (CNO),
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psychological operations (PSYOP), military deception (MILDEC), and
operations security (OPSEC), in concert with specified supporting and related
capabilities, to influence, disrupt, corrupt, or usurp adversarial human and
automated decision making while  protecting our own”
[publicintelligence.net/information].

Taxum uunom, TiJ BIUIABOM HOBITHIX IH(POPMAIIMHUX TEXHOJOTIH Yy
BIHCHKOBill MiZIMOBI BHHHKAIOTH HOBI TEpMIiHM Ha IO3HAYEHHS BiliCEKOBOI
cTparerii MaifOyTHBOTO, BUIIB 30pOi 1 TEXHIKH, PI3HOBH/IB BiHHH, TaKUX SIK
BiliHM MaiuuH, poOoriB, iH(popmamiiiHoi BiitHu. lleHTpamu, HaBKOJIO SKHX
YTBOPIOIOTHCSL YUCJICHHI EJIEMEHTH CIIOBOTBIPHHMX 1 JIEKCHMKO-CEMaHTHYHUX
mapajdrM CTaloTh CJIOBAa Ta CIIOBOTBOpYI enleMeHTH: computer, digital,
electronic, information, net, cyber, e, info.

CroBOCKJIaIaHHsl € TOJIOBHHM CIIOCOOOM YTBOPEHHS HOBHUX BIHCHKOBHX
JICKCUYHUX OJIMHUIb. 32 CBOIMH CTPYKTYPHO-MOP(OIOTIYHIME XapaKTepHc-
THKaMH CJIOBOCKJIAJaHHSI y cdepi BIHCHKOBOI TEPMIHOIOTIYHOI JICKCHKH
OyIyeThCS, TOJNIOBHMM YHHOM, HA OCHOBI HOPM JITEpPAaTYpPHOTO CTaHIApTy.
OCHOBHUMH MOJICIISIMH HOBUX BIHCHKOBHX TEpPMIHIB-KOMITO3HTIB, € MOJIEII
CKJIQJIAaHHS JIBOX CYOCTaHTHBHHMX OCHOB — N + N — N i ax’exTuBHOi Ta
cyocrantuBHol ocuoB — adj + N — N. Jlis BiliCbKOBOT TepPMiHOJIOTiYHOT
JICKCUKUA XapaKTepHA HAsBHICTh 3HAYHOI KIJIBKOCTI 0araTOKOMIIOHEHTHHX
TEPMIHOJIOTIYHUX JICKCUYHHMX OJMHUIb, HAa OCHOBI SKHX MOOYyIOBaHi
CKOpOYCHHSI, IHiMiaNbHI abpeBiaTypH, MIO CTUCIO MEPEHAIOTh 3HAYCHHS
0araTOKOMIIOHEHTHUX JIGKCUYHUX OJIMHUIIb, XapaKTEepHHUX JUIs CHelialbHOT
NneKcuku. [lepcnexmugnum € nodanvie 00CAIONHCEHHs CTPYKTYPHO-CEMaH-
TUYHOTO Ta (YHKIIOHANBHOTO AacCHeKTiB BIMCHKOBOI  TEPMiHOJOTIYHOL
JIEKCUKH, il PO3BUTOK MijI BIUTMBOM HAYKOBO-TEXHIYHOTO Iporpecy ta iHdop-
MAIliHHOT PEBOJIOLIII.
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