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Software-defined networking (SDN) is becoming the backbone
of modern computing infrastructures due to its flexibility and centralized
management of data flows. Dynamic traffic changes and high quality
of service (QoS) requirements pose challenges for traditional load balancing
and prediction algorithms. In this context, machine learning (ML) offers
powerful tools for modeling complex patterns in network data. The study [1]
evaluates a hybrid CNN-GRU model for classifying SDN traffic as normal
or attack. The results show the effectiveness of combining spatial and
temporal features in a deep learning model for analyzing network traffic.
The paper [2] proposes an RL policy set for routing and load balancing in
hybrid SDN networks. The proposed method demonstrates an improved
ability to quickly adapt to dynamic traffic requirements compared to static
algorithms, which highlights the promise of ML approaches in traffic
engineering. In [3], multi-agent RL is used for distributed traffic engineering
in hybrid SDNs. The approach allows to effectively solve scaling problems
and flexibly respond to load changes in real networks, which is important
for practical SDN systems. In the paper [4], a DQN-based algorithm
for intelligent traffic planning in SDN is proposed, which is compared
with classical methods. The results show advantages in throughput, latency,
and load stability, especially under sudden traffic changes. Although
the study [5] is aimed at the transport network, it demonstrates the
application of hybrid models for predicting complex spatio-temporal data.
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This approach is relevant for network traffic prediction, as it combines
spatial and temporal dependencies into a single forecast structure.
Of particular interest are hybrid models that combine classical algorithms
and deep learning methods, which allow simultaneously taking into account
general trends and detailed nonlinear dependencies in the prediction
residuals. The works emphasize that the use of RandomForest (RF) provides
stability and speed of the initial prediction, while LSTM (Long Short-Term
Memory) allows to take into account sequential dependencies and complex
nonlinearities in time, which is critical for the accuracy of QoS predictions
in dynamic SDN environments. Recent studies confirm the effectiveness
of combining traditional and deep ML methods in network prediction
and management tasks.

The purpose of this research is to demonstrate the effectiveness
of a hybrid ML model for predicting QoS in SDN and to justify its practical
application. The proposed hybrid model combines two main components:
RF and LSTM models. RF model is used for initial QoS prediction based
on network characteristics. RF decision trees form an ensemble
that consistently predicts general QoS trends. The advantages of this model
are fast learning, interpretability, and stability of predictions in noisy data.

LSTM model is trained on the residuals of the RF, i.e. the difference
between the actual and predicted QoS values. The model takes into account
time dependencies and complex nonlinearities that are not taken into account
by classical ML. The advantages of this model are modeling long-term
temporal patterns, increasing the accuracy of the forecast. The combined
approach is as follows. The basic RF forecast is corrected by the LSTM
forecast, which allows obtain the final QoS value with high accuracy. Such a
structure provides a balance between speed, stability and forecast accuracy.

For the SDN controller, centralized flow control was emulated (traffic
generator: Poisson distribution of requests with an intensity of 200-1200
requests/s). Experiment duration was 60 min, 10 repetitions for each
scenario. Metrics are average delay (ms), 95th percentile of delay (ms), load
variance between servers (%), QoS prediction accuracy (MSE). Network
characteristics and QoS data were collected during the first 10 min to train
the model. RandomForest was trained on the baseline data.

The prediction residuals were calculated and the LSTM was trained
on these residuals. Consider a fragment of the program using the hybrid
model, where RF first predicts QoS based on network characteristics,
and the LSTM is trained on the residuals to improve the prediction accuracy:

rf = RandomForestRegressor ()
rf.fit (X_rf,y_rf)
rf_pred = rf.predict (X_rf)
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# LSTM on residuals to improve prediction

residuals =y_rf —rf_pred

X_lIstm = np.array ([ residuals [i:i+5] for i in range (len ( residuals )-5)]). reshape (-
1,5,1)

y_lstm = residuals [5:]

model = Sequential ([

LSTM(10, activation ='relu ', input_shape =(5,1)),

Dense (1)

D

model.compile ( optimizer =" adam ', loss =" mse ')

model.fit ( X_Istm, y_Istm , epochs =50, verbose =0)

# QoS Prediction

hybrid_pred = rf_pred [-1] + model.predict ( X_Istm [-1]. reshape (1,5,1))[0][0]

The code snippet presented uses a hybrid model consisting of two stages.

In the first stage, RandomForest predicts the baseline QoS based on five
network metrics. In the second stage, the forecast residuals (the difference
between the actual and predicted values) are fed to an LSTM, which is
trained to model complex nonlinear relationships and improve the prediction
accuracy. After training, the model allows combining the baseline RF
prediction with the LSTM correction to obtain the final QoS value. To verify
the effectiveness of the proposed approach using a hybrid model,
a laboratory research was conducted in an SDN cluster environment.

The equipment included two servers with 8 vCPUs and 16 GB RAM,
an SDN controller for centralized flow management, and a traffic generator
with variable intensity from 100 to 1000 requests/s. The experiment lasted
60 minutes, with data for training the hybrid model collected in the first 10
minutes. The average latency, load variance, and QoS prediction accuracy
were evaluated. The results showed that the hybrid approach provides an
average improvement in prediction accuracy compared to using RF alone,
and also reduces load variance between servers. The proposed hybrid ML
model demonstrates effectiveness in predicting QoS in SDN environments
through the combination of traditional machine learning and deep neural
networks (Table 1).

Table 1
Average latency and load variance (60 min experiment)
Model Medium delay 95th percentile Dispersion load
(ms) (ms) (%)
RandomForest 120 220 18
LSTM 110 210 15
Hybrid 95 180 9
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RF provides fast and stable baseline prediction, while LSTM models
complex temporal dependencies and adjusts the prediction residuals,
which allows for more accurate results. Laboratory research has confirmed
the practical value of this approach: the use of a hybrid model allows
for reduced load dispersion, reduced latency, and increased QoS
predictability even under variable network traffic conditions (Table 2).
The load variance between servers is almost half that of the previous model,
indicating a more even distribution of traffic. QoS prediction is reduced
by almost half, demonstrating the high accuracy of the combined approach.

The research results can be used to build adaptive network management
systems and improve the efficiency of SDN infrastructure in real conditions.

Table 2
QoS prediction accuracy
Model MSE of QoS prediction
RandomForest 0.018
LSTM 0.015
Hybrid 0.009

The research confirmed that the proposed hybrid ML model can
significantly improve the accuracy of QoS prediction in software-defined
networks. The combination of fast basic RF prediction with LSTM residual
correction allows simultaneously take into account general trends and
complex temporal patterns.

Experimental results show a reduction in average latency, load variance,
and QoS prediction error compared to using individual models.

The obtained data indicate the potential of integrating hybrid ML models
into SDN adaptive network management systems to improve performance
and stability.
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AkTyanabHicTh TemMu. B ymoBax OoioBux niit B YkpaiHi aucraHuiiine
souayBanHs 3emimi (JI33) € Oe3anbTepHATHBHHM METOJOM OC3MEYHOTO
MOHITOPUHTY 1HPPACTPYKTYpHHUX Ta €KOJIOTTYHHX 30UTKIB Ha HEJTOCTYITHHX
Teputopisx. llIupoke BUKOpUCTAaHHS KOMEPLIMHHMX CYMYTHHKOBHX IUIAT-
(opm OOMEXKyeThCSI BHCOKOIO BapTICTIO Ta 3aKpUTOI0 apXiTEKTYpolo,
a JecKTonHuX reoindopmaniiianx cucrem (Hampuknaan, QGIS) — magMmip-
HUMH BUMOTaMH JI0 JIOKJIBHUX OOYHMCITIOBAIBHUX HMOTY)XHOCTEH. 3 orsimy
Ha IIe, po3poOKa aBTOMATH30BAHMX XMAapHHX AalTrOPUTMIB € KPHUTHIHO
aKTyaJIbHUM 3aBIAaHHSM, BUKOHAHHS SKOTO JO3BOJHThH ONEPATUBHO JOKY-
MEHTYBaTH pPYyWHYBaHHS, ONTHMI3YBaTH PECYpPCH Ta MiHIMI3yBaTH Cy0'€k-
TUBHUH JIOACHKUN (aKTOP.
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