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MIXKHAPO/JHUI MEXAHI3M
MPOTHUAII KIBEP3JIOUMHHOCTI

Cupoin T. JI.

BCTYII

Kibep3mounHHICTh — Iie TII00aJIbHe SIBUILE, 110 CTOCYETHCS BCIX JepKaB, i BOHO
Tak camo Oe3MmexHe, sk i cam I[HTepHer. [loBepxHs aTaku NPOJOBXKYE 3pOCTaTH
B Mipy TOro, SIK CYCIiIbCTBO CTae Oinbin [udpoBHM, i Bce Oinblie TpoMajsH,
MiANPUEMCTB, Iep>KaBHUX CIyXkO0 1 MPUCTPOIB MiAKIIOYAIOTHCA 10 [HTEpHETY.

CknasiHi 370YMHHI Mepexi TIIOTh Y BCHOMY CBITi, KOOPIMHYIOUH CKJIaTHL
aTaKky 3a JiYeHi XBWIMHH. JlepkaBH Ta X NPAaBOOXOPOHHI OpraHM MOBHHHI HTH
B HOTY 3 HOBHMH TEXHOJIOTiISIMH, PO3YMITH MOXJIHMBOCTI, SIKI BOHH BIiIKPHBAIOTh
JUIS 3I0YMHIIB, 1 Te, SK IX MOXHa BHUKOPHCTOBYBAaTH B SIKOCTI IHCTPYyMEHTIB
15t GOpOTHOH 3 Kibep3nounHHICTIO

3riHO 3 OILIHKOI 3arpo3 opraHizoBaHoi 3104nHHOCTI B IHTepHeTi (IOCTA),
KiOep3JIOUYMHHICTh CTa€ BCe OUIBII arpecMBHOIO Ta KOoH(ppoHTamiiHowo. lle MoxHa
mobdayntu B pi3HUX (QopMax KiOEpP3NMOUYMHHOCTI, BKIIOYAIOYM 3JI0YMHH Yy cdepi
BHCOKHX TEXHOJIOTH, BUTIK JaHUX Ta CEKCyalbHe HACHIIBbCTBO.

Kibep3nounHHICcTIO € Oyap-ska 37I0YMHHA aKTHUBHICTH Y BIPTYaJBHOMY HPOCTOPL
(xibepnpoctopi). Y gmeskux KiOep3nmodMHax 3[IMCHIOIOTBCS TIpsSMiI aTakk Ha
KOMIT'F0TepH a00 1HII MPUCTPOI JUIsl BUBEICHHS 1X 3 Jajy. B iHmmx kiGepsimodnHax
KOMIT IOTEPU BUKOPHCTOBYIOTHCSI TPABOIOPYIIHUKAMH TSl MOMIMPEHHS LIKiIJIHBHX
IpOorpaMHHUX KOJIB, OTPHMaHHS HE3aKOHHOI iH(opMarii, po3KpagaHHs OCOOUCTHX
MAHUX 3 MeTow ImaxpaiictBa. OTke, KiOEp3NMOYMHH — II€ 3J0YMHH, BYHMHEHI
B KibeprnpocTopi (3 BHKOpHUCTaHHSAM Mepexi I[HTepHeT uM iHIIOI KOMI IOTEPHOL
Mepexi), IK KOMIIOHEHT 3704nHy. [Inpokuii cekTp MOKIMBOCTEH, sIKi HAMaraloThes
BHKOPHUCTATH KiOep3nounHiy, Bpaxae. JIo TaKuX 3JI0YHHIB HaleKaTh: BUKOPHCTAHHS
OOTHETIB — MEpEeX MPHCTPOIB, 3apaKCHUX IIKIUTMBIMH IporpamamMu 0e3 Bimoma ix
KOPHCTYBa4iB — JUIsl Iepenadi BipyciB, sSKi HE3aKOHHO OTPHMYIOTh BiJajeHHit
KOHTPOJIb HaJ MPUCTPOSIMH, KpaayTh Mapoii Ta BIIKIIIOYAIOTh aHTHBIPYCHUH 3aXHCT;
CTBOPEHHSI «YOPHHX XOJiB» Ha CKOMIIPOMETOBAHHUX MPUCTPOSIX TSl KPaIKKH IpoIeit
Ta JaHuX abo BiJJaNeHHUii TOCTYH 0 TPUCTPOIB /IS CTBOPSHHSI OOTHETIB; CTBOPEHHS
OHJIaHH-(QOpyMiB OOMiHY XaKepPCHKUM JOCBIOM; a0y30CTIHKMIA XOCTHHT Ta CTBOPEHHS
MPOTUBIPYCHUX CEpBICIB; BIIMHBaHHA TPAAMIIHHUX Ta BIPTyalbHHX BaJIIOT;
3MIMCHEHHS OHJIAH-IIaXpaliCTBa, HANpPHUKIAN 4dYepe3 CUCTEMH OHJIAfH-IUIATeXKiB,
KapIMHT Ta COLiaJbHy IMKCHepilo; pi3Hi (OPMU CEKCyallbHOI eKCILTyaTarii miteit
B [HTepHeTi, BKIIOYAalOYM TIOIIMPEHHs B I[HTepHEeTI MaTepialiB Npo CeKCyallbHe
HACWIBCTBO HaJ AITBMM Ta MPsMi TPAHCISLIT TAKOTO HACWIILCTBA; OHJIAHH-XOCTHHI

! Cybercrime. URL: https://www.interpol.int/Crimes/Cybercrime  (nata 3BepHenms:
20.02.2026).
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orepamniii 3 mpogaxy 30poi, (aibIMBUX MacMOpTiB, MiAPOOICHMX Ta KIOHOBAaHUX
KPEIUTHHX KapTOK, HAPKOTHUKIB, 8 TAKOXK XaKEPCHKi ITOCIYTH.

BcranoBneHHsT epeKTHBHUX HOPM, IIO PETYJIOIOTH IOBEMIHKY B MicCIi, SIKE BCi
BIZIBIIYIOTh, ajle sIKe HIKOMY HE HaJeXuTb, — JOyXKe Bakke 3aBmaHHsi. OmHaK
HasBHICTh HOPM HEOOXimHa Ui 3a0e3leucHHS MaKCHMAJILHOTO PIiBHS CBOOOIM i
3HIDKEHHSI PU3HKIB, OB’ A3aHUX 3 MepedyBaHHAM y Kibepmpoctopi. BpaxoByroun Ty
00CTaBHHY, II0 TEXHOJOTIi PO3BUBAIOTHCS LIBHIIIE, HIXX HOPMH, IO PETYIIOITH IX
3aCTOCYBaHHS, HEOOXIJHO MOCTIHHO 3HAXOMUTH IUISAXH BUPILICHHS HOBHX 3aBJaHb,
YacTille OB sI3aHKX i3 TAKUMHU cepaMu, SIK 3aXHCT JaHUX, TPAHCKOPAOHHUH TOCTYII
MPaBOOXOPOHHUX CIIy’KO 10 TaHMX 1 OOMIH iH(opMaIii€lo MK JepskaBaMH-WICHAMHI
Ta MPUBAaTHUMH CTPYKTypaMHu.

1. Mi’kHapOo/IHO-TIPAaBOBa OCHOBA NMPOTHU/II Ki0ep310YHHHOCTI

[MuTaHHs MPaBOBOTO PEryJrOBaHHs iHGOPMAIHOTO MPOCTOPY, 3aXHCTy OCi0
y KibeprpocTopi, NPOTHAIl 3/I0YMHAM, SKi BUHHSIOTBCS 3 BHKOPUCTaHHSIM
MOJKJIMBOCTEH KiOEpIpOCTOpY TOIIO € OOTOBOPIOBAaHMMH SIK Ha yHIBEpCalIbHOMY,
TaK 1 Ha perioHaJIbHOMY MDKHApOIHOMY DiBHSX. 30kpeMma, y Mexax Opranizamii
006’ennannx Hamiit (mani — OOH, Oprasi3amisi) BOHH € HEHTPOM yBaru roJIOBHUX
OpraHiB Oprasizamii, IHCTHTYIIH, CIeNiaTi30BaHUX CTPYKTYp, YCTaHOB, (OPYMiB,
ski giroTh mifn 1i erimoro (['eHepanbHa AcambOiiesi, Ekonomiuna i ComianeHa Pana,
Kowmicis i3 3amobiraHHs 3J0YMHHOCTI 1 KPHUMiHAIBHOTO TpaBocyins, KoHrpecu
OOH i3 3amobiraHHs 3JOYMHHOCTI i KPUMIHAJIBHOTO MPaBOCYAs, MiXKHaApOIHUIA
coro3 enektpo3s’s3ky (MCE), Opranizanis O6’ennanux Hamiii i3 nutaHp ocBiTH,
Hayku 1 kynsTypu (FOHECKO), Kongepenmis OOH i3 TopriBimi i pO3BHTKY
(FOHKTAJ), Ilporpama po3sutky Opranizauii O6’ennanmx Hamiit (ITPOOH),
VYupasniaast OOH i3 mapkotukis i 3mounaHOCTi (FOHO/IK), MixkHaponHa opraHi-
3aris KpuMiHanbHOT ominii (IHTepron) Tomo, sKi aKIEHTYIOTh yBary Ha TOMY, IO
KiOep3I0OUYNHHICTh € OJHUM i3 HOBHX IOJNITHYHHX NHTaHb y cdepi 3amodiraHHs
3JIOYMHHOCTI 1 KPUMIHAJIBHOTO NPAaBOCYANS, sIKe MOTpeOye po3poOIICHHS IUIAXIB i
3ac00iB HOro BUpIIICHHS.

Cnig 3aznaunty, mo OOH me B 1994 poui omyOnikyBama KepiBHHIITBO
13 3armo0iraHHs 3MI0YMHHOCTI, TIOB’A3aHOI 13 3aCTOCYBaHHAM KOMIT IOTEpiB, i 6OPOTHOH
3 HEI0, B SKOMY 3a3HAa4yaloCh, IO «IOTEHIHA cdepa OXOIUIEHHS KOMI IOTEPHOL
3JMI0YMHHOCTI Taka X MIMPOKa, SK i cdepa OXOIUICHHS MDKHAPOTHHX TEJICKOMYHi-
KaliiHux cucremM». Xoda B KepiBHHITBI ClI0BO «IHTEpHET» 3ramyeThcsi OJJHOPA30BO,
a TepMiH «KiOEp3JOYMHHICTEY» B3araii HE BHKOPHCTOBYETHCS, BHCHOBKH, SKi BOHO
MICTHTb, € naneKorsiaHuMHA. OCHOBHY yBary NpUJIUIEHO MOHSATTIO «KOMIT IOTEpHHUI
3109MHY, (OPMYJITFOBAHHIO TEPMiHA «KiOCP3ITOUYMHHICTEY .

Pimyyicth 11010 NPUAHSTTS 3aX0/iB 3a/UIs TOTO, 11100 YCi MOTJIM KOPHCTYBATHCS
OnmaraMd HOBHX TEXHOJOTiH, ocoOimuBo iHpOpMamiiHUX 1 KOMYyHIKalidHUX,
BINOBIIHO 110 pEKOMEHIamid, 3a3HaueHWX Yy Jlexnmapamii MiHICTpiB Ha cecii

2Cybercrime.  URL:  https://www.europol.europa.eu/crime-areas-and-statistics/crime-
areas/cybercrime (gata 3Beprennsi:10.02.2026).

® UN Manual on the Prevention and Control of Computer-Related Crime (United Nations
publication. 1994). URL: https://www.unodc.org/pdf/Manual_ComputerRelatedCrime.PDF
(nata 3BepHeHHs: 11.02.2026).
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EKOCOP 2000 p., 6yna Bucnosnena [exmapamiero tucsyomittss OOH 2000 p.
(cr. 20)*, migTBepmkena Llinamu cramoro possutky OOH (Llims 9).°

3HAKOBOIO TIOJI€I0 cTalo NMPUHHATTA y 2024 pomi NepIoro BCEOXOILTIOIYOro
ro0ambHOr0  JOTrOBOPY Mpo  Kibep3mouunHicTh — KouBenmii  Opranizamii
06’emnanux Hamiii npotu kiGep3mounHHOCTI (pe3osortisi ['enepanpHoi Acambiie
OOH 79/243).5 JoroBip 00’eqHye nep)kaBU-yUacHMI CHUIBHOIO  METOIO:
3anmobiraHas Ta OopoTh0a 3 KiOEP3IOYMHHICTIO, 30KpeMa LUIIXOM 3MiLHEHHS
MDKHApOJIHOI CIiBIpalli, a TaKOoXX CHOPUSHHSA TEXHIYHIH IONOMO3i Ta po30yHoBi
HNOTEHIlamy, 30KpeMa Mg KpaiH, IO pPO3BHBAIOTHCS. MICTHTH HOPMH IIOTO
KpHuMiHami3amii Halnommperimmx ¢opM kidep3nounaHocTi. Po3ain Konsenmii npo
KpHUMIHaI3aIlil0 BUMarae, oo AepKaBU-yJacHHI[ CTBOPHIM KOMIDUIEKCHY CHCTEMY,
CIpSIMOBaHy Ha 3JIOYMHH, CKOEHI 4epe3 CHUCTeMH iH(OpMaIiiiHO-KOMYHIKAI[IHHIX
texHouorii (mani — IKT). e Bkiroyae kpuMiHaizamito «kibep3aneyKHUX 3JI0YHHIB»
(IIMPOKO BIIOMHX SIK «HE3aKOHHHH XaKEepChbKHUH 31I0M»), SKi CHpSAMOBaHI Ha
KOH(]iIeHLIHHICTh, HUTICHICTh 1 JOCTYIHICTh €IeKTPOHHUX AaHuX Ta cucteM IKT, a
TaKOK «3JIOYUHIB, IO CIPUSIOTh KIOCP3IOUYMHHOCTI», fAKI € TpaaullifHUMH
370YMHAMH, MacmTabW, IIBUAKICTh Ta 00CAT SKMX 3HAYHO 3pOCIH depe3
HernpaBmiIbHe BuKopuctanHs cucreM IKT. Po3nin mpo IOpHCIUKIIIO BCTaHOBIIOE
YiTKi Ta THYYKi IpaBuiIa, 10 3ar00iraloTh 3I0YNHIIM BUKOPHCTOBYBATH IIPOTAIHHI
B IOPUCIMKLIT Ul YHUKHCHHS ITOKapaHHs, BOJHOYAC OKPECIIOIYH MPaBoBi cdepw,
SIKI MOXYTb PEryJIIOBaTH JAepkaBU-ydacHHI. KOHBeHIis MOKiIafgae Ha CTOPOHH
HaJaBaTH JONOMAary IiHIIUM Jep)KaBaM-yYacHHISIM Yy KpPUMIHAJIbHUX pPO3CIiLy-
BaHHIX, KOJHM JOKa3W abo TMilO3pIOBaHI 3HAXOAATHCS Ha ixHiM Teputopii. Ll
CHiBMpans BKIIOYAE EKCTPAAUIIIO, B3a€EMHY JOMOMOTY Y IOLIYKY Ta 30epexeHHi
JaHUX, a TaKOX B3a€EMHY IIPAaBOBY JONOMOTY IUISl CIPUSHHS 300py Ta OOMiHY
noka3zaMu. Po3nin mpo mpomecyainbHI 3aX0H Ta IPABOOXOPOHHY JisTBHICTH HAmae
JieprkaBaM-yJacHHILIM MOXJIMBICTh BHPIIIYBaTH HHTAaHHs, IOB’s3aHI i3 3a0esme-
YEHHSIM eJISKTPOHHUX JO0Ka3iB, aIaNTyI0uN TPAAULiNHHI 3acC00M Ta METOAN PO3CIiLy-
BaHHs 10 cepenopuiia IKT. I1i 3axoan 103BOJIAIOTH €PEKTUBHO 30MPaTH SIEKTPOHHI
JIOKa3¥, OJHOYACHO 3aXHUILAIOYM TIpaBa JIOJMHU Ta MiATPUMYIOUH SK HAI[iOHAJbHI
KpUMiHQJIBHI NMPOBA/DKEHHS, TaK 1 MDKHApPOAHY cHiBmpamto. J[oroBip moxiamae Ha
MIPaBOOXOPOHIIIB 3000B’sI3aHHA MiX Yac PO3CIiAyBaHHS Ta MepeciigyBaHHS Kibep-
3JI09YMHIB 3a JOIOMOTOI0 IMX IIPOIECYaJbHMX 3aXOJiB IMOBa)KaTH OCHOBHI IIpaBa
mrouHU. Po3is po MiXKHApPOAHY CHIBIIPAIIO BCTAHOBIIOE TIIO0ATBHY CHCTEMY, sIKa
JIO3BOJISIE CTOPOHAM JIOTOBOpY JONIOMaraTé OJAHAa OJHIH Yy pO3CIHigyBaHHSX,
KPUMIHAJIFHOMY IepeciiyBaHHI, TOBEPHEHHI aKTUBIB Ta CYJOBHX INPOBAIKEHHIX
Yyepe3 KopAoHH. Po3ain mpo mpodimakTHUHI 3aX0AW PO3POOJICHUIN A CIPHSIHHS

* Resolution adopted by the General Assembly [without reference to a Main Committee
(A/55/L.2)] 55/2. United Nations Millennium Declaration. URL: https://www.un.org/en/
development/desa/population/migration/generalassembly/docs/globalcompact/A_RES_55_2.pdf
(mara 3BepHeHH::09.02.2026).

® THE 17 GOALS. URL: https://sdgs.un.org/goals (1ata 3seprenHs:08.02.2026).

® 79/243. United Nations Convention against Cybercrime; Strengthening International
Cooperation for Combating Certain Crimes Committed by Means of Information and
Communications Technology Systems and for the Sharing of Evidence in Electronic Form
of Serious Crimes. URL: https://docs.un.org/en/A/RES/79/243 (nara 3Bepuenus 11.02.2026).
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3MEHIICHHIO Ta YNPaBIiHHIO pHU3UKaMH 1 3arpo3amu KiOep3nmouwmHHOCTI. Bin
nependadae HU3KY MPOQIIAKTUIHHUX 3aXOMIB Ta aKIEHTYE Ha 3aJy4eHHI W aKTHBHII
ydacTi y IbOMY IIpOLECi BCIiX 3alliKaBJICHUX CTOPIH — ypsAiB, IPUBATHOTO CEKTOPY,
HAyKOBHX KiJI, OpraHizaimiii TpOMaJsHCHKOTO CYCHiJIbCTBA Ta T'POMAJCHKOCTI
B 1ijioMy. Po3min mpo TexHiyHy nomomory Ta OOMiH iH(GOpMali€l0 BCTaHOBIIOE
LIMPOKI 3aXOMU LIOA0 TEXHIYHOI JOIMOMOTH, HapOIIyBaHHS HNOTEHLIATy Ta OOMiHY
iHpOpMaIliel0 MDK  JAep)KaBaMU-YYaCHHLSIMH, TNPHIUIAIOYH OCOONUBY  yBary
notpebaM KpaiH, 10 po3BHBaroThes. JloroBip 3acHoBye KongepeHwuito nepixas-
YYacCHHUIb, SIKA CIYXXHTh OCHOBHHM MEXaHi3MOM HAarjIsay 3a BIIPOBAUKCHHAM
KoHBeHIIiT Ta MoKpanieHHsIM ITOTeHIialy 1 CIIBIpaIi MiX Jep)KaBaMH-yJaCHAISIMI
I DOCATHEHHs niyie Konsenri.

Ha MiKHapogHOMy perioHaJbHOMY 3HAaKOBMM JOKyMeHTOM € KoHBeHIis mpo
Ki6epsnounsnicts 2001 p. Pagu €sporn (naii — Konsenwis (ETS Ne 185)),” sika crana
HEpIIMM MDKHapOJHUM J0TOBOPOM IIPO 3JI0YHHH, 10 BUMHSAIOTCS Yepe3 IHTepHeT Ta
iHIII KOMIT'IOTEPHI MEpeXi, OCOOJMBO IIOAO MOpPYLIEHb aBTOPCHKHUX IIpaB,
KOMIT FOTEPHOTO IaxpaicTBa, JUTA40] opHorpadii Ta MopymeHs MepekHOi Oe3IeKH.
BoHa TakoX MiCTHTh HU3KY (YHKILIil Ta MPOLEAYp, TAKHX SIK HOLIYK KOMIT FOTEPHUX
Mepex Ta IepexomreHHs. OCHOBHY METy JIOTOBOPY BHKJIAJICHO y IpeaMOydIi i BOHa
HOJISITae y TPOBEACHHI 3arajbHOI KPHMIHAJIBHOI ITOJITHKH, CIIPSIMOBAaHOI Ha 3aXHCT
CYCMJIBCTBA Bifl KiOCP3IOYMHHOCTI, OCOONMBO IIISXOM YXBAJCHHS BiIIOBIIHOTO
3aKOHO/JABCTBA Ta PO3BUTKY MiXKHApPOIHOTO CIiBPOOITHUIITBA.

KonBeHIito cnpsMOBaHO TOJOBHHM YHHOM Ha TapMOHI3aIll0 eJIEeMEHTIB
BHYTPIIIHBOTO KPHMIHAJIBFHOTO MaTepiaJbHOTO IpaBa IOAO MPaBOMOPYIIEHb Ta
MOB’S3aHMUX 13 HUMHU MOJOXEHb y cdepl KiOep3T0UnHHOCTI; HaJaHHS BHYTPILIHBO-
Jep)KaBHUM OpraHaM KpHUMiHaJIbHO-TIPOLIECYAIbHUX [OBHOBaXKEHb, HEOOXITHUX U1
pO3CIiIyBaHHS Ta CYAOBOrO IIEPEeCiiZyBaHHS TaKHX 3JIOYHHIB, a TaKOX IHIINX
3JI0YMHIB, BYMHEHHUX 3a JOIOMOTOI0 KOMITI'IOTEPHOI CHCTEMH a0o IOB’SI3aHHX
i3 BUKOPUCTAHHSIM EJIEKTPOHHUX JIOKa3iB Ta IHIIMX 3JI0YMHIB; BCTAHOBIICHHS
IIBUJIKOTO Ta e()eKTHBHOTO PEXKHUMY MIKHAPOIHOTO CIiBPOOITHUIITBA.

3actocoBytoun Kouseniito (ETS Ne 185), cropoHu noTpumyroThcs 000B’sI3KiB
YpAOIB 3aXWINATH JIIOACH BiJ 370YMHIB, BUMHEHHX OHIAHH ab0 odiailH muIsxom
e(eKTHBHOTO KPHUMiHAJIBHOTO PO3CIiAyBaHHA Ta CyJOBOTO mepeciimyBaHHs. Jleski
croponn KoHBeHmii BBakaloTh, [0 BOHHU IOB’s3aHI MIKHAPOAHUM 3000B’SI3aHHAM
HaJaBaTH 3aCO0M 3aXKCTy BiJ 3J0YHMHIB, BUNHEHHX 3a JOMOMOTIOK KOMIT IOTEPHOI
cucremu (muB.: K. V. nporn ®innsanaii, €Bponeiicbkuii cyn 3 npaB JIOAWHU (CKapra
Ne 2872/02, cynose pimenns Bix 2 6epesus 2009 p.)®, 3 mocmmamusaM Ha nporexypu
Ta MOBHOBAKCHHsS JUISl KPUMIHAIBHUX PO3CIiTyBaHb ab0 pO3IVISINIB, SIKI CTOPOHH
NOBUHHI BcTaHoBUTH BigmoBiguo 10 KonBenuii. KoHBeHWi0 BigkpuTo ISt
MIpUETHAHHS IepKaBaMHy, sKi He € wieHaMu Pagu €Bponm.

KonBeHmiss mpo KiOEp3JIOYMHHICTG € BIUIMBOBOIO MDKHAPOAHOIO YTOMOIO, IO
PperyJIroe MUTAaHHS OPYLISHHS 3aKOHy depe3 IHTepHer abo iHmm iHhopMariiHi Mepexi.

" Convention on Cybercrime. URL: ttps://sherloc.unodc.org/cld/uploads/res//treaties/
definitions/treaty/convention_on_cybercrime_html/Budapest_Convention_on_Cybercrime.pdf
(nata 3BepHeHHs: 11.02.2026).

® Case of K.U. v. Finland (Application no. 2872/02). URL: https://hudoc.echr.coe.int/
eng#{%22itemid%22:[%22001-89964%22] (nara 3BepHenHs:12.02.2026).
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Bona Bmmarae Big CTOpiH MOJEPHI3yBaTH 1 TapMOHI3yBaTH CBOE€ KpHMiHAIbHE
3aKOHOJABCTBO MPOTH [ XakepiB Ta IHINX MOPYIICHb OE3MeKH, BKIIOYA0qn
HOPYIICHHS aBTOPCHKHUX IIpaB, IIaxpaiicTBO 3a JOMNOMOTOI0 KOMII'IOTepa, JUTSIY
nopHorpadio Ta IHIIy NPOTHIPaBHY KiOepAisuibHICTh. J[OoroBip Takox mnepenbadae
HpOIeCyabHi MOBHOBRKEHHS, IO OXOIUIIOIOTH OOIIYK KOMII'IOTePHHUX MeEpex i
MePEXOIICHHST KOMYHIKAlLliif y KOHTEKCTi OOpOThOM 3 KiOep3JIOYMHHICTIO; CTBOPIOE
MOXJIMBOCTI 1 €()eKTUBHOTO MDKHApOAHOTO cHiBpoOiTHHUTBA. KoHBeHLis He €
IHCTPYMEHTOM 3a0E3MICYEHHs 3aXMCTy IICPCOHANBHUX JAHUX, BOHA KPUMiHAJIi3ye
ISUTBHICTB, sIKA MOXKE MOPYIIyBaTH NPaBO Cy0’€KTa Ha 3aXUCT OCOOWCTH IaHHX.
KoHBeHIist Takox 3000B’S3y€ NOTOBIPHI CTOPOHH Ilepen0adnTH NpPH BUKOHAHHI
KoHBeHIIT aneKkBaTHUH PiBEeHb 3aXUCTy HpaB i CBOOOI JIIOIMHY, Y TOMY UHCII IIpaB,
rapanToBaHnx KOHBEHLI€I0 MO 3aXUCT NPaB JIIOJAUHU 1 OCHOBOIOJIOKHHX CBOOOJ
1950 p., sk TpaBO Ha 3aXKCT MEPCOHATBHUX JAHUX.

JonatkoBuid mporokon a0 KoHBeHIi mpo KiOep3mouMHHICTh, KU CTOCYETHCS
KpuMiHamizanii Aiff pacHCTChKOro Ta KCeHO(OOHOro XapakTepy, BUMHEHHX dUepe3
xomm’torepHi cucremu (ETS Ne 189) 2003 p.°, posumproe cdepy aii Korserrii mpo
KiOep3JI0YMHHICTh, BKITIOUAIOUH i CYTTEBI, IPOIEAYPHI Ta MPUCBIICHI MIKHAPOIHOMY
CHIBPOOITHUNTBY IIOJIO’KEHHS, OXOIUTIOIOYM TaKOXK IPaBOIOPYIICHHS, IIOB’s3aHI
3 PaCHUCTCHKOIO Ta KCeHO(OOCHKOIO0 Mponaraor. TakuM YHHOM, KpiM rapMoOHi3amii
CYTTEBUX IIPAaBOBHMX acCIeKTiB Takol moBemiHKH, [IpoTOKON CIpsIMOBaHO Ha PO3IIH-
PEHHST MOXKJIMBOCTEH CTOPIH I110/I0 BUKOPUCTAHHS KOIITIB 1 HAMPSMKIB Mi>KHApPOIHOTO
cniBpoOiTHUITBA, TepenOaueHnx Konsermiero (ETS Ne 185) y it ramysi.

Hpyruit  onmatkoBuii mpotokon 1o KonBeHmii mpo KiOep3noyMHHICTH IIOAO
IOCHJICHHS CILBIAL Ta PO3KPUTTA eIEKTPOHHMX foKasiB 2022 p. (CETS 224)°
CHIPsIMOBaHO Ha IMOJANbIIE 3MIIHEHHS CIBIpali y 60poTh0i 3 KiOEP3JIOYMHHICTIO Ta
PO3LIMPEHHST MOXIJIMBOCTEH OpraHiB KpHUMIHAJIBHOIO MPaBOCYIUI ILIOAO 30MpaHHs
JIOKa3iB B €JNEKTPOHHIH (GopMi NMpPOo KPUMIHAIBHWH 3J0YMH I IiIed KOHKPETHUX
KPUMIHAIBHUAX PO3CIIiyBaHb a00 PO3IIISAIB 3a JOMOMOTOIO JJOAaTKOBHX IHCTPYMEHTIB,
[0 CTOCYIOTBCsS Oinmbll edeKTUBHOI B3aeMonil Ta iHIIMX (GOpM CHiBpOOITHHUIITBA
MiXX KOMIIETCHTHIMH OpraHaMy; CIiBPOOITHULTBO Y HA/J3BHYAHUX CHUTYyaLlisX (TOOTO
y CHTYyalisiX, KOJM iCHye 3HAYHMH Ta Oe3MocepeHiil puU3HK Ul KUTTA abo Oe3meKu
Oymp-axoi ¢i3mgHOi 0CcOoOHM); Ta mpsAME CHIBPOOITHUITBO MiXK KOMIETCHTHUMH
OpraHaMH 1 TOCTAYaIbHUKAMH TIIOCIYT Ta IHIIMMH Cy0 €KTaMH, SKi BOJOIIIOTH
BIATIOBIHOIO 1H(MOpMAIIiero 200 KOHTPOITIOIOTB 1.

HeratuBHolo 03HaKoI0 chorojieHHs cTano BukopucraHHs IKT y BumHeHHi
tepopucTrunnx 3nounnisl, V 2015 poui Iapramentcska acambrues Pagu €spomnu
(TTAPE) mpuitasiia pekomenganito Ne2070 1mromo 3MII[HEHHs CIiBpOOITHHIITBA

® Additional Protocol tothe Convention on Cybercrime, concerning the criminalisation
of acts of aracist and xenophobic nature committed through computer systems. URL:
https://rm.coe.int/168008160f (nara 3Bepuents:14.02.2026).

1% second Additional Protocol to the Convention on Cybercrime on enhanced cooperation
and disclosure of electronic  evidence. URL: https://rm.coe.int/1680a49dab  (mata
3BepHeHH::14.02.2026).

™ Cupoin T. JI., Taspunenko O. A. Brecok Paau €Bponu y 3a6esneuenns indopmaniitaoi
Oe3reKy Ta MPOTUIII0 KiOep3IMOYMHHOCTI. Haykosuil 8iCHUK YoHc20pOOCbKO20 HAYIOHATLHO2O0
yuigepcumeny. Cepiss «[IpaBo». 2020. Bum. 61, 1. 2. C.149-154. DOI https://doi.org/
10.32782/2307-3322.61-2.33
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y 6opoThGi 3 KiGepTEpPOPH3MOM Ta iHIITHMH MACOBHMH aTakaMu B Mepexi InTeprer™.
Pexomennarist migxpeciroe pons Pagu €Bponu y BupileHHi II100aIbHOTO BUKIIUKY,
MOB’S3aHOTO 3 OE3MEKOI0 KOMIT'IOTEPHHX MEpeX y 3B’SI3Ky 3 MOSBOIO Kibep-
TEpOpHU3My Ta IHIIMX MAacOBUX aTak, IO JiIOTh Ha/depe3 KOMII'IOTEPHI CHCTEMH,
SBJSIFOYM COOOI0 CEpiio3Hy 3arpo3y HalllOHANBHIM Oe3mer, rpoMajachKiii Gesmerri
Ta 100poOyTy KpaiH.

KiGep3nounHHICT, TakoX € OAHUM 13 mpiopureTiB €Bponeiicskoro Coro3y
(mami — €C, Coro3z) y 060poTs0i 3 Cepii03HOI0 Ta OpPraHI30BAHOK 3JIOYHHHICTIO
B pamkax EMPACT 2022-2025. KibGep3mounHHICTh — TpodiieMa, IO 3pocTae, IS
TaKUX KpaiH, sK AepxkaBu-wieHn €C, y OUIBIIOCTI SKUX 100pe po3BUHEHO IHTEepHeT-
iH(ppacTPyKTypy 1 IUIATDKHI CHCTEMHU 3HaXOAATHCS B PEXKUMI OHJIAHH. AJle HE JnIIe
(hiHaHCOBI JaHi, a W JaHi 3arajoM € KJIIOUYOBOK MIIICHHIO A KiOCp3TOUHHIIIB.
KinbkicTh Ta YacToTa BHTOKIB JAaHHX 3pOCTalOTh, 110, CBOEIO YEProlo, NMPU3BOJIUTH
J10 301NpIIEHHS KUTBKOCTI BUIIAJKIB MIaXpaiiCcTBa Ta BUMAraHHs.

€C noknamae CyTTEBHX 3yCWJIb A0 PO3POOKH i Y3rOMKCHHS 3aKOHOJABCTBA
o0 KiOep3TOYMHHOCTI, SKE i€ Ha TEpPHUTOpil AepKaB-wieHIB, Cepl TaKUX
HOpMaTHUBIB ciif 3azHaunTh: JupextmBa Ne 2000/31/€C €Bpomneiickkoro mapia-
MeHTy i Paau npo neski mpaBoBi acIeKTH MOCIyT iH(OpMaIiifHOTO CIIiBTOBapHCTBA,
TaKUX SK €JEeKTPOHHAa TOPTiBIsI Ha BHYTPIIHBOMY pPHHKY (B penmakmii Bif
17.02.2024); TloBinomnenHs €Bpomeiickkoro mapiaaMenty, Pamu Tta Kowmirery
perioniB: 3aranbpHa nojiTuka 60poThoH 3 KibepsnounnHicTio (COM(2007) 267 final);
HupextuBa 2011/93/€C €pomneiicbkoro mapiameHTy Ta Paam mpo GopoTeOy i3
CEKCyaJlbHUM HACHJILCTBOM Ta CEKCYaJbHOIO EeKCIUTyaTali€elo AiTeil Ta IUTAYOIo
nopHorpadiero, sika 3aminioe Pamkose pimenns Pamu 2004/68/JHA (B penaxuii Bin
17.12.2011); TloBimomnenns Kowmicii Paxi Ta €BponeiickkoMy mapiIaMeHTy:
BopoTs6a 31 3m04MHHICTIO B Haml U(POBHI Bik: CTBOPEHHST €BPONEHCHKOT0 LHEHTPY
kibep3nounuHocTi (COM(2012) 140 final); Aupextuna 2013/40/€C €Bponeiicskoro
napiaMeHTy Ta Paau mpo ataku Ha iHpoOpMaIliiiHi cucTeMH, sika 3aMiHoe PamkoBe
pimenns Pamu 2005/222/JHA; Pimenns (CFSP) 2019/797 — obmexxyBainbHi 3aX0au
npoTH Kibeparak, 110 3arpoxytoTs €C abo iforo aepkxaBaM-uieHaM (B peaakiil Bij
14.05.2025); Pernmament (€C) 2019/796 — oOMexyBasbHI 3aX0qH MPOTH Kidepartak,
mo 3arpoxyiors €C abo iHoro aepskaBam-uwieHaMm (B penmakmii Bim 14.05.2025);
Permament (€C) 2019/881 €spomnelicbkoro mapiaamenty Ta Pamm Bim 17 kBiTHS
2019 poxy mpo ENISA (ArenrctBo €Bpomeiicskoro Coro3y 3 kibepOesnekn) Ta
npo cepTudikamito  KibepOesneku iHGOPMAIITHO-KOMYHIKAIIIMHUX — TEXHOJOTIH,
mo ckacoBye Permament (€C) Ne 526/2013 (3akon mpo kibepOesmneky) (Texcr,
o crocyerbest €E3) (B pemakuii Bin 04.02.2025); Permament (€C) 2021/1149
npo crBopends Douxy BHYTpilIHbOT Oesneku (cnpsMoBaHuii Ha 3abe3medeHHs
BUCOKOTO piBHSA Oe3nekn B €BponerickkoMy Cor03i, 30KpeMa IUIIXOM 3al00iraHHs
Ta TPOTHAIl Tepopu3My 1 paauKalizamii, cCepio3Hii i OpraHi3oBaHid 3JOYMHHOCTL
Ta kibep3nounuuocti); Permament (€C) 2021/887 mpo cTBOpeHHs €BpoIeiichKkoro
MPOMHUCIIOBOTO, TEXHOJIOTIYHOTO Ta HAyKOBO-IOCIITHOTO IIEHTPY KiGepOesmeku

2 Increasing co-operation against cyberterrorism and other largescale attacks
on the Internet. URL: http://www.europeanrights.eu/public/atti/2070_ing.pdf (mata 3BepHeHHs:
13.02.2026).

280



Ta MepeXi HaliOHANPHUX KOOPIWHAILIMHUX LEHTpiB,; dupektusa (€C) 2024/1385
npo 6opoTs0y 3 HACHIBCTBOM OO KIHOK Ta JIOMAIIHIM HACHJIBCTBOM, SKa
CIIpsIMOBaHAa Ha BBEICHHS LITHOBHX MIHIMAJIbHUX IIPABWJI INOAO INPaB IIi€l Trpymu
JKEPTB 3JI0YMHIB 1 KpUMiHATI3alil HAOIIBIT BaXKKHUX (POPM HACHIUISI CTOCOBHO JKIHOK
i kxibepHacws; Permament (€C) 2024/2847 (B penmaxuii Bim 20.11.2024), sxuit
BCTaHOBIIIOE TOPU3OHTAIBHI BUMOTH 10 KibepOe3neku 1uisl MPOAYKTIB i3 HudpoBHMU
enementamu; Pernament (€C) 2024/1689, 1110 BCTaHOBIIOE TapMOHI30BaHi MpaBuia
IIOJIO IITYYHOTO IHTEICKTY.

Ilepmr 3a Bce cmim 3a3HauuTd, mo npuitHATi €C aKTH MamTh 3a METy
YHOPMYBAaTH MisUIbHICTB, TOB’s3aHy 3 BuKopucTaHHAM IKT y pisHmx chepax
BigHocuH. Tak, JlupektuBa 2000/31/€C* BeranoBIIOE cTaHgapTHi npasmwia €C i3
pI3HHX NHTaHb, TIOB’S3aHUX 3 EJIEKTPOHHOIO TOpriBielo. BoHa cmnpsMoBaHa Ha
CIPHUSHHS  HaleXHOMY  (YHKI[IOHYBaHHIO BHYTpPILIHBOIO pPUHKY  LUISIXOM
3a0e3MeUYeHHs] BUIBHOTO MEPEMILIeHHS MOCIYT iH(GOPMAIIIHOTO CYCHIIBCTBA MiX
JepkaBaMHU-4wieHaMH. J[OKyMEHT HaONMKae JIedKi HaliOHaJbHI IIOJIOKEHHS IIPO
mociIyTd iH(GOpMamifHOTO CyCIHIBCTBA, IIO CTOCYIOTHCS: BHYTPIIIHBOTO PHHKY,
MOCTaYalbHUKIB MOCIYT, KOMEpIIHHOrO 3B’SI3Ky, €JICKTPOHHHX KOHTDAKTIB,
BIANIOBIAATBEHOCTI IOCEPEAHHKIB, KOJEKCIB ITOBEAIHKY, 1103aCyIOBOTO BPETYIIOBAaHHS
CIIOpIB, CYJIOBHX IT030BIB Ta CHIBPOOITHAIITBA MIX Jep)KaBaMH-WIeHaMH. J{upexTuBa
JIOTIOBHIOE 3aKOHOMAaBCTBO COI03y, IO 3aCTOCOBYETHCS O MOCIYT iH(pOpMaLiiHOro
CYCHiJbCTBa, O€3 IIKOJAM IJIsl PIBHS 3aXHCTy, 30KpeMa, TIPOMAaIChKOi OXOpPOHH
3I0POB’sI Ta IHTEPECIB CIOKMBAYiB, BCTAHOBJIEHOTO akTaMi Co103y Ta HalliOHAJIBHUM
3aKOHOAABCTBOM, LIO IX pealli3ye, Ti€l0 Mipolo, SIKOIO IIe He OOMexXye CcBOOOIY
HaJIaHHA NOCIYT iH(pOpMamiiHOTO CyCiTbCTRA.

TupextuBy 2013/40/€C* crpsMoBaro Ha 6opoTsGy 3 KiGep3TOUMHHICTIO Ta
3a0e3rneueHHs 1HPOPMAIIfHOT OE3MEeKH 3aBISKH CYBODIIIOMY JEpKaBHOMY 3aKOHO-
JIAaBCTBY, CYBOPIIIMM KPUMIiHAIBHUM ITOKapaHHAM Ta OUIBII TICHI crmiBmpami MiK
HaJMIpHUMU TToJaTKaMH. [IMpeKTHBa 3ampoBa/PKye HOBI NpaBWia, 1[0 TapMOHI3YIOTh
KpUMiHaIi3al[if0 Ta TMOKapaHHs 3a HHM3Ky IPaBOMOPYLICHb, CHPSIMOBAHUX IPOTH
indopmaniiiaux cuctem. Lli nmpaBuia BKIIOYaOTh 3a00POHY BUKOPHCTAHHS OGOTHETIB —
LIKiJTHBOTO POTPaMHOTO 3a0e3MeyYeHHs, MPU3HAYSHOTO TS BiIAIEHOTO yIPaBIiHHS
Mepexero KoMl otepiB. OCHOBHIMHM BHIAMH KPUMIHAJBHUX 3JI0YHMHIB, IO OXOILUTIO-
10ThCsl JIMPEKTUBOIO, € aTaku Ha iHPOpPMAIiifHI CHCTEMH, TOYMHAIOYN BiJl aTaK THITY
«BiIMOBa B OOCIIyTOBYBaHHI», TMpU3HAYCHHX /IS BUBEICHHA 13 JIaXy cepBepa, i
3aKiHYYIOYH TEPEXOIUICHHSM J[aHUX Ta arakamu OoTHeTiB. J[upekTnBa 3000B’s3ye
JepXKaBU-WICHN KPHMIHATI3yBaTH O3HAUeHi NPAaBONOPYIISHHS; PO3IIMPIOBATH
CHIBMPAIO TPABOOXOPOHHMX OpraHiB. JlupekTHBa mnepeadavae 30MMKCHHS CHUCTEM
KpPUMIHAIBHOTO 3akoHomaBcTBa KpaiH €C Ta po3MWMPEHHS CHiBPOOITHULITBA

%3 Consolidated text: Directive 2000/31/EC of the European Parliament and of the Council
of 8 June 2000 on certain legal aspects of information society services, in particular electronic
commerce, in the Internal Market (Directive on electronic commerce). URL:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02000L0031-20240217
(mara 3BepHeHH::12.02.2026).

' Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013
on attacks against information systems and replacing Council Framework Decision 2005/222/JHA.
URL.: https://eur-lex.europa.eu/eli/dir/2013/40/oj/eng (nara 3BepreHHs:: 12.02.2026).
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MDK CyTOBUMH OPraHaMH MIONO HE3aKOHHOTO JOCTYIy OO iH(OpMaIliiiHUX CHCTEM,
HE3aKOHHOTO BTPYYaHHS y CHCTEMY, HE3aKOHHOTO BTPYYAHHS B JaHi, HE3aKOHHOTO
nepexorieHHs. JIOKyMEHT MICTUTh HOPMH IIOAO 3alpOBaKEHHS e(EeKTHBHHX,
MPOMOPLIHMX Ta CTPUMYIOUMX CaHKIli. [Tokmagae 30008’ 3aHHS Ha IeprKaBH-WICHH
LIOJI0 BXUTTS HEOOXIIHMX 3aXOXiB I 3a0e3leyeHHs TOoro, W00 Taki JisHHS,
SK HE3aKOHHHUHI JOCTYN 10 iHQOPMAIiHUX CHCTEM, HE3aKOHHE BTPYYaHHS Y CHCTEMY,
HE3aKOHHE BTPY4YaHHS B JaHi, HE3aKOHHE INEPEXOIUICHHs, 3aCO0H, IO BUKOPHUCTO-
BYIOTECS JUISl BUYMHEHHSI IPABOIOPYIICHb, a TAaKOX MiAOypIOBAaHHS, IIOCOOHHIITBO Ta
migOyproBaHHS 1 cnpoba CKOEHHS O3HAa4eHHWX 3mounHiB (ctarti 3-8), Kapamumcs
e()eKTHBHIUMH, IPOIOPIIIHHNMY I KPEMIHAJTEHUMH ITOKApaHHIMH.

Pitrennst (CFSP) 2019/797" ta Permament (€0) 2019/796, 3arpoBaIKYIOTh
CTPYKTYpY, sika no3Boiste €C BBOIUTH CaHKIII IS CTPUMYBAHHS Ta pearyBaHHs Ha
Kibeparaky, sKi CTAQHOBIATH 30BHIiMHIO 3arpody mii €C um kpain €C. Taxki
MPOTHUIPABHI Jii BKIIOYAIOTh aTaKH, [0 CTOCYIOThCS 1HPOPMALIHHUX CHCTEM, a TAKOXK:
KPUTHYHOI 1H(PACTPYKTypH, HEOOXiTHOI IS JKUTTENISUIBHOCTI CYCHLNBCTBA YU
30pOB’Sl TPOMaJsH, OE3MEKH, 3aXHCTy Ta CKOHOMIYHOTO UM COIUaJbHOro Ojaro-
MOTyYYst; TIOCITYT, HEOOXiJHUX JJIsI OCHOBHOI COMIAIbHOI Ta €KOHOMIYHOI HisUTBHOCTI,
30KpeMa eHEepreTHKa, TPaHCHOPT, OaHKIBChKa crpaBa; (hiHAHCIB, OXOPOHH 310POB’,
NUTHOI BOIY, LU}pPoBOi IHOPACTPYKTypH; HAWBaXIMBIMMX AEpKaBHUX (YHKIIH,
30KpeMa 00OpPOHHM, YNpPaBIiHHSA Ta (pyHKIIOHYBAaHHS IHCTUTYTIB, IyOJIiYHUX BHOOPIB,
EKOHOMIYHOI Ta IPOMa/ITHCHKOI iHPPaCTPYKTYpH, BHYTPIIIHBOI OS3MeKH i 30BHIIIHIX
3B’S3KiB, BKJIIOYAIOYM JHUIUIOMATHYHI Micii; 30epiraHHs 4m o0OpoOKa CeKpeTHOi
iH(opMarii; a00 ypsAIOBUX aBapiifHO-pATYBaJbHUX 3aroHiB. L{i kibepaTaku BKIIOYAIOTH
aTakl Ha KpaiHu, ki He € wieHamu €C, a0o MDKHApoAHI opraHizamii, Komm mii
BBAKAIOTHCS HEOOXIAHMMM IS JOCITHEHHS CHUIBHUAX LIJIEN 30BHIIIHBOI Ta OE3IIEKOBOT
noxitukn €C.

O3HaueHi HOpMaTWBH J03BOJISIOTE €C HakimamaTh CaHKIIi Ha oOci0 4u
opranizanii, sKi BiNoBimanbHI 3a KibepaTakn 4YM CHpoOM KiOepaTak, HaJarOTh
(iHaHCOBY, TEXHIUHY UM MaTepiajbHy MIATPUMKY TaKHM aTakaM, 4d OepyTh ydacTh
y HUX B iHmmH croci6. CaHKuii MOXYTh TaKOX 3aCTOCOBYBATHCH 10 IOB’S3aHUX
3 HUMH 0¢i0 abo opranizaniid. OOMexyBalbHI 3aX01 BKIIOYaIOTH 3a00pOHY Ha B’1311
1o €C Ta 3amopoxxyBaHHs akTuBiB. Ha xpainn €C moknaneHo 3000B’s13aHHS OO
BCTAHOBJICHHSI Mip ITOKapaHHS 3a I1i IPaBOIOPYIICHHSI.

Pernamentom (€C) 2024/2847Y BCTAaHOBNEHO TOPH3OHTATBHI BHMOTH OO
KibepOe3reky Juid NMpOXYKTIB i3 IudpoBUMH eneMeHTaMHu. J[OKyMEHT BH3HA4ae
NpaBWwiIa JONMYCKy Ha pPHHOK NPOAYKTIB i3 IU(POBHMH elNeMEeHTaMH It
3abe3neyeHHs KibepOe3rmeKH Takux MPOIYKTiB, OCHOBHI BHMOTHU /0 KibepOesmeku

5 Council Decision (CFSP) 2019/797 of 17 May 2019 concerning restrictive measures
against  cyber-attacks threatening the Union or its Member States. URL:
https://eur-lex.europa.eu/eli/dec/2019/797/ojleng (nara 3Bepuenms: 12.02.2026).

*® Tam camo.

7 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October
2024 on horizontal cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act) (Text with EEA relevance). URL: https://eur-lex.europa.eu/eli/reg/2024/
2847/ojleng (nara 3Beprenss: 12.02.2026).
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IUI TIPOEKTYBaHHs, pO3pOOKH Ta BHPOOHUITBA MPOAYKTIB, a TaKOK 3000B’sI3aHHS
JUISL EKOHOMIYHHX OIEepaTopiB MO0 KibepOesnekn miel MpomyKiii; OCHOBHI BUMOTH
IIo kibepOe3neku s mporeciB 0OPOOKH Bpa3IMBOCTEH, 3aCTOCOBHHX BHPOOHHKAMH,
i moB’s3aHi 3 HUMH 3000B’SI3aHHS; TpaBWiIa HAIAY 32 PHHKOM, BKIIIOYAIOUU
MOHITOPHHT 1 3a0e3NeUYeHHs TOTPUMAaHHS BUMOT.

Pernament (€C) 2024/1689™° scranosmoe TapMOHI30BaHi IPaBUiIa PO3MILLICHHS Ha
PHHKY, BBEICHHS B €KCIUTyaTalilo Ta BUKOPUCTAHHS CUCTEM IUTy4HOTro iHTenekTy (I1II)
B €C. BiH 3a00poHsi€ MEBHI MPaKTHKU Ta 3alPOBAKY€E OCOOIMBI BUMOTH ISl CHCTEM
[T 3 BUCOKHM pH3HKOM, a TaKO)K 3000B’sS3aHHS [UIS ONEPATOPIB TAKUX CHCTEM;
BKJIIOYAa€ TapMOHI30BaHi IpaBuiIa mpo3opocti 11 neBHux cucreM 11, rapmonizoBani
npaBuia po3MimieHHs Ha puHKy Mogpeneii LIl 3aranbsHOro mpu3HaueHHS, IpaBHIIa
MOHITOPHHTY PHHKY, HAIJISy 32 PHHKOM, YIIPaBJIiHHSA Ta 3a0e3IeueHHs TOTPUMAaHHS;
3alpoBaKy€e 3aXOIM, CIPSIMOBaHI Ha MIATPHMKY iHHOBauii. Meroto Pernamenty €
MOKpauleHHs1 (yHKI[IOHYBaHHA €auHOro puHKY €C Ta CHOpPHSHHS BIPOBAIKESHHIO
OpIEHTOBAaHOTO Ha JIIOAWMHY Ta HagxiiHoro IIII, 3a0e3meuyrour HpH LBOMY BHCOKHH
PiBEHB 3aXHUCTY 3I0pOB’s, OE3MEKU Ta OCHOBHHUX IpaB, 3akpimwieHnx Xapriero €C mpo
OCHOBHI TIpaBa, Bi/I HeraTUBHOTo BIUHBY crcTeM LI B €C.

JupexruBa (€C) 2024/1385 mpo 6opoTs0y 3 HACHIBCTBOM IIOAO XKIHOK Ta
JOMalIHIM HacWJIBCTBOM =~ BH3HAYa€ B SIKOCTI KPUMIHAJBHUX IIPABONOPYIICHb
kibepriepeciigyBanus (cT. 6), kibepaomaranus (ct. 7) ta kibepminOyproBaHHS 110
HACUJIBCTBA YK HEHABUCTI (c. 8) ToIIIo.

Oprani3aris 3 6e3neku i ciiBpobiTHUITBa B €Bpori (zani — OBCE) takox Bixirpae
BOXJIMBY poJib y miaBUIIeHH] Kibep- / IKT-0e3neku, 30kpemMa 3a paxyHOK 3HIKECHHS
PH3HKIB KOH(QIIIKTIB MIXK JIep)KaBaMy, 110 BUHHUKAIOTH YHAcHigoK BukopucTtaHas IKT.
Kimro4oBuM 3aBIaHHAM IDOAO ILOIO € BBEIEHHS B Mif0 BigmoBigHmx Bka3ziBok OOH
3 OOKY TPyl YPSIOBHX €KCIIEPTIB HA PET1I0HAIEHOMY PiBHI.

Barato nepxaB iHBeCTYyIOTh y HacTymaigbHi Ta o0opoHHI MoxmBocti IKT,
JIOZIAF0YN CKIIQTHAN BHMIp MDKICPXKABHHM BiHOCHHAM. Taki MOXIMBOCTI MOXYTh
3MIHIOBaTHCh BiJl PO3BiIyBaJbHHX Ta IHGOPMAIIHHUX Omepaliii A0 MOPYLICHHS
KPUTHYHO BKITUBHX MEPEX 1 CITyk0 a00 MOXKIIMBOCTEH! YIIPaBIIiHHS Ta KOMaHIyBaHHSL.

VYuikaneHi Xapaktepuctukd IKT 3HayHO 301MBIIMIN HMOBIPHICT HENPABUIEHOTO
CIPUUHATTSA, MPOPAaXyHKIB Ta HABITh HANPYXEHOCTI MK JepKaBaMH, KOJH BOHH
CTHKAIOTHCS 3 TUTAaHHIMHU HAMIpiB, aTpuOYIIil, MPaBmI Ta HOpM. Y BiNOBIIb AEpKaBU-
yuacHuni OBCE mpairoroTe Hal 3axomaMu 3MillHEHHs HoBipu (mami — 3J0) mns
3HIDKEHHS! PU3HUKIB KOH(MIIKTIB, 110 BUHHUKAIOTH YHACHinoK Bukopuctanus IKT. Bonn
MOKJIMKaHi 3po0HTH KibeprnpocTip OUIbII mepeadadyBaHUM 1 IMPOIOHYIOTH KOHKPETHI
IHCTPYMEHTH Ta MEXaHi3MH, 00 YHHUKHYTH HENOpO3yMiHb, 30KpeMa TaKi: MeXaHi3M
00’eIHAHHS JIep)KaB Ul KOHCYJbTAliil 3 MPUBOAY MOXJIMBHX IHLIHICHTIB y cdepi

'8 Regulation (EU) 2024/1689 laying down harmonised rules on artificial intelligence and
amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013,
(EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU)
2016/797 and (EU) 2020/1828 (Artificial Intelligence Act). URL: https://eur-lex.europa.eu/
eIi/re9/2024/1689/oj/eng (mara 3BepHeHHS: 12.02.2026).

® Directive (EU) 2024/1385 of the European Parliament and of the Council
of 14 May 2024 on combating violence against women and domestic violence. URL:
https://eur-lex.europa.eu/eli/dir/2024/1385/oj/eng (nara 3seprenns:12.02.2026).
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Ki0ep- / IKT-6e3mexu 3 MeTOI0 3HWKEHHS HAIPY>KEHOCTI, 10 3pOCTae; IaThopMy s
O0OMiHYy JTyMKaMH, HAI[lOHAJIBHOIO MOJIITHKOIO Ta IiXOJaMH B raiy3i Oesmexu i cdepi
kibep/IKT, mo po3Bomsie pepkaBaM Kpalle «dYUTaTH» HaMipy OJHA OXHOI
B KiOepIpocTOpi; KOHKPETHI HAanpsMKH poOOTH, HANpHKIAA 3aXHCT KPUTHYHO
BaJMBOi iH(pacTpykTypn 3 BukopuctaHHsMm IKT, 1mo no3BonsroTh JAepikaBam-
YYaCHHUIISAM KOJIEKTUBHO IiIBHIIYBaTH KibepcTilikicTh y perioni OBCE Ha Gnaro Bcix.

Ha momatok mo 3J] 6Gesmexu, kibep / IKT, OBCE Tta i iHCTUTYTH TaKoX
3ocepelkeHl Ha mpoTunaii 3arpo3am Oesmemi kidep/IKT 3 Ooky Hemep:kaBHUX
cy0’€KTiB, TAKHX SIK OPTaHI30BaHa 3JIOYMHHICTH 1 TepOpHCTH. KITto4oBHiA aKIEHT TYT
pOOUTHCST HAa 3a0XOYEHHI a/IeKBAaTHHX 1 CBOEYACHUX 3aXOJIB Y BIINOBiIbL 3 OOKYy
HAIlIOHAJBHUX OPTaHIB BJIaJH Ha Ii MiHIUBI 3arpO3H, IIOYNHAIOYH BiJl OUTBII SKiCHOT
CyIOBOI €KCIIEPTH3HM 1 3aKiHYYIOUM IHHOBAIIMHUMHU TMiAXOAaMH, IO J03BOJSIOTH
3ano6irtu nepersopeHHio IKT Ha TAKTUYHKX TTOMIYHHUKIB TEPOPHUCTIB.

3axonu 3 MpaBoOBOi MPOTHII1 KiOep3IOYMHHOCTI 3alpOBa/DKYIOTECA 1 Ha piBHI Jliru
apaOChKHX JIep)kaB, B MeXaxX SKoi MPUHHATO ApaOChKy KOHBEHIIO PO OGOpOTHOY
31 3710YUHAMH, TIOB’S3aHAMH 3 TEXHOJIOTISIMH, SKYy CIPSIMOBAaHO Ha IOKpAIaHHI
CHIBIIpaIi MK apaOCBKHMH JepikaBaMH B OOpOTHOl 3 MpPaBOMOPYLICHHAMH Yy cdepi
iHpopMamifHUX TEXHONOTI M1 3aXHCTy OE3MeKH Ta iHTepeciB apaOCBKHX JepikaB,
aTakox Oe3mekn IXHIX CHUTBHOT i okpemmx oci6 (2010 p.). oroBip MiCTHTh
BU3HAUCHHS 3JI0YMHIB, IOB’S3aHMX i3 BUKOPUCTAHHSAM iH(QOpPMAUiHUX TEXHOJOTIH,
IpollecyanbHi TONOXEHHS Ta MEXaHi3MH MpaBOBOi 1 CyAOBOi cHiBOpaii Mix
JieprkaBaMU-yYaCHUILIMH Y LIH C(’pepizo.

A(pUKaHCBKHH COI03 IOKJIaga€ 3yCHJIb HIOAO PO3POOKH IPaBOBOi OCHOBH
y mpoTHaii KiOep3T0YMHHOCTI, fKa Ma€ TEHICHLIi M0 3pocTaHHi B perioni. Lle
HiITBEP/UKYETHCS CTATUCTUYHUMU TAHHUMH, 3TiJIHO SKUX appUKaHCHKUH KOHTHHEHT
JEMOHCTPY€E OJMH 13 HAWIIBHIUINX TEMIIB 3POCTAHHS NPOHUKHEHHs [HTepHeTY
y CBIiTi, a MuQpoBe MiIKIIOUSHHS Maibke OTPOIOCS 32 OCTaHHI IT’SITh POKIB. Y TOM
caMuii Tepiof SK YpsOW, TaKk 1 NPHBaTHI CTPYKTYpH B AQpHII CTHKAIOTHCS
31 3pOCTaI0YOI0 TEH/ICHIIIE€I0 KibepaTak, 10 BiANOBiAae ToMy, 10 OyJo 3adikcoBaHO
TaKO)X Ha TIJ00aNbHOMY piBHI. MacmraOHi KpaaiKKM TEpCOHANBHHUX JaHHX,
KOMIT IOTePHI BTPpyUYaHHs, IbKYBaHHS, IEPECIiAyBaHHA Ta iHIII GOpMH KibepHACHIIISA
ab0 CeKCcyalbHOTO HACWIIBCTBAa LIOAO AiTel B IHTepHeTI € HamajgaMu Ha IpaBa
MoAWHA. MoBa HEHaBHUCTi, KceHO(oOis Ta pacu3M CHPUSAIOTH paguKaiizaiii, 1o
OPU3BOAUTH IO HACWIBHHIBKOIO EKCTpeMi3My. ATakd Ha KOMII'FOTEPH Ta
Je3iHpopMaIlisi, IO BUKOPUCTOBYIOTHCS Ha BHOOpax i MepeBHOOPUYNX KaMIAHIsX, €
aTakaMM Ha (QYHKOIOHYBaHHS (yHZaMEHTAIGHHX IHCTUTYLIHl Ta MONITHYHY
crabinbHicTe. IllomeHHi aTaku Ha KpUTHYHY iH(pOpMauUiiiHy iHPPaCTPYKTYpy
BIUTUBAIOTh Ha Hal[lOHANbHY Oe3MeKy, eKOHOMIYHI Ta iHIII HaliOHaNbHI iHTEpecH, a
TAKOX HA MIKHAPOAHHIT MUp i cTaGinmbHicTs

2 Arab  Convention on Combating Information  Technology —Offences. URL:
https://sherloc.unodc.org/cld/uploads/res//treaties/definitions/treaty/arab_convention_on_comba
ting_information_technology_offences__html/Arab_Convention_on_Combating_Information_
Technology_Offences.pdf (nara 3Bepuennsi:12.02.2026).

2 African Forum on cybercrime. URL: https://au.int/fr/node/34897 (mara 3epuenms:
13.02.2026).
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Cepen mpaBoBHX akTiB ciig BkazaTu KonBeHmiro Adpukancekoro Coro3y mpo
KibepOesneky Ta 3axuct ocodbuctux panux (2014 p.), siKy cIpsMOBaHO Ha CTBOPCHHS
3aKOHOJaBYOI 0a3zu I 3abe3nedeHHs KibepOe3leku Ta 3aXHUCTy IEePCOHATBHUX
naHux. Jlorosip mHokiajae Ha Jep)KaBH-YYacHHUILI 3000B’S3aHHS IOJO PO3POOKH
HaLliOHAJIBHOI MOJIITHKU KiOepOe3neku Ta BiANOBIAHOTO iHCTUTYLIHHOTO MeXaHi3My
YHOpaBIiHHS; PO3pPOOKH 3aKOHOJABCTBA Ta CTBOPEHHS iHCTUTYTIB y cdepi mpoTumii
KiOep3I0YMHHOCTI; 3a0e31e4eHHs] MOHITOPUHTY Ta pearyBaHHs Ha iHUIUACHTH i HoIme-
peIKeHHS; 31iCHeHHS HAIllOHAJIBHOI 1 TPaHCKOPIOHHOI KOOPIUHALIT Ta TI00aIbHOT
CHiBHpaHiZZ.

VYV wmexax AC pospobmeno Crparerito AFRIPOL momo 6oporsbm 3 kibep-
3nounHHICTIO  2020-2024 pp.zs. BoHa € THYYKHM JOKYMEHTOM, SIKMH IIiJuIsrae
HEepioJIMYHOMY MEperisiLy 3 METOI 3a0e3NedeHHs] HOro akTyaJlbHOCTI, MOJAJIBIIOrO
pearyBaHHsS Ha HOBI 3arpo3 y JAWHAMIYHOMY CEpE/OBHILi, B SKOMY [iIOTH CHIIU
0e3MeKH, Ta BiAMOBIAHICTh OUiKYBaHHIM JAEpKaB-wieHiB. [lOKyMEeHT, TOJIOBHUM YHHOM,
Ma€ Ha METi PO3POOHUTH IOPOXKHIO KapTy OOpoThOM 3 KiOEp3MOYMHHICTIO, TOOTO
OCHOBHI HAamlpsMKH i 711 PO3pOOKH 3aXOMiB KOHTPONIO 32 3JIOYMHAMH, CIPSIMO-
BaHUMH Ha KOMIT IOTEpH Ta iH(OpMaIiifHi CHCTeMH, Y crpo0ax OTPUMATH HECAHKIIiO-
HOBaHHMH JOCTYII JI0 IPUCTPOIB a0 3aIto0irTH JOCTYIy 3aKOHHMX KOPHUCTYBAYiB JI0 IINX
HPHUCTPOIB (4ACTO 3a JOIIOMOT'OI0 HIKIITMBOTO IIPOTPaMHOT0 3a0e3MeUeHHs).

Crparterisi 30cepe/pkeHa Ha YOTUPHOX HANpsAMKax i 3i CIUIBHOIO METOI0
JOTIOMOTTH JIep)KaBaM PO3POOUTH y3TOPKEHI METOJOJIOTI] KOHTPOIIO Ta TaKHM
YMHOM 3a0e3MeunTH IUTIHUKA oOMiH iHpopManiero. Lli HampsMKH TONATaOTH
Yy HaCTYIHOMY: 3MilJHEHHsI MO>KJIMBOCTel neHTpansHOi rpynu AFRIPOL 3 6opotsbu
3 KiOEp3JIOYMHHICTIO, @ TaKOXX KOMaH/ JIep)KaB-4iICHIB, [ISIXOM HAJaHHS pecypciB
Ta MEXaHI3MIB JUIs 300py JOKa3iB, HEOOXIMHMX Uis HU(POBUX PO3CIiTyBaHb;
Cremianxi3oBaHa IMiAroToBka (axiBIiB y OOpOTHOI 3 KiOEP3IOYMHHICTIO; PO3pobKa
TapMOHIIHOTO Ta Y3TrO/DKEHOTO PETYJIIOBAaHHS, a TAaKOX NIMPOKa CIHIBOpams MiX
nepkaBaMu-wieHaMu Agpukancskoro Coro3y; 3a0e3rnedeHHs MOCTIHHOI OIiHKH
3arpo3 1o/10 Kibep3JI0UYMHHOCTI Ha PiBHI CYCIiILCTBA/UICHCTBA.

KutouoBoro wactuHoto inTerpauiitnux mpiopuretiB AC e Crpateris mudpoBoi
Tpancpopmanii AC Ha 2020-30 pp.24 Ktim Ttoro, Ilopsmok neHHMiA 2063% —
JIOBTOCTPOKOBHM TuIaH po3BUTKY Adpukancekoro Coro3y, SKHHA BiAMOBiIae
robanbHIM pamkoBiit mporpami Lline# cramoro possutky OOH, 3a3Hadae Hayky,
TEXHOJIOT{, 1HHOBAIil Ta OXOPOHY 37I0pPOB’S SIK KIIFOYOBI IiJi, MO € MPiOpUTETaMH
Jutst TpaHchopmanii AGpuky.

2 African Union Convention on Cyber Security and Personal Data Protection. URL:
https://sherloc.unodc.org/cld/uploads/res//treaties/definitions/treaty/african_union_convention_
on_cyber_security and personal data protection _html/29560-treaty-0048_-_african_union_
convention_on_cyber_security_and_personal_data_protection_e.pdf (nara 3Beprenns: 11.02.2026).

% AFRIPOL Cybercrime Strategy. URL: https://rm.coe.int/afripol-strategy-on-cybercrime-
v01-en/ (nara 3Beprenns: 13.02.2026).

The Digital Transformation Strategy for Africa (2020-2030). URL: https:/au.int/
sites/default/files/documents/38507-doc-DTS_for_Africa_2020-2030_English.p (mata 3BepHenmsi:
13.02.2026).

% Documents Agenda 2063. URL: https://au.int/sites/default/files/documents/36204-doc-
agenda2063_popular_version_en.pdf (nata 3sepuenns: 13.02.2026).
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2. MizkHapoaHa iHCTUTYyLiliHA 0cHOBA MPOTHUAIl Ki0ep3/I0UHHHOCTI

HaiiGinpmmii o6car poOoTH y cripaBi 00pOTEOH 3 MIKHAPOAHOIO 3JI0YMHHICTIO Ha
IHCTUTYLIHOMY YHIBepCaJbHOMY piBHI 3IIHCHIOETBCS B Mexax MiKHApOIHOT
opramizauii kpuMinansHoi mominii  ([arepmon).?® HeBix’eMHOIO — CKIamoBOIO
IisUTBHOCTI [HTEpIIONY € MpoTHAisS KOMIT IOTEpHIH 3709MHHOCTI, Ha HOTO MOKJIAJICHO
¢yHKIi0 30upaHHsA, o0poOkM I aHamizy iHpopMmanii, ska IMOCTyHae 3 Mepexi
IHTEepHeT i3 METOI0 HaJaHHS JIOTIOMOTHY Y BHSBJICHHI IIPOTUIPABHUX JisTHb, BUNHEHHS
SKHX TOJNermyeTbcs 3aBasdkd IHTepHery. Kpim Toro, LlinmpoBoro rpymoro 1mo
3IiHICHEHHIO KOHTPTEPOPUCTUYHUX ormepauiil ctBopeHo Pobouy rpymy mo 60poTs0i
3 BUKOPUCTaHHAM [HTEpHETY B TEPOPUCTUYHUX LiIAX. J[o 3aBIaHb SKOI BiJHECEHO:
BUSBJICHHS 1 00’ €THAHHS 3yCHJIb 3aIlIKaBICHUX CTOPIH i MAPTHEPIB 3 METOI OOMiHY
iHpopMaIli€lo, a TaKoX BH3HAUCHHS MOJMJIMBHX IUIIXIB HpPOTHAIl Wil 3arposi
Ha HallilOHAJBHOMY, PETiOHAJTbHOMY 1 TI00aJbHOMY pIBHSIX; BHBYEHHS IHTaHHS
oo poni OOH y koopauHarliii aii aepixaB-uicHiB.

3Bakaloud Ha Ty OCOOJNMBICTH, IO HEraTUBHOIO O3HAKOK CHOTOJCHHS CTallo
BukopuctanHs IKT y cKkoeHHI TepOPUCTHYHHX 3JI0YMHIB, O€3MepedHO, 3HAUHY POJb
B OpraHi3awiiiHiii cmiBopani NpoTuAil 370YMHHOCTI Bixirpae KoHTprepopucTHuHMiA
xomiter (KTK) (pesomrorisi Pamu Besmexksr OOH 1373 (2001))¥, cTBOpeHmii 3 MeTo0
CIpHUSHHA 3MINHEHHIO TMOTeHmiany nepkaB-wieHiB OOH mozo 3amobiraHHs
TEPOPHCTUYHUM aKTaM SK Ha HAI[lOHAJBHOMY, TaK i Ha MDKPETriOHAIPHOMY piBHI.
Pesomortist 1373 (2001) 3aknmuikae JepikaBU-WICHH 3IHCHUTH HU3KY 3aXO/IiB,
CNIPSIMOBAaHMX Ha 3MIL[HEHHsI iXHIX MPABOBUX Ta IHCTUTYIIHHUX MOXJIMBOCTEH y Tramy3i
60pOTHON 3 TEPOPU3MOM, Yy TOMY YHCI KPUMiHAJi3yBaTH (iHAHCYBaHHS TEPOPH3MY;
HeBiAKIagHO 3a0mokyBaTté Oynp-ski 3aco0H, TOB’s3aHi 3 0coOamu, NPUYECTHUMH
JI0 TEPOPUCTUYHUX AaKTiB; HE HaJaBaTH Hi B sKiH (opMi (iHAHCOBY MiATPHUMKY
TEPOPUCTUYHIM TpylaM; 3AificHIOBaTH OOMIH iHpOpMaIi€lo 3 IHIIUMH ypsSaaMu
o0 Oy Ib-SIKUX TPYII, SKi BYMHSIIOTH YH SIKi IDTAaHYOTh 3MiHCHUTH TEPOPUCTUYHI aKTH;
CHIBMpAIOBATH 3 IHIIMMH YpsIaMH B DO3CIiTyBaHHI, BUSBICHHI, apemiTi, BHaadi
Ta HepecIiayBaHHi 0Ci0, IPUUETHNX O TAKUX aKTiB TOILIO.

CrnerianizoBana ycraHoBa OOH MixHapoJHUI COMO3 eNeKTpo3B’ 3Ky (mami —
MCE) cnpusie iHHOBauisM y cdepi iHbopMaliiiHO-KOMyHIKalifHUX TEXHOJOTIH,
aTaKOXX y TNHUTAHHAX KiOep3IounmHHOCTI. {1l MPUHHATTS KOHKPETHUX 3aXOJiB,
CHpSIMOBAaHHX Ha OOMEXeHHs KoM toTepHHx 3arpo3, MCE po3po6us ['moGambHy
mporpaMy KibepOesmneku, ska 3a0e3nedye paMKH IS KOOPIWHALIl 3yCHIIb MO0
3aJI0BOJICHHA IOPUAWYHUX, TEXHIYHHUX, OpPraHi3alliiHUX 1 HaBYANBHHUX MOTPeO
y BcboMy cBiti. [Iporpama BH3HauMiIa OCHOBHI MPHHIMITK, LTI Ta CTparerii
pO3pOOKH MoJenieil 3akoHOAaBCTBA y cdepi OOpOTEOM 3 KiOEp3TOYMHHICTIO Ta
6azyeThbest Ha ITSITM CTPATETIYHMX MPUHLMUIIAX, & caMe: IPaBOBi 3aX0/U; TEXHIYHI Ta

% Constitution of the International CriminaL Police Organization-INTERPOL. URL:
https://www.interpol.int/Who-we-are/Legal-framework/Legal-documents ~ (mata 3BepHEHHS:
10.02.2026).

21 Resolution 1373 (2001). URL: https://www.unodc.org/pdf/crime/terrorism/res_1373_
english.pdf (zata 3Bepuenns: 12.02.2026).
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MPOLEAYPHI 3aX0/I1; OpraHi3aliiiHi CTPYKTYpH; CTBOPEHHS MMOTEHIIATY; MIXKHAPOIHE
criBpoGiTHUITBO (c. 506)%,

VY Mexax perioHaJbHUX MDKHAPOJHUX OpraHi3amiii Takoxk (yHKIIOHye HH3Ka
CTPYKTYD, IHCTUTYLIl Ta areHCTB IO CIPHSIOTH IiJBHIICHHIO KibepOe3neku, cepen
SIKUX CIi BKa3aThd €BpoIeicbke Toileiicbke areHTCTBO (E€BpOIoi), NPaBOBUM
miarpyHTsaM QyHkuioHyBanHs skoro € Permament (€C) 2016/794 (B pemakuii Big
28.06.2022). Cepen 3aBmaHp €Bpomoidy, O3HaueHHX cratero 88 JloroBopy
npo ¢pyskmionyBanHs €Bpometicbkoro Corozy (APEC), BigHECEHO TaKi: MiATPUMKA
Ta 3MIIHEHHS TiSUTBHOCTI MOMINEHCHKUX OpPTaHiB Ta 1HIIMX MPABOOXOPOHHHX CITYKO
JIepKaB-4ICHIB, IXHBOT B3a€EMHOT CIIBIpAIli MO0 3a00IraHHs Ta MPOTHUIIT TSKKIM
3]I0YMHAM, IO BIUIMBAIOTH Ha JBi a00 OinbIIe IepikaB-wiIeHIB, TEPOPU3MY Ta THM
(opMaM 3II0UMHIB, 10 BIUIHBAIOTH HA CIIUIbHI HTEpECH, OXOIUIeHi nonitnkow €C%,
30KpeMa ... KOMIT FOTepHill 3I0YMHHOCTI, BUTOTOBJICHHIO KOHTPA(aKTHOI i MipaTchKol
MPOAYKILIi TOIIO.

Pernament (€C) 2016/794 ynoBHOBa)kMB €BpOION HA BUKOHAHHS TaKHX 3a1ad:
30MpaHHA, 30epexkeHHs, OOpoOKa, aHami3 iH(popMamii i JaHWX, a TaKoX OOMIH
iHpopMmamieto 1 maHuMu; Oe3BiOKIAJHE IIOBIJOMICHHS KOMIIETCHTHHM OpraHaM
JIepKaB-WICHIB Uepe3 CreialibHUI BiJIUT PO (HaKTH, sIKi iX 3a4ilaroTh, i CHOBIMCHHS
Ipo 3B’SI30K, SKMH KOHCTATOBAaHO MDK 3JI0YMHAMH; CIPUSHHS pO3CIIiTyBaHHIM
y Iep)kaBax-uJieHaX, OCOOJMBO LUIIXOM Iepeliadi HaiOHAIBHUM BiJJIiIaM  yciel
HeoOXimHO! iH(popMalli 3 1BOro MPUBOIY; 3BEPHEHHS 10 KOMIICTCHTHHX OpraHiB
BIATIOBIAHUX JEpXKAaB-WICHIB 13 3alUTaMH MpO TOPYUIEHHS, NPOBEICHHS Ta
KOOPAMHALIIO PO3CIiyBaHb 1 BUCYHEHHS NPOMO3MILIN IIOA0 CTBOPEHHS CyMiCHHX
crigunx Opurajz y BH3HAUCHHX CIpaBax; HaJaHHS JeprkaBaM-uiieHaM iHQopmarii Ta
JIOTIOMOTH B aHalli3i MpW MpPOBEACHHI MacmTaOHUX 3aXOJiB («3yCTpidui y Bepxax»,
MIKHApOLIHI CIOPTHBHI 3MaraHHs) TOMO ..

3aciyroByloTh Ha yBary INpPakTHYHI IHHOBAIiMHI MiaXomy €BpONONy IIOIO
3ano0iraHHs Kibep3nounHaM, cepesl SKUX CIIiJ] BKa3aTu nporpamy «KiGep3aXxucHuKm»,
sIKa Ma€ 3a METY MiJBUIICHHS 0013HAHOCTI PO Kibep3I0unHu .

ArentcTBo €Bponeiicekoro coro3y 3 kibepoesnekn (ENISA) 3aiimaerscs
JOCSTHEHHSIM BUCOKOTO 3arajibHOro piBHs Kibepbesneku B €Bpori (ctBopene B 2004 p.

% Cupoin T.JI. MixHapoIHO-TIpaBOBE peryiroBaHHs chepu iHGOpManiitHO-KOMYHIKa-
LIMHUX TEXHOJOTIHN 1 mpotuaisd kidepsnounnnocrti // CydacHi po6aeMu Mi>KHapOIHOTO IIPpaBa.
Liber Amicorum g0 60-piuust mpod. M. B. BypomeHckoro: MOHOTp. / aBT. KOJI.; 3a pPel.
B. M. Peneuskoro, B. B. I'yrauxa. JIeBiB; Opeca: ®enikc, 2017. 564 c. C. 495-521.
ISBN 978-966-928-118-0

» Consolidated version of the Treaty on the Functioning of the European Union.
URL: https://eur-lex.europa.eu/eli/treaty/tfeu_2012/0j/eng (nata 3Bepuenns:10.02.2026).

® Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May
2016 on the European Union Agency for Law Enforcement Cooperation (Europol) and
replacing and repealing Council Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA,
2009/936/JHA and 2009/968/JHA. https://eur-lex.europa.eu/eli/reg/2016/794/0j/leng (mara
3BepHeHHs: 13.02.2026).

% Cyber Defenders. URL: https://www.europol.europa.eu/operations-services-and-innovation/
public-awareness-and-prevention-guides/cyber-defenders (nara 3sepuenmst: 13.02.2026).
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Ta nocunene Permamentrom (€C) 2019/881 (B pemakuii 04.02.2025)32. ENISA pobuts
CBif BHecok y Kkibeprmomituky €C, migBHILye HaAifHICT NPOIYKTIB, HOCIYT
tanponeciB IKT 3a momomororo cxem ceprudikamii kibepOesneky, CHiBIpaIoe
3 IepkaBamMp-wieHamMu W opranaMu €C Ta jgonomarae €Bpomi IiArOTyBaTHCS
JI0 KiOEpBHUKIIMKIB y MailOyTHhOMY. 3a JOMOMOTOK OOMiHY 3HAHHSAMHM, HAPOIIYBaHHSI
MOTEHIlaly Ta MiABUINEHHS OOI3HAHOCTI ATEHTCTBO MpAlIOE pa3oM 31 CBOIMH
KJIFOYOBHMH 3aLliKaBJICHUMU CTOPOHAMM HaJ 3MIIHCHHSAM JOBIpH IO MiAKIIOYEHOL
C€KOHOMIKH, TIIBHUIICHHAM CTiKocTi iH(QpacTpykrypu €C Ta, 3pemToro, s
3abe3neyeHHs U(PPOBOi OE3MEKU €BPONIECHCHKOTO CYCITUIBCTBA 1 TPOMAISH.

3 2013 poky ¢yHKIiOHYe €Bponeiicbkuii IeHTp OOpOTHOH 3 KiOep3IOYHHHICTIO
(EC3)* — mizposain €Bporony MOKIHKAHOTO BiirpaBaTH IPOBiAHY POIb ¥ GOpoTsGi
3 Kibep3nounnHicTi0 Ha TepuTopii €C. EC3 3ailiMaeThcsi CTBOPCHHSIM ONEPATHBHUX i
AQHAITUYHUX TOTYXKHOCTEH, HEOOXiTHUX I 3a0e3leueHHs IIBHAKOrO pearyBaHHs
Ha KiOep3JI0YMHH, a TaKOX OpraHizalliero B3aeMonil odiniitHux BimomctB €C 1 KpaiH-
4iIeHiB 3 MbKHapogHuMH mnapTHepamu. Manmar EC3  oxommoe Taki  cdepu
BiATIOBiZaNbHOCTI: 0OOpoThOa 31 3JOYMHAMH, SKI BYHMHSIOTHCS OpraHI30BAaHUMH
3MOYMHHUMH TPYIAMH Ta TATHYTh 3a COOOK OTPUMaHHS HE3aKOHHHUX JIOXOJIB
B OCOONIMBO BEIHMKUX po3MipaX (UIaXpaiiCTBO 3 KpeAUTHHMH KapTKaMH abo
0aHKIBCHKMMH OIleparisiMi); 60poTh0a 31 3ITOYMHAMH, IO 3aBAAOTH CEPHO3HOI KON
KEpTBi, 30KpeMa pO30CIICHHS MAJIONITHIX; 0OpoThOa 3 MisAMH, CIPIMOBAHUMH Ha
CIIPUYMHEHHs IIKOAXM abo BHBeNCHHs 3 Jamy iH(pacTpyKTypH Ta iHpopMamuiitHHX
cucteM €C. EC3 Takox BigmoBigadpHMiA 3a 30ip Ta 0OpoOKy HaHHMX, HaIaHHS
iH(pOpMaILiifHOI, TEXHIYHOT Ta KPUMIHATICTUYHOI MATPUMKH BIAMOBIAHIM MiIpO3aiIaM
MPAaBOOXOPOHHUX OPraHiB KpaiH — wieHiB €C, KOOpAUHALIIO CHUTBHUX PO3CIiTyBaHb,
HaBUYaHHSA I migroroBky ¢axiBmiB (y cmiBmpani i3 CEPOL). Llentp copuse
MPOBEICHHIO HEOOXITHWX JOCHI/KEHh 1 CTBOPEHHIO IPOTPaMHOTO 3a0e3leueHHS,
OMIKY€ETHCSl OIIHKOIO W aHami30M HasBHHX 1 MOTCHI[MHMX 3arpo3, CKIaJaHHIM
NPOTHO3IB 1 BHIyCKOM 3aBYacHUX mnomnepemkeHb. Cdepa IHoro misuIbBHOCTI TaKoX
OXOIUTIOE HAJIAHHSI IOTIOMOTH CYISIM 1 TPOKypopam” .

[lopoky EC3 my6nikye oLiHKY 3arpo3u opraHi3oBaHOi 3JI0YMHHOCTI B [HTEpHeTI
(IOCTA) — ¢marmaschkuii cTpaTeridyHuii 3BIT MPO KIIIOYOBI pPE3yJbTATH, HOBI
3arpo3u Ta noaii B kibepznounHHOCTi. IOCTA neMOHCTpYy€E, HACKUTBKH IIHPOKOIO 1
pi3HOMaHITHOIO € Kibep3mounHHicT i sk EC3 € kimo9oBoio yacTHHOIO €Bponoiy Ta
BigmoBimHUX 3axoniB €C. EC3 BHKOPHUCTOBY€E TPHCTOPOHHIN MiAXin 10 O0poTsOHU 3
KiOep3JIOYMHHICTIO: KpUMIHANCTHKA, cTpaTeris Ta omepamii. Lli 3axomm Takox

® Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April
2019 on ENISA (the European Union Agency for Cybersecurity) and on information and
communications technology cybersecurity certification and repealing Regulation (EU)
No 526/2013 (Cybersecurity Act) (Text with EEA relevance). URL: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2019.151.01.0015.01.ENG (mata
3BepHeHHs: 13.02.2026).

% Communication from the Commission to the Council and the European Parliament
Tackling Crime in our Digital Age: Establishing a European Cybercrime Centre.
URL: https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A52012DC0140 (nmara
3BepHeHHs: 12.02.2026).

* European Cybercrime Centre URL: https://www.europol.europa.eu/about-europol/
european-cybercrime-centre-ec3 (nara 3sepuenns:12.02.2026).
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miaTpumyotecst ['pymoro kibeppospigku (CIT), amamituku sikoi 30uparoTh Ta
0o0poOisIfoTs  iHGOpMaNilo, MOB’sI3aHy 3 KiOep3lOYMHHICTIO, 3 JAep)KaBHHUX,
NPUBATHHX Ta BIIKPUTHX JOKEPEIT 1 BU3HAYAIOTH 3arpO3H Ta MOJIEI, [0 BUHUKAIOTb.

Cywmicho 3 EC3 mparrroe CriijibHa IiJTbOBa Tpymia 00poThOH 3 Kibep3aounHHiCTIO (J-
CAT) (ctBopena y 2014 p.), sika Hajae JONOMOTY y HPOTUAII KiGEp3IOYMHHOCTI
BcepequHi Ta 3a Mexkamu €C. llimpoBa rpyma Mae 3a MeTy CTUMYJIIOBATH Ta
KOOpAMHYBAaTH Jii, 3aCHOBaHI Ha I1HTENEKTi, 3 KIIOYOBHUMHU 3arpo3aMd Ta LULIMH
KiOEp3JI0YNHHOCTI, TIOJIETIIYFOYH CHUIBHY 1NeHTH(IKALI0, BCTAHOBICHHS MPIOPUTETIB,
MiJIFOTOBKY Ta MOYAaTOK TPAHCKOPIOHHHMX PO3CIidyBaHb Ta omepaiiii 3 OOKy CBOIX
naprHepiB. Ii kommerentis J-CAT 0XOILTIOE: BUCOKOTEXHOJIOTIUHI 3I0YMHHU (30KpeMa
IIKI/UTMBE TIpOrpaMHE 3a0e3IIeUeHHs], BTOPTHEHH:); CIPHSIHHS BUMHEHHIO 3JI0YHHIB
(KyJIeHEeTIpOOMBHUI ~ XOCTHHI, KOHTP-aHTHBIPYCHI IOCIYTH, JI3HHT Ta OpeHja
iH(QPACTPYKTYpH, BiIMHBAHHS TPOIICH, BKIIOYAIOUH BIpTyasbHI BaTIOTH); OHJIAWH-
11axpaifcTBO (OHTAHH-IITATIKHI CHCTEMH, KApIMHT, ColianbHa imkeHepis).®

KiGep3mounHHICTh — Lie 3pOCcTarya Ta MIBUAKOPO3BUHEHA cdhepa 3J0YMHHOCTI, SKa
CTaHOBHTH 3HAUHy YACTKy 3arajibHoi poOoTH €BporocTy — AreHTcTBa €BpOIECHCHKOr0
Coro3y 3 NHUTaHb CHiBpOOITHULTBA y cdepi KPUMIHAIBHOIO MPABOCYANd, — IIie
VHIKaJIbHHUI IIEHTp A€ HAI[lOHAJIbHI Cy/IOBI OpraHM TiCHO CIIBIIPAIIOIOTH Y OOpOTHOI
3 CepHO3HOI0 OPraHi30BaHOIO TPAHCKOPAOHHOIO 3JIouYMHHICTIO. Pome  €Bporocty
MOJIATAE B TOMY, IIO0 JOMOMOITH 3poOHUTH €BpoMy OC3MEUHINIMM MiICIEM MUITXOM
KOOPAUHAITT poOOTH HAIlIOHATEHIX OPTaHiB BiaIu-AepkaB-wicHiB €C, a TAaKOX TPETiX
Jep’kaB — y PO3CHiAyBaHHI Ta TEpeCliAyBaHHI TpaHCHALIOHAJIBHOI 310YHHHOCTI .
€BpOIOCT TIATPUMYE HAIIOHAIBGHI OpPraHW BJaAWd y CIIBOpali Ta BUKOPUCTAHHI
JOCTYITHUX 1HCTPYMEHTIB TPAaHCKOPAOHHOTO PO3CITiAyBaHHS KiOEp3IOYMHHOCTI Ta
OB SI3aHOI 3 HETO 3JI0YMHHOCTI.

€Bporreiickka Cyz0Ba Mepexa 3 muTaHb kidepsmoummmocti (EJCN)¥, crBopena
y2016 pomi a1 CHpUSHHA KOHTakTaM MK (haxiBIUIMH, SIKi CHEIiai3yIoThCs
HA IPOTH[I1 BHUKIHMKaM, IO BHHHUKAIOTH Yy 3B’A3Ky 3 KiOEp3IOYMHHICTIO, Kibep-
3JIOYMHHICTIO Ta PO3CIiAyBaHHSIMH B KiOEpIpOCTOpi, a TaKoX JUisl MiJABUIICHHS
e(eKTUBHOCTI pO3CIigyBaHb 1 KpuMiHampHOro mnepeciigyBanus. EJCN mocuioe
CHIBIPAII0O MK KOMIIETEHTHHMH CYIOBHMH OpraHamy, 3a0e3nedyioud OOMiH
JOCBIIOM, TIEPEJOBHM JOCBIIOM Ta IHIIMMH BiJNOBIIHUMH 3HAHHAMH IIOJ0
PO3CITiTyBaHHS Ta KPUMIHAIEHOTO TIEPECITiTyBaHHS KiOEP3TIOYNHHOCTI.

€Bporoct € xmouoBuM naptaepoM EJCN, ocobmmBo B cuTyamisx, koo Mepexa
Ma€ CIpaBy 3 YHCICHHUMH BHUKIMKAMH, IOB’S3aHHMH 3 IIHCHO O€3KOPJOHHUM
xapaktepoM Kibep3nounHHOCTI. KpiM TOro, €BpOIOCT MPOBOIUTE PETYISIPHI 3yCTpidi
Mepexi Ta miatpumye oOMiH iHdopmamiero mix wieHamu EJCN Ta iHmmmwu

% Joint Cybercrime Action Taskforce. URL: https://www.europol.europa.eu/activities-
services/services-support/joint-cybercrime-action-taskforce (nara 3seprenns:08.02.2026).

% Consolidated text: Regulation (EU) 2018/1727 of the European Parliament and of the
Council of 14 November 2018 on the European Union Agency for Criminal Justice Cooperation
(Eurojust), and replacing and repealing Council Decision 2002/187/JHA. URL:
https://eur-lex.europa.eu/eli/reg/2018/1727/2025-11-04/eng (nara 3Bepuenns: 13.02.2026).

¥ European Judicial Cybercrime Network. URL: https://www.eurojust.europa.eu/judicial-
cooperation/practitioner-networks/european-judicial-cybercrime-network  (mara  3BepHeHHS:
12.02.2026).
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3alliKaBICHIMU CTOPOHAMH, SKi BiAIrparoTb poib y 3a0e3NeueHHI BEPXOBEHCTBA
npasa B KibeprpocTopi.

Cepen perioHaJbHUX CTPYKTYp CIiJ 3a3HauuTH MexaHi3M CIiBpOOITHHITBA
nomninii Adppukancekoro Coro3y (AFRIPOL) — e Texniuna ycraHoBa AC, sika Mae 3a
3aBIaHHs 3MIIHIOBATH Ta TapMOHI3yBaTH MOXKIMBOCTI IPAaBOOXOPOHHUX OpraHIiB
y AeprkaBax-uneHax. Moro micis momsrae B miaTpuMIi apUKaHCHKHX TOTINEHCHKHX
cinyx0 y 3amobiranHi Ta 60poTh0i 3 TPaHCHALIOHANBHOIO OPraHi30BAaHOIO 3JIOYHH-
HICTIO, TEPOPU3MOM, KiOEpP3TOUMHHICTIO Ta IHIIUMH HOBHUMH 3arpo3aMH KOHTH-
HEHTAJIBHIN Oe3mner.

Ha Bukonanns cBoro Mangaty AFRIPOL Hanmae KOMIUICKCHHI CIIEKTP MEXaHI3MiB
HiITPUMKH, cepe] SIKUX: OYHE Ta OHJIaiH-HaBYaHHs, BKIFOYAIOUH CIIeIiani3oBaHi KypcH
gyepe3 CremlianizoBaHy IIaTGOpMy CICKTPOHHOTO HaBYaHHS; HABYAHHSA TpPCHEPIB
JUTS 320€3MCUCHHS  HAIlIOHATBHOI CTIMHKOCTI HaBHYOK; TMPOBEICHHS CEMiHApiB IS
OoOMiHy [OCBiIOM Ta WEpPEeAOBHM JOCBIIOM MDK Jep)KaBaMHU-WICHAMH; JOCTYII
JI0 CyIOBO-MEAMYHHUX Ta CIITYMX IHCTPYMEHTIB; HMIATPUMKA CIUIBHHX OIepamiii Ta
TPAaHCKOPIOHHUX DO3CIiyBaHb; CIPHSHHS JEepXKaBHO-TIPHBATHOMY IapTHEPCTBY
IUTSL BIOCKOHAJICHHSI CTPATETii 3amo0iraHHs 3JI0YMHHOCTI; CHOPHSHHS CIIBIIpaIl depes
Oe3neuHy CHCTEMy 3B’A3Ky Ta CHUIbHI 0a3n JaHUX; CTa)XKyBaHHS Ta MOXIIMBOCTI
OTPHMAHHSI CTHIICHJIH JUIS PO3BHTKY MalGyTHIX JIiZepiB MPaBOOXOPOHHHX OPraHis>e.,

Kontprepopuctuunuit nentp Adpukancekoro Corozy (AUCTC) — cnemiani-
30BaHa yCTAaHOBA, CTBOPEHA JUIs 3MILHEHHs moTeHuiany aepkas-wieHiB AC y coepi
pearyBaHHA Ha OOpOTBOy 3 TEpOPHU3MOM Ta HACHIBHHUIBKUM EKCTPEMi3MOM.
[parroroun y TicHil cniBmpamni 3 perioHaIbHUMHI €KOHOMIYHUMH CITiBTOBAPUCTBAMU
i perionanpHuME MexaHi3MaMu, AUCTC Hagae TexHiYHy, ONEpaTHBHY Ta CTpaTe-
TiYHy MATPUMKY. BiH po3poOise IHCTpYMEHTH Ta TpOrpaMH JUIS 3armoOiraHHsd,
aHaNi3y Ta €(EeKTHBHOTO pearyBaHHS Ha TEPOPHCTHYHI 3arpo3u Ha a)pUKAHCHKOMY
KOHTHHEHTI .

BHUCHOBOK

[TincymMoByIOuM BHWIIEO3HAYCHE CIIiJI KOHCTAaTyBaTH, IO KiOEP3JIOUYUHU €
CKJIaJHUMH He JIMIIE 32 CBOIMH IOPUIMYHUMH O3HAKaMH, ajie i TOMy, 1110 BOHH 4acTo
MaloTh TPAaHCHAI[IOHAJIFHUN XapakTep, TOOTO 1€ IisHHSA, iHINiIOBaHHA, 3aM00iraHHsA
YU HACHIAKM SKHX 3adilaoTh OBl HDK OJHY KpaiHy, 1 BOHH MAalOTh
OararoHarioHaTEHUN Xapaktep. KpiM Toro, BoHH € BHAOM MpoQeciiiHOl TisUTbHOCTI
OpraHi3oBaHMX 3JOYMHHUX Tpyn. KiOGep3JIounMHM OXOILTIOIOTh LIMPOKHH CIIEKTP
00’€KTiB TocATaHHs. BOoHM IOCIIa0MIOI0Th €eKOHOMIKY AepraB, BIUNTMBAIOYH (IIPSIMO Ta
OIIOCEPEe/IKOBAHO) HA €KOHOMIUHI BUTPATH YPSIiB i TATHYTh 3a COOOI KPUMiHAIBHY
IISUTBHICTB, KA MOXKE 3arpO)KyBaTH CTaliIbHOCTI JepikaB, OCOOIMBO y BHIAIKY
MO€HAHHS 3 TPAHCHALIOHAIBFHOIO 3J0YMHHICTIO, BKIIFOYAlOYH BiJMHUBAaHHS TPOIICH,
KOHTpabaHgy 30poi, TOPTiBII0 HAPKOTHYHHMH pedoBHHaMu. Kpim TOro, BOHH
HOCSTalOTh Ha TpaBa i CBOOOAM JIIOAMHU (KpagibKka OCOOMCTHX HaHMX (Di3MYHHX
0ci0, HaCHJIIS MO0 HEMOBHOMITHIX, HACHIUIS CTOCOBHO JKIHOK).

® About AFRIPOL. URL: https://afripol.africa-union.org/about  (nata 3BepHeHHs:
13.02.2026).

% African Union Counter Terrorism Centre. ABOUT US. URL: https://caert.org.dz/about-
us/mm(nata 3Bepuenns: 13.02.2026).
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[MopoaHHS HHOTO HETATHBHOTO SBHIIA MOTPEOY€E CyMICHUX aKTHBHUX il 3 OOKY
JiepkaB 1 MDXKHApOJHOTO CIIBTOBAPHCTBA Ta BUPIIICHHS CHUTBHHX IpoOiieM, cepen
sakux: 1. BTpara maHumX: eNeKTpoHHI JaHI € KIIIOYeM [0 YCHIIIHUX PO3CIigyBaHb
y BCiX cdepax Kibep3IOUMHHOCTI, aje MOKIMBOCTI OTPHMAaHHS TaKUX JaHHX 3HAYHO
obMmeskeHi. 2. Brpara Miciie3HaXoKEHHsI: OCTaHHI TCHICHIIT MPU3BENIN 10 CUTYallii,
KOJIN TIPaBOOXOPOHHI OpraHu OiNbIle HE MOXYTh BCTAaHOBHTH (i3MUHE MicIie-
3HAXO/DKEHHS 3JIOYMHLS, 3JI0YMHHY I1HQPACTPyKTypy UM ENEKTPOHHI JOKa3H.
3. [IpoGmemu, TOB’s3aHi 3 HAI[IOHATBPHUMH TIPAaBOBUMH pPaMKaMH: BiIMIHHOCTI
y HaIliOHAIPHUX MpaBOBHX 0Oa3ax xepxas. 4. Ilepemkoam A MiKHAPOTHOL
CHIBIIpaNi: y MDKHApoOJHOMY KOHTEKCTI He iCHye CIUIbHOI HpaBoBOI 0asm st
HPUCKOPEHOT0 OOMIHY JOKa3aMH (K 1 it ix 30epexeHHs). IcHye Takox odeBHaHA
noTpeba B KpaloMy MeXaHi3Mi TPaHCKOPZOHHOI KOMYHiKaIlil Ta MIBUAKOTO OOMiHYy
iHpopmamieto. S. IIpobmemu Jnep)kaBHO-NPUBATHOTO MapTHEPCTBA: CIIBIpaLlsl
3 IPUBAaTHUM CEKTOPOM € XHUTTEBO BaKIMBOIO AT OOpOTHOM 3 KiOEp3JI0YMHHICTIO,
MPOTe CTAaHAAPTU30BAHUX MPABHJI B3a€MOAIl HEMae, 1 TAKUM YHHOM DPO3CIidyBaHHS
MOXYTh OYTH YCKIaJHEHI .

MixHapoJHe CHIBTOBapHCTBO JOKJIAJA€ 3yCHIb OO0 PO3POOKH HPaBOBOI
OCHOBH HPOTH[I{ KiOEP3JIOYMHHHOCTI Ta KpUMiHANI3aWii IPOTHIIPABHUX [ii PO 110
cBim4aTh akTH, NpuitHATI Ha piBHI OOH Ta perioHanbHUX MDKHApOIHUX OpraHizamiit
(PE, €C, OBCE, JIAJI, AC), 3rinHO 3 IKUMHU KiGep37I0UYMHH BiIHECEHO 10 OKPEMOTO
BHIYy MDKHapOAHMX MPABONOPYIICHb. BaXIMBUM € IMIUIEMEHTalis iCHYHOYHX
MDKHapOIHUX HOPM Y HaIllOHaJbHE 3aKOHOAABCTBO; KpUMiHANI3aMis KiOep3IOYHHiB;
MOCWJICHHS CITiBOpAIli AepKaB 3 MDKHAPOIHUMH CIELiali30BAHUMH 1HCTUTYIIHHIMHA
opraHam# (CTpyKTypaMH, ar€HTCTBaMH) YHIBEPCAIFHOTO 1 PEriOHAIBHOTO XapaKTepy
331 TONEPEePKEHHST PO3MOBCIOMKEHHS 3JI0YMHIB Ta NPHUTATHEHHS 1O BiIMOBi-
AJIBHOCTI BUHHHUX 0OCi0.

AHOTANIA

CrarTsi NpHUCBSIYCHA JOCHTIIDKCHHIO MDKHApPOAHO-TIPaBOBOI Ta IHCTUTYLiiHOT
cknaoBoi mpotunil kibepanounHHOCTI. [IpoaHasi30BaHO MONOKEHHS MiKHAPOJHHX
YHIBepCaJbHUX aKTiB, aKIIEHTOBAHO yBary Ha MEpUIOMY IJI00AIBHOMY JOTOBOPI PO
kibep3nounHHicTs — KonBeHmii Opranizaumii O6’emHanmx Hamiii mpotm kibep-
3nmo4nHHOCTI (pe3omronist I'enepamsaoi Acam6ai OOH 79/243). Poskpuro cyTHicTh
Ta 0COONMBOCTI akTiB, MpuiHATHX Ha piBHI Pamm €Bpomm (KomBenmis mpo
kibep3nounnHicte 2001 p Ta monarkoBi mporokonau o KoueeHmii, pexoMeHmarii
Tomno), €Bporneiicbkkoro Corwo3y (YCTaHOBYI aKTH, JUPEKTUBH, PIIICHHS, PETJIAMECHTH,
noBinomiienHs), Adprkancekoro Coro3y (ZOTOBIpHI Ta CTpaTeriuHi akTH); 03HAYEHO
pone OBCE y mipBumenHi kibep- / IKT-6esmeku Tomio. 30cepeKkeHo yBary
Ha IISUTHOCTI OpraHiB, I1HCTUTYIIH, areHTCTB, CTBOPEHHX HA MIKHApOJHOMY
yHiBepcaapHOMY piBHI (MiXKHapoaHa opraHizamis KpuMmiHanbHoi momimii (Iarepmon),
Kontprepopuctrunuii komiter OOH, MikHapoqHuii co103 €JIeKTpo3B’s3Ky TOIIO)
Ta HAa perioHaJbHOMY piBHI (E€Bpomelicbke Noielchke areHTcTBO (E€BpoOIo),

4 Common challenges in combating cybercrime As identified by Eurojust and Europol June
2019. URL: https://www.eurojust.europa.eu/sites/default/files/assets/2019-06-joint-eurojust-
europol-report-common-challenges-in-combating-cybercrime-en.pdf (mara 3seprensst: 13.02.2026).
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ArenrctBo  €Bpomeiicbkkoro Coro3y 3 NHUTaHb CHIBpOOITHHLTBA Yy  cdepi
KpUMIiHAIBHOTO TpaBocyns (€BporocT), ATreHTCTBO €BpOINEHCHEKOr0  COI03y
3 kibepOesnekn, €Bporneiicbkuil HeHTp 60poThOM 3 Kibep3nounmHHICTIO, MexaHi3M
noninelcekoro cmiBpoOiTHUNTBa Adpukancekoro Corosy (AFRIPOL), Kontp-
tepopuctnuHuii  ueHTp Adpukancekoro Coro3y (AUCTC) Tomo) Tta ix poii
y mpoTHii Kibep3I0YMHHOCTI. 3p00IeHO BiAIOBIAHI BUCHOBKH 1 peKOMEHIAIlii.

KiwouoBi ciioBa: 0e3MekoBi BHKIHKH, €IEKTPOHHA TOPTIiBIA, 3JOYHHH,
IMILIEMEHTALIi, KpHUMiHaITi3aIlis, MDKHapOIHI IHCTUTYI, MDXHapOIHE
CHiBPOOITHUITBO, OCOOMCTI JaHi, paBa JroAuHY, L{ini cTagoro po3BUTKy, MTydHMI
IHTEJIEKT.
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